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Abstract

Most vulnerabilities discovered in cybersecurity can be associated with their own singular
piece of software. I investigate complex vulnerabilities, which may require multiple software
to be present. These complex vulnerabilities represent 16.6% of all documented vulnerabil-
ities and are more dangerous on average than their simple vulnerability counterparts. In
addition to this, because they often require multiple pieces of software to be present, they
are harder to identify overall as specific combinations are needed for the vulnerability to
appear.

I consider the motivating scenario where an attacker is repeatedly deploying exploits
that use complex vulnerabilities into an Airport Wi-Fi. The network administrator at-
tempts to detect these exploits through the use of cyber decoys. The network administra-
tor chooses a fake device, which has no valuable data, to insert into the network in hopes
that the attacker believes the decoy is a legitimate device for exploitation. However, for
each interaction, the network administrator needs to make an active selection of which
decoy device to insert into the network. I investigate this motivating scenario as a learning
problem where the network administrator wishes to learn which decoy settings are best to
capture the most exploits at a given time to learn about the most complex vulnerabilities.

Because I model that the network administrator is discovering new complex vulnerabil-
ities over time, there is a lot of uncertainty in this problem. I resort to the Multi-Armed
Bandit (MAB) reinforcement learning framework to address some of this uncertainty. The
MAB problem epitomizes the exploration-exploitation dilemma. The network administra-
tor wishes to capture the most exploits, so it makes sense to frequently use the decoy settings
that have worked well in the past (exploitation), but there may be better-performing decoy
settings that are insufficiently explored. Furthermore, the MAB framework emphasizes the

decisions and actively ignores some complexities with the problem structure, as is the case

with the adversarial MAB.



I first investigate how basic MAB solutions adapt to this adversarial cyber deception
environment with complex vulnerabilities in a highly dynamic environment. Vulnerabilities
overall are not static; new ways to exploit them get discovered, patches are developed, and
new mitigation techniques are discovered. I demonstrate that basic MAB defender solutions
are capable of adapting to a slow-learning attacker with an evolving arsenal of exploits.
In this evolving exploits model, exploits decrease in detection value over time and the
attacker gains new hidden exploits to use over the course of the interaction. Furthermore,
due to the problem structure that arises from the inclusion of complex vulnerabilities,
basic MAB solutions do not fully utilize the contextual information of the environment.
Despite all this, I show that the basic MAB solutions do adapt and begin to approach
optimal decision-making. With minor extensions to these algorithms, I also show that
improvements can be made to better exploit the complicated problem structure formed by
the complex vulnerabilities.

The evolving exploits work analyzed basic MAB strategies with a slow-learning attacker,
however, this is not always an appropriate modeling of an attacker. In many cases, the
attackers may be intelligent human hackers. In this case, it is important to understand how
humans learn and make decisions in cyber adversarial environments. I look to a simplified
adversarial interaction to better understand how humans will learn amidst various defenses.
I detail a human experiment we ran with over 300 human participants that played a 50
round game versus 3 different simple defender algorithms. We found that human attackers
quickly and efficiently discover static defenses, including fixed random defenses. The basic
adaptive defender proved much harder for the human participants to attack.

If we wish to develop new defensive solutions and understand how they might perform
against human attackers, it may be infeasible to repeatedly run an extensive experiment
with human participants. Instead, it would be ideal to have a realistic model that acts in
these cyber deception environments as a human would. We developed a cognitive model,
from the Instanced-Based Learning (IBL) framework, that exhibits the same cognitive

biases found in humans. With parameter tuning, we demonstrated that the IBL agent

vi



performed closely to the human participants in the experiment compared to other predictive
models from reinforcement learning.

Once I demonstrated that basic MAB solutions are capable of adapting in these cyber
adversarial environments with complex vulnerabilities and we have a cognitive model that
performs as humans do, I finally address the problem structure that forms from complex
vulnerabilities. I formalize the decoy feature selection problem with complex vulnerabilities
and introduce a new MAB variant that directly addresses this problem structure formed
by complex vulnerabilities, titled the Bipartite Edge Detection problem. I show that this
Bipartite Edge Detection problem appears in multiple applications and I provide an initial
solution with contextual MABs. I introduce a novel approach to modeling experts that
directly addresses the Bipartite Edge Detection problem via the well-known contextual
MAB algorithm: Exponentially-weighted algorithm for Exploration and Exploitation with
Expert advice (EXP4). My version of EXP4 outperforms all the previously seen basic MAB
solutions and an IBL defender and approaches optimal play relatively quickly. The IBL
attacker proves a challenging adversary and no particular defensive algorithm did notably
well against it. I leave room for future work to improve my version of EXP4, introduce new
bandit algorithms, investigate IBL further for these problems, and implement this work in

a realistic cyber environment.
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Chapter 1

Introduction

Modern cybersecurity defense is highly dependent on reliable intrusion detection and the
ability to identify and patch vulnerabilities. Often, attackers exploit multiple vulnerabil-
ities found in the network to achieve their goals. Meanwhile, the cybersecurity defense
community has put great effort into identifying as many vulnerabilities as possible to re-
duce the entry points of hackers and other cyber threats. Since April 2023, there are over
200,000 documented vulnerabilities according to the National Institute of Standards and
Technology with the number of annual discoveries increasing every year [4].

The issue with discovering vulnerabilities in a system lies in the sheer amount of features
involved. Applications, network protocols, operating systems, physical wiring, humans,
browsers, and hardware are all possible vectors for attack and will each have their own
set of vulnerabilities that are possible to exploit. Frequently, each interchangeable feature
goes through its own individual, rigorous testing and hardening to remove or mitigate any
known vulnerabilities that a cyber threat might exploit. When testing a system, often
each individual feature will be treated as a separate unit where multiple vulnerabilities are
associated with it (e.g., the microphone driver application has 3 known vulnerabilities), as
is the case with unit testing.

More complex vulnerabilities may require unique combinations of features. For exam-
ple, a new vulnerability might arise when a specific application runs on a specific operating
system. I will refer to this class of vulnerabilities as complex vulnerabilities that require
multiple features to be present (e.g., a vulnerability might require both a specific printer
driver version AND a specific smart home hub application). Conversely, a single vulnerabil-

ity may exist in multiple features where any equivalent feature will expose the vulnerability,



such is the case with a vulnerability found in a dependency where any feature containing
this dependency is vulnerable (i.e., application 1 OR application 2 OR application 3 all
share the same vulnerable dependency, so any would be vulnerable). This can lead to com-
plex vulnerabilities being described as intricate Boolean expressions with regard to their
required features.

An exploit is a malicious utilization of a vulnerability, that usually has a payload or
objective achieved once the vulnerability is exploited. There may be many different exploits
utilizing the same vulnerability, but for this work, I focus on a 1-to-1 relationship and model
exploits so that we can also express an exploit as a Boolean expression of features. With
this terminology, an attack would be an instanced usage of an exploit, which would require
a time component of when the exploit was used.

In this work, I will focus on detecting exploits deployed by attackers. An effective ap-
proach is through the use of cyber deceptive decoys. Network administrators can deploy
decoy devices into their network, like an Airport Wi-Fi, to detect and monitor malicious
activity. An attacker may enter the Airport Wi-Fi and target devices and critical infras-
tructure through the network then leave. If the network administrator can strategically
select a decoy to place into the network and have the attacker interact with the decoy, she
can log and analyze any potential exploit used, even previously unknown exploits. However,
one of the primary problems I address in this dissertation is how to select which decoy to
use. If a decoy is a single fake computer, the network administrator needs to decide which
operating system it should run, which hardware, and which applications it should have.
Each feature the network administrator decides on for the decoy opens a unique attack
surface that an attacker can use to exploit.

There are far too many features and too many combinations to represent in a single
decoy, so I instead consider that the network administrator has a collection of pre-configured
settings for the decoy. I model this repeated interaction as a learning problem, where the
network administrator is actively selecting decoy configurations to discover which is the

best configuration at a given time. This allows the network administrator to discover new



complex vulnerabilities and their associated exploits and learn the attacker’s patterns. I
will investigate how basic learning strategies perform for decoy configuration selection amid
complex vulnerabilities. However, as the network administrator is learning, the attacker is
learning as well. Attackers may be skilled hackers who are keenly aware of decoys and are
learning the network administrator’s favorite decoy configurations to avoid. I investigate
how the defender’s basic strategies and learning impact realistic human attackers and how
we can extract that human attacker’s decision-making for defender evaluation. I then
address better learning strategies to consider learning with complex vulnerabilities, which

pose interesting challenges for basic learning frameworks like the Multi-Armed Bandit.

1.0.1 Real World Complex Vulnerabilities

CVE-2019-18939 is a real-world example of a complex vulnerability [2]. This vulnerability
allows for remote code execution when a specific combination of a printer add-on applica-
tion, smart hub hardware, and smart hub firmware is present. The National Institute of
Standards and Technology (NIST) catalogs each vulnerability as a Common Vulnerabilities
& Exposures (CVE). This CVE has one of the highest severity scores of 9.8 (10.0 being
the maximum for Common Vulnerability Scoring System version 3) and allows for remote
code execution. For a system to be considered vulnerable to CVE-2019-18939, it requires
1 of the 4 possible configurations which each require 3 Common Product Enumerations
(CPEs). CPEs are information technology systems, software, and packages as defined by
NIST. Each configuration of CVE-2019-18939 requires a specific printer model, a specific
gateway software version, and a specific firmware version. All 4 configurations for this
vulnerability with their respective required features/CPEs are shown in Figure 1.0.1.
Although these complex vulnerabilities clearly exist as evidenced by CVE-2019-18939,
it is not immediately obvious how common these classes of vulnerabilities are and if they are
any more or less dangerous on average than simple vulnerabilities. To understand the preva-
lence of complex vulnerabilities, I searched NIST’s entire National Vulnerability Database

(NVD) API, ranging from CVE-1999-0001 to CVE-2023-29421. There are no ways to query
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Figure 1.1: The 4 possible configurations of CVE-2019-18939 as described on the
NVD website on April 2022.

the API for complex vulnerabilities directly. Instead, I downloaded every CVE exhaustively
over the course of 2 weeks through the NVDLib Python library, which has built-in methods
to query the API [5]. Each CVE was converted from an “nvdlib.classes. CVE” object into
a Python JSON dict to be stored on my personal computer. Once downloaded, I could
systematically crawl through all 211,952 CVE files and evaluate the status of their complex

vulnerability classification. I removed all CVEs that were rejected as official vulnerabili-



ties or had no configuration section listed, leading to a total of 199, 298 eligible CVEs for
classification.

In each “nvdlib.classes.CVE” object, there is a list of configurations (the majority of
CVEs only contain a single configuration) and each configuration lists an “operator” field
which is either an “OR” or an “AND.” This operator field describes the relationship of the
CPEs listed in each configuration for the CVE. If a configuration for a CVE has multiple
listed CPEs and lists an “OR” operator, this means any of the CPEs present will yield the
same vulnerability. This is largely used for listing multiple versions of the same software,
which will yield different CPEs, but when modeling can typically be considered the same
application.

For example, CVE-2005-0179 is a Linux kernel vulnerability that allows for a denial of
service attack via the “mlockall” call [1]. This CVE has only a single configuration with an
“OR” operator field listed and 122 listed matching CPEs. However, these CPEs are listing
various incremental versions of Linux kernel 2.4.z and 2.6.x. Depending on the modeling of
the problem, it may be appropriate to consider this vulnerability a complex vulnerability
as “OR” logic is definitely expressed, however depending on the scope, it may also make
sense to combine all the listed CPEs into a single feature (e.g., the single feature would
be “Linux Kernel 2.4.2-2.6.2"). For this initial search, I take the latter approach as I am
considering a wide breadth of features for an adversarial cyber deception interaction. In
the latter approach, CVE-2005-0179 would be considered a simple vulnerability.

For classifying complex vulnerabilities in the NVD, I consider two major criteria: 1) If
multiple configurations are listed or 2) if a configuration uses the “AND” operator. The
former can be exemplified by CVE-2021-20229, which is a vulnerability with PostgreSQL
that allows for retrieving values of an entire table [3]. CVE-2021-20229 has 3 separate
configurations that list separate CPEs for each configuration that include PostgreSQL,
Redhat Linux, and Fedora. In general, when multiple configurations are listed, it implies
OR logic but across different CPEs or features. The latter criterion that requires an “AND”
operator can be demonstrated with CVE-2019-18939 which requires all the listed CPEs in



each configuration to be present for the vulnerability to emerge.

Filtering with the described criteria above, there are 32,998 complex vulnerabilities
which represent 16.6% of the total eligible vulnerability population as of April 6, 2023. An
exhaustive list of all known complex vulnerabilities that meet the complex criteria can be
found at: “https://github.com/MarcusGutierrez/complex-vulnerabilities” [69, 70]. In this
list, I removed the “CVE-" part of the CVE ID to save space.

Total Complex and Simple CVEs
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Figure 1.2: Total count of simple and complex vulnerabilities per year from 1999
to 2022. Data from the year 2023 is omitted due to the small data set
as only January 2023 to March 2023 has been collected.

Investigating some aggregate statistics on the list of eligible CVEs, complex CVEs have
an average CVSS value of 7.12 compared to the 6.8 average of the simple CVE list (out
of a possible 10.0)!. The CVSS value also has a 3-level severity value (Low, Medium,
and High). High-severity CVEs represent 45.2% of the total simple CVEs. Meanwhile,
High-severity CVEs represent a total of 51.5% of the total complex CVE population. This
demonstrates that on average, complex vulnerabilities are not only harder to find, but tend
to be more severe than simple vulnerabilities. Figure 1.0.1 shows the total number of simple
and complex CVEs per year. The total number of discovered CVEs seems to be increasing

with each passing year as more software is developed, better testing tools are created, new

'Both the simple list and complex list of CVEs had a standard deviation of 1.86



testing techniques are developed, and adversaries are getting more sophisticated at finding
complex vulnerabilities to exploit. While the total number of simple vulnerabilities seems
to far outweigh the complex vulnerabilities, the complex vulnerabilities are still trending
upwards each year.

Complex vulnerabilities represent a significant portion of the total vulnerability popu-
lation and more are discovered each year. These vulnerabilities are inherently harder to
find due to strict feature requirements but suggest higher severity on average than their

simple counterparts.

1.0.2 Modeling Complex Vulnerabilities

We can describe the features required for a CVE to be present using a Boolean expression.
When describing CVEs as Boolean expressions, a feature variable represents a Common
Platform Enumeration (CPE) which could be hardware, software, or firmware that contains
vulnerabilities and a feature f is true if the system has that feature present.

Consider as an example CVE-2019-18939; we can assign each Common Platform Enu-
meration (CPE) found in Figure 1.0.1 to a feature variable f where fj represents the
presence of a feature in a configuration. Features f, through f5 represent the six unique
CPEs described by CVE-2019-18939. Using features and Boolean expressions, we can ver-
ify if any software configuration is vulnerable to this vulnerability if the logical feature

formulation presented in equation 1.1 is true:

(SoNFiNF)V (NS NF)V (FoNFaNFs)V (Fs A fi A fo) (1.1)

At a high level, this shows that the vulnerability CVE-2019-18939 is present in a system
if any of the four required configurations are present, represented with the logical V con-
nectors. Each of the 4 configurations requires 3 specific features to be present, represented
by the logical A connectors.

Using this Boolean logical formulation, we can represent more complex vulnerabilities



like CVE-2019-18939 and leverage strategic reasoning, like reinforcement learning, for vul-
nerability discovery. Reinforcement learning frameworks, such as the Multi-Armed Bandit,
can quickly and efficiently discover and defend these vulnerabilities using configurable cyber
decoys.

The obvious limitation to modeling features as Boolean variables is that not all fea-
tures may be naturally modeled using binary values. Some non-Boolean examples include
numerical features (e.g., response time) and probabilistically triggered features (e.g., the
random ordering of packets). Temporal requirements may need to be met as well (e.g.,
some action is performed before another). All of these non-Boolean features can be seen
in the descriptions of cyber attack graphs [80]. In attack graphs, there are temporal re-
quirements such as privilege escalation that are required before other phases of a complex
attack campaign can be fulfilled.

In the future, it may be fruitful to explore other logical paradigms outside of simple
Boolean logic. For an initial approach, we can map some more nuanced feature requirements
into a Boolean variable. For instance, consider an exploit that utilizes the response time
fi of a system. If it is above some threshold, the exploit can target the system. Instead of
modeling feature f; as the response time of a signal, we may simply model f; to represent
if the response time is above said threshold or not, yielding a binary result.

Discovering and identifying these complex vulnerabilities is much more challenging as
the vulnerability search space increases exponentially with the increase of more features
observed as analyzed by Kuhn et al [89]. I will investigate the challenges that arise when
considering complex vulnerabilities and their respective Boolean expressions. I argue that
this class of vulnerabilities deserves more attention since they represent a significant pro-
portion of the total vulnerability population and on average are more severe. I then propose
reinforcement learning solutions that provide a good baseline to handle these vulnerabili-

ties.



1.0.3 Learning in Dynamic Environments

Identifying complex vulnerabilities proves to be a challenging problem as discussed pre-
viously, however, a simple static search over all of our devices and their applications is
infeasible and unrealistic. Furthermore, we may not just want to learn about which vul-
nerabilities exist in our system, but also which ones are the most exploitable and desirable
to attackers.

An approach we can take is to use cyber deception to learn about new vulnerabilities,
exploits, and attack patterns. By allowing attackers the freedom to exploit a cyber de-
coy, like a honeypot, cyber defenders can learn about new vulnerabilities in their systems,
attack preferences, and attack distributions. Meanwhile, we are monitoring the decoy by
logging all interactions with it [126]. However, the defender must actively select which
decoy configuration to present in the network. To address this, I formulate this interac-
tion as a learning problem where the network defender is actively switching various decoy
configurations, that all have different feature combinations, in hopes of detecting exploits
from the attacker. However, vulnerabilities and their exploits are naturally dynamic. As
time goes on, patches are developed and mitigation techniques are discovered to reduce the
harm vulnerabilities may pose. In addition to this, new vulnerabilities are constantly being
discovered (by both the defensive and offensive sides).

In chapter 4, I investigate how basic learning strategies will perform in a highly dynamic
environment with complex vulnerabilities. The complex vulnerabilities and their associated
exploits will decrease in value over time and new, hidden exploits are added to the attacker’s
arsenal. Since the vulnerabilities and the exploits that utilize them may be complex in their
relationships to their required features, it is best if we make as few assumptions about the
environment as possible. The Multi-Armed Bandit (MAB) framework excels at ignoring the
potentially complex structure of an environment and instead solely focuses on the decisions
available to the decision-maker.

I am addressing this complex vulnerability intrusion detection problem with MABs be-

cause of the nature of so much uncertainty. Solutions from game theory, such as with



extensive form games, are inherently prospective and tend to model all possible future
states of a given environment and action space. However, in cybersecurity, there are nu-
merous unknowns. By utilizing MABs and focusing primarily on the defense configurations
themselves, we can model scenarios where the exploits and their respective complex vulner-
abilities are completely unknown to the defender and the defender must learn about new
exploits over the course of an interaction. In addition, because I am modeling a repeated
interaction with many decoy configurations for the defender and exploits for the attacker,
the total state space is massive and the problem would be intractable in a game theoretic
sense.

This translates to focusing on which defense configurations are best at a given time.
However, there is a balance to strike in that we want to make as few assumptions as
possible about the potential environment but still leverage any contextual information that
is passed along. The primary issue arises when we do not detect an attack at all. If no
attack is detected, the defender does not know which other exploit was deployed, simply
that the chosen defense configuration did not detect an activity. In the MAB framework,
this is known as bandit feedback in that you can only learn about the decision you chose.
In chapter 4, I demonstrate that basic MAB solutions are capable at adapting to highly
dynamic environments with exploits that change over time. I formalize the MAB problem

in detail in section 3.1.

1.0.4 Modeling How Humans Learn

Every stage of cybersecurity, on both the offensive and defensive sides, has human com-
ponents. Frequently, humans play the direct role of the attacker (in the case of hacking)
and defender (IT personnel and network administrators). It is important to understand
how humans make decisions in these cyber adversarial environments because any potential
automated solution will likely interact with human actors. In the case of defensive cyber
deception, we want to be able to demonstrate that any automated defensive solutions we

propose can 1) perform well against human attackers and 2) outperform human defenders
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in the same decision-making. To address these concerns, we need a proper understanding
of how humans learn.

Humans are notably poor at generating random defense strategies and should be eas-
ily improved upon [88]. However, to verify this, I wish to evaluate how effective human
decision-makers might perform at selecting the best decoy configurations each round re-
peatedly and compare those results to bandit algorithms.

To model human-like defenders and attackers, I implement the Instanced-Based Learn-
ing cognitive model [67]. This cognitive model simulates human-like decision-making
through the use of memory instances and the notion of similarity where it utilizes past
experiences to inform lesser-known decisions based on how similar the decisions are. IBL
also experiences the same recency and frequency biases that humans experience in decision-
making where we as humans tend to prefer decisions that frequently yield good outcomes
and that more recently yield good outcomes. In chapter 5, I address how quickly adap-
tive human-like attackers break down static defenses but tend to struggle with adaptive
defenses. I compare the IBL model to human participants playing the same adversarial
interaction to validate that the IBL model does perform human-like in these repeated ad-
versarial settings. This result will be crucial when evaluating other defensive strategies as

we wish to understand how they might perform versus human hackers.

1.0.5 Decoy Configuration Selection

I introduce and formalize the Decoy Configuration Selection with Complex Vulnerabilities
(DCS-CV) problem in chapter 6. I explore this new problem space and the issues that arise
when learning in an environment with complex vulnerabilities. Cyber decoys and, cyber
deception in general, offer a unique approach to learning about novel exploits [109, 115, 134].
Since no legitimate actor should interact with the decoy as it produces no real work or holds
any valuable data, any interaction at all is deemed suspicious and scrutinized. This built-in
intrusion detection allows us to monitor attackers acting candidly inside our decoy objects,

which could be real or emulated machines posted on a network. In this work, I investigate
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the case where a cyber defender is frequently altering their cyber decoy to present different
features for an attacker to target. I leverage reinforcement learning to explore different
feature configurations and exploit the best configurations at a given time.

Throughout this work, I assume the decoys and by extension, the defender, are able to
recognize complex vulnerabilities when interacting with them. More specifically, I assume
the defender can recognize unique exploits and their feature requirements. This does not
mean the defender must necessarily understand the inner workings of every complex vul-
nerability and their respective exploits, but perhaps reads the honeypot logs and recognizes
the exploit signatures and which features were needed for an attack. Utilizing tools like
CVSS, a defender can also understand the basic characteristics of an exploit (e.g., does it
require the internet, which privileges are required, etc.).

Decoys are particularly useful and uniquely capable of detecting zero-day exploits, which
are previously unknown exploits. Network administrators can discover and learn about a
previously unknown vulnerability if an attacker uses a zero-day exploit on a decoy. Numer-
ous works have shown that zero-day exploits are classifiable through the use of learning in
conjunction with decoy deception [52, 128, 12, 78, 109, 115, 134]. I take this notion one
step further in assuming that the defender can recognize all exploits (i.e., simply being
able to distinguish individual exploits from one another) and identifying which features
are required for each feature, much like holding a database or catalog of the recognized
exploits.

Where my work on evolving exploits in chapter 6 addresses simple bandit approaches to
the complex vulnerability problem, in chapter 6 I directly address the complex vulnerability
problem through a MAB solution with the introduction of a new MAB variant. In addition
to an existing MAB algorithm, I demonstrate that contextual MAB solutions are capable
of addressing the complex reward structures that form when considering complex vulner-
abilities for a learning problem and make notable improvements over the basic strategies

seen in chapter 6.
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1.0.6 Research Questions

Throughout the rest of my dissertation, I investigate the role complex vulnerabilities play
in repeated cyber deception. As I address my research questions, I primarily model and
consider a rapidly changing cyber environment like inserting decoys into a public Airport
Wi-Fi, however, there are numerous other applications that my model can address which I
will discuss later. My dissertation will focus on answering the following questions:

Q1. How capable are standard Multi-Armed Bandit (MAB) solutions at
adapting to attackers that exploit complex vulnerabilities that evolve over
time?

In chapter 4, I model MAB defenders selecting from a static list of pre-configured feature
combinations, called defenses, to detect exploits that evolve in value over time. Since each
defense contains multiple features, we can choose to either model the decision-maker as
choosing preset configurations as singular distinct entities (i.e., a non-combinatorial bandit
problem) or as choosing feature combinations (i.e., a combinatorial bandit problem). T
first investigate the non-combinatorial model with no contextual information. With this
model formulation, classic bandit algorithms like Upper Confidence Bound (UCB) and
Exponential-weight algorithm for Exploration and Exploitation (EXP3) ignore the inherent
combinatorial structure of the problem.

However, vulnerabilities, complex or not, are notably dynamic elements. On initial
discovery of a vulnerability, it may start as highly damaging to infrastructure with little
to no mitigation techniques. However, as vulnerabilities are patched or network intrusion
systems learn about a vulnerability, the exploits that utilize said vulnerability might wane
in the value they provide to attackers [60]. Once older vulnerabilities essentially “die” off
as their respective exploits are essentially useless, newer vulnerabilities are discovered, and
the cycle continues.

I investigate the problem of the defender learning and adapting with a static set of
honeypot configurations to an adaptive attacker that gains new attack actions over time and

the utility of each exploit wanes with each successful detection, which models the gaining of
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knowledge and experience of a vulnerability and thus improving defense capabilities for that
vulnerability. My results show that basic MAB solutions like UCB and EXP3 still learn and
adapt in a highly dynamically changing environment even if they are not fully exploiting
the inherent combinatorial structure of the problem. Regardless, they do still learn and
approach zero-regret, the concept that a decision-maker chooses the optimal decision such
that the difference in utility between the best decision and the selected decision.

Q2. How well do human attackers react to standard reinforcement learning
algorithms in repeated adversarial interactions?

Considering the human-in-the-loop is critical when validating any adversarial models in
cybersecurity [48]. Since I model a repeated adversarial interaction between attacker and
defender engaging in cyber deception, it is important to understand how humans perform
in these repeated adversarial learning environments. Oftentimes, humans play a critical
role on both sides of cybersecurity, either on network defense or on the network intrusion
side. It is therefore crucial to understand how humans learn and adapt to repeated cyber
deception. In this work, I show how quickly human participants, who played the role
of the hacker, adapt to 3 varying difficulties of defenders. The 3 defense algorithms are:
1) a purely static, unchanging defense 2) a fixed random distribution defense, and 3) a
combinatorial MAB algorithm called Learning with Linear Rewards (LLR).

Naturally, the human participants performed the worst against the adaptive bandit
algorithm, but the surprising takeaway was just how quickly the participants learned and
adopted optimal strategies against the 2 other static defenses. This demonstrates the
necessity to stay adaptive in these adversarial environments. It is not enough to simply
deploy a fixed randomized defense policy, but instead to constantly learn the intruder’s
attack preferences and adjust accordingly.

Q3. How well will cognitive models evaluate and learn with complex vulner-
abilities?

Once we have a good understanding of how quickly humans learn in repeated adver-

sarial settings, we can investigate how they might perform when deploying exploits and
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defenses with complex vulnerabilities. I leave the collection of human participant data
for future work, but I do implement IBL models that are capable of navigating the com-
plicated relationships between exploits and decoy feature configurations. I manage this
through the modeling of a similarity function. In essence, IBL does not fully understand
the environment, but instead, we can model how similar decisions are from one another.

In the case of an IBL defender, we can model the full mapping between each defense D;
to each exploit F; and form a truth table about which defenses are capable of detecting each
exploit. The similarity between 2 defenses D; and D; where ¢ # j then is the proportion of
the 2 truth tables matching values. Therefore, a similarity of 1.0 would be two defenses that
share the exact same truth tables and capabilities of exploit detection whereas a similarity
of 0.0 would be considered maximally dissimilar where they have opposite truth tables. This
modeling of the similarity function assumes that the defender knows and understands all
the exploits. If we wish to model a setting where the exploits are unknown, we can instead
just model similarity as the proportion of matching the full truth table of features, where,
if we assume some restrictions of exploits, we can reduce the size of the total necessary
truth tables (e.g., no exploit will require all features to be present).

I also apply the same modeling for the IBL attacker, where an attacker compares the
connections between exploits and defenses. Here, it makes more sense to model an attacker
that has full knowledge of all the possible defense configurations and compares the similar-
ities between 2 exploits, as this can form our “insider attacker” who has knowledge of the
defender capabilities.

In comparison to even basic bandit algorithms that do not try to utilize the contextual
information about connections between defenses to exploits, the IBL defenders struggle to
learn fast enough. This result suggests that even basic reinforcement learning algorithms
likely improve defenses over a human defender manually choosing defense configurations.
The IBL attacker instead performs rather well and induces poor performance to the other
defense algorithms, suggesting that more work can be done to defend against smart, adap-

tive attackers exploiting complex vulnerabilities.
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Q4. How much can we improve over naive non-combinatorial and linear
reward solutions for adversarial interactions with complex vulnerabilities?

The 2 major approaches to model the defender deploying decoy configurations using
MABs are to 1) model the bandit as selecting the configurations as separate entities or
2) model the bandit as selecting the features. I analyze the cases with 3 baseline bandit
defenders for each model. In the simplest setting, we can consider the problem as a non-
combinatorial problem where the individual arms on the bandit are the configurations (i.e.,
defenses) where each defense is independent of one another. The UCB defender takes this
approach and ignores all potential contextual information about if any configurations share
features with one another or if other defenses might be able to detect the same exploit
in a given round. UCB is ultimately discovering the average expected reward of each
configuration over time and finding the best configuration, but by ignoring the contextual
information of the features, UCB learns slowly. The UCB defender also assumes that each
configuration has some true static expected value to be learned.

EXP3 is a more adaptive non-combinatorial bandit that makes no assumptions about
the structure of the rewards from each defense, allowing for a potential adversary to change
the expected value of each configuration and EXP3 will still be able to adapt. The issue with
EXP3 is that it is still ignoring any potential contextual information about the relationships
between features, defenses, and exploits.

The other model assumes that the defender selects features and each defense is es-
sentially a unique combination of features. This opens to the area of the combinatorial
MAB problem. Arguably the most well-known combinatorial bandit algorithm is LLR.
LLR builds on the principles of UCB, but tracks each arm/feature independently. A key
assumption of LLR is that it assumes linear reward feedback. This means that the reward
function at the end of each round can be modeled as a linear function or the summation of
each selected arm in a given round. In this way, when we receive a reward each round, we
can just add that reward to each feature separately. The issue with this modeling is that

the assumption of a linear reward inherently breaks down when considering complex vul-
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nerabilities. Because we are modeling logical A and V vulnerabilities, the reward function

cannot be expressed as a linear function [121]. If the defender were to detect an exploit:

Ei=foN hi

The defender cannot reward features fy, and f; independently as neither of them con-
tributed to the reward separately. The LLR defender incorrectly takes this approach and,
in doing so, incorrectly updates its beliefs about other defenses that have only one of the
two features fy or fi.

I introduce and formalize this MAB variant as the Bipartite Edge Detection problem
later on. My solution to this variant is to resort to contextual non-combinatorial bandits.
Specifically, I utilize EXP4, an algorithm modeled on top of EXP3 that also allows for
expert advice. EXP4 has numerous experts and they impart advice in the form of the
suggested probability of playing each defense. The EXP4 defender then still plays defenses
each round but balances the consensus expert advice with the experiences of each defense.
[ introduce a way to model the experts for EXP4 that allows for the contextual information
of the game, namely how each defense maps to each exploit. My implementation of EXP4
vastly outperforms all other defenders in a simple setting when measuring for cumulative
expected regret, but still struggles when facing the IBL attacker, leaving room for modeling

the experts in a more adversarial setting.
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Chapter 2

Related Work

2.1 Cyber Deception

There are numerous approaches to applying strategic decision-making to cybersecurity and
in particular cyber deception. Cyber deception involves misrepresenting information to
a cyber actor [137, 81]. T use the definition of cyber deception as described by Yuill:
“Planned actions taken to mislead and confuse attackers and to thereby cause them to
take (or not take) specific actions that aid computer-security defense. [13, 141].” The most
famous example of cyber deception is in the form of honeypots, first illustrated by Stoll in
his book on cyber espionage [126]. However, since this original accounting, cyber deception
has evolved to include elements that range from all forms of honey-things (e.g., honeynets,
honey-tokens, honey-words) to endless files, value fuzzing, and more [84, 62, 95, 77, 142].
All of these techniques are primarily used on the cyber defense side, but cyber attackers
have routinely engaged in cyber deception on their end, primarily exploiting the humans
in-the-loop through social engineering and more. Cyber attackers also engage in cyber
deception through the use of stealth [8, 93, 35, 118]. Frequently, attackers try to hide in
a network by avoiding detecting and covering their tracks, such as cleaning log files after
the attack. Often, hackers emphasize psychology and exploit the cognitive biases found in
the humans in a network. Some newer work has started looking at exploiting the hacker’s

cognitive biases for cyber deception [137, 47, 57, 13].
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2.1.1 Game Theory in Cyber Deception

Throughout this dissertation, I address problems in cybersecurity that lend themselves to
learning, however, in critical cases, waiting for a learning algorithm to perform well might
be too costly. In these cases, game theory provides a useful alternative to learning in cyber
deceptive situations [113, 145, 144, 54]. Miah et al. study the case of two-sided deception
using game theory where the defender chooses to alter features of the decoy systems and
the real systems [107]. This work of two-sided deception games strongly resembles some
of the work I address in this dissertation, primarily through the use of multi-feature decoy
defenses. Notably, this work by Miah struggles with scaling, which is partly why I address
multi-feature decoy deception with learning. Pibil et al. first introduced and analyzed
the Honeypot Selection Game as a zero-sum extensive-form game which initially inspired
the work found in this dissertation [114, 85]. This work was foundational for analyzing
strategic honeypot selection but found similar limitations to Miah’s work through the issues
of scalability.

Anwar and Kamhoua present solutions to the problem of cyber deception by obfus-
cating attack graphs through Partially Observable Stochastic Games [15]. Later, I briefly
describe modeling my presented complex vulnerabilities problem through the context of
attack graphs with honeynets. Shlenkner et al. present the Cyber Deception Game, which
is a zero-sum Stackelberg game, and the defender uses deceptive actions to thwart an at-
tacker [119]. Tsemogne et al. take a slightly different approach by emphasizing honeypot
placement in an Internet of Things network using One-Sided Partially Observable Stochas-
tic Games [131]. In this work, they assume the attacker has perfect knowledge of the state
of the network and demonstrated that their optimal defense strategy outperforms random

defenses.
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2.1.2 Reinforcement Learning in Cyber Deception

In recent years, there have been numerous advances in applying online reinforcement learn-
ing toward cyber deception as well. Huang et al. analyzed the effectiveness of using Markov
Decision Processes (MDP) and Q-Learning for cyber deception in the use of sending at-
tackers to a honeynet [79]. I primarily investigate the MAB problem, which is a special
one-state case of the MDP problem. The same authors also investigated the usage of Q-
Learning to robustly adapt cyber defenses when the attacker falsifies cost signals. Similarly,
Wang et al. utilize Q-Learning for honeypot allocation [138].

Pauna and Bica leverage e-Greedy for an adaptive SSH honeypot called RASSH [111].
They later updated their work on adaptive honeypots to leverage Q-Learning with QRASSH [112].
Dowling et al. utilize the State-Action-Reward-State-Action (SARSA) algorithm for solv-
ing MDPs for adaptive honeypots [50]. Walter et al. used Q-Learning and Deep Q-Learning
for strategic decoy placement in the realistic “cyberbattlesim” environment [136]. Luo et
al. utilize Q-Learning for intelligent honeypot interactions [98]. Du et al. also consider a
game of decoy placement on attack graphs using MDPs, but solve their game using Prox-
imal Policy Optimization (PPO) [51]. Similar to the limitations found with game theory,
the authors ran into a scaling issue, allowing only for modeling smaller-scale interactions.

On the detection of attacker cyber deception, Venkatesan et al. use Bellman optimality
to detect stealthy botnets avoiding detection [133]. Meanwhile, Sagha et al. use temporal
difference learning for intrusion detection of a stealthy attacker in real time [117]. Xu and
Xie also utilized temporal difference learning, but to analyze sequences of system calls for
intrusion detection [139]. Servin resorted to QQ-Learning and SARSA to detect denial of
service attacks [122].

As seen, general MDPs and Q-Learning solutions have predominantly been used for
adaptive defensive cyber deception or attacker cyber deception prevention. Few works have
leveraged the MAB framework toward active cyber deception like mine. However, some
researchers have leveraged bandits for cyber deception, such as Radoglou-Grammatikis

et al. who developed TRUSTY, which utilizes the Thompson-Sampling MAB solution for
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honeypot intrusion detection in an industrial Internet of Things environment [116]. Many of
the same authors then considered strategic honeypot deployment in dense software-defined

networks using Q-Learning and e-Greedy.

2.1.3 Human In-the-Loop

In recent years, numerous advances in the psychology of cybersecurity have been made.
The general consensus is that it is ill-advised to ignore the human aspect of cybersecurity
because humans have a hand at every level of cybersecurity. They are actively monitoring
logs, developing malware, developing security software, building infrastructure, interacting
with other users, etc. Both sides of cybersecurity maintain some human element that is ripe
for exploitation. Rather a hacker pretends to be an IT technician for a social engineering
attack or a hacker believes the honeypot they are interacting with holds truly valuable
data, humans hold many cognitive biases that can be exploited.

Ferguson-Walter et al. presented data on 130 professional red had hackers interacting
with decoys and other deception [55]. Overall, they found through self-reported surveys
that defensive decoys can slow down and hinder human attackers to a degree, but the more
information attackers have about the decoys, the less effective they are. In earlier work,
Ferguson-Walter et al. ran the famous Tularosa study that demonstrated the exploitability
of cognitive biases found in human attackers through the use of defensive cyber decep-
tion [56]. Johnson analyzes the impact of the sunk cost fallacy to delay attackers, where
the defender throttles download speeds near the end of a malicious download to observe if
the attacker will stay with the download, despite the drastically slowed down speeds [83].
In general, she found attackers exhibit exploitable cognitive biases like the sunk cost fallacy
for cyber deception.

Another approach to the analysis of human decision-making is the concept of cognitive
modeling. Many of the models presented in game theory and machine learning for cyber
deception analyze unrealistic attackers, such as fully rational attackers. However, to fully

test the effectiveness of these defense algorithms, we need to compare them with realistic
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attackers, which may include humans. However, it is infeasible to have humans play against
these defense algorithms for the required amount of time to understand their effectiveness.
This is where the notion of cognitive modeling comes into play. If we as a community can
harness cognitive models that effectively make decisions as a human would, we can use
these to validate the effectiveness of our defense algorithms.

For references to the field of cognitive modeling, I direct the reader to the notable works
of Cleotilde Gonzalez, Noam Ben-Asher, Christian Lebiere, and Palvi Aggarwal to learn
about the cognitive decision-making model: Instanced-Based Learning theory (IBL) [67, 66,
27]. Cranford et al. look into how these cognitive models perform under cyber deception to
understand if they exhibit the same exploitable biases found in humans [47, 45, 46]. Taofeek
et al. introduce a new cognitive model, differing from IBL, called the Cognitive Deception
Model to analyze the effectiveness of humans to generate fake documents (i.e., to perform
cyber deception) [129]. Aggarwal et al. analyzed the effects on human participants and
cognitive models with various deception timings [9, 10]. In general, they found that later-
stage deceptive actions resulted in fewer attacks from human participants and cognitive

model attackers.
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Chapter 3

Background

3.1 Multi-Armed Bandits

The Multi-Armed Bandit (MAB) problem epitomizes the exploration-exploitation dilemma
in reinforcement learning [124, 34, 29]. When presented with optimizing multiple decisions,
the decision-maker is forced to balance exploiting the best-observed options with explor-
ing the lesser-observed decisions. The original formulation of the MAB problem comes
from Thompson who wished to experimentally test two separate trials of medication [130].
Naturally, we wish to treat as many patients as possible, but you should explore both
medications sufficiently. The term Multi-Armed Bandit originates from one-armed slot
machines, called bandits, where the gambler would pull the arm of the bandit to play the
slot machine. The goal of the decision-maker is to optimize utility (or in some formulations,
minimize cost or loss). In the classical formulation, each decision is referred to as an arm on
the bandit (hence the term, multi-armed bandit), however, throughout this dissertation, I
will refer to bandit arms as decoy configurations or defenses as these are the decisions

to optimize over for the defender in my models.

3.1.1 Definitions and Notations

In its original formulation, the gambler or decision-maker has a collection D of K total
arms to sequentially choose from. Each arm is assumed to be independent of the other
and has some unknown expected utility. In each round, the gambler chooses one arm k£ to

play and observes the reward for arm k defined as z;, € [0,1]. In the simplest case, the
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problem may model that each arm on the bandit is i.i.d. from a probabilistic distribution
like a Bernoulli or Gaussian function; however, there are other ways to model the reward
structures of the arms. Due to the random or changing nature of the payoff of the arms,
the gambler must simultaneously try to maximize her expected utility while learning as

close to the true expected payoffs of each arm as possible.

3.1.2 Regret

Regret is the primary measure of the effectiveness of a MAB solution. Regret is strictly a
measurement to perform in theory or in simulation and cannot realistically be applied in
practice for the MAB problem because it requires the knowledge of the optimal decision.
Regret is the utility difference between an omniscient oracle and a decision-maker in a
given round. The basic form of regret for arm k in round ¢ can be expressed as seen in
equation 3.1 where Ry, is the regret of choosing arm k in round ¢ and X; is the maximum

reward among all arms in D in round t.

Ry, =] — iy (3.1)

However, regret is not always useful analytically due to the role of randomness in the
MAB problem. For instance, if the decision-maker deterministically chose the arm with
the highest expected payoff, but due to luck, received a low reward when polling the
arm’s distribution, this would lead to high regret despite having chosen the best decision
statistically. For this reason, expected regret provides a more useful measurement for the
effectiveness of a bandit algorithm with a lot of randomnesses and better captures the
intention of the decision-maker. As seen in equation 3.2, expected regret of a chosen policy
0; can be expressed as the difference between the expected reward of the optimal decision
policy from the oracle, denoted by E[6], and the expected reward of policy 6; in round t.

Here a policy is a probability distribution over playing each arm on the bandit.
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E[Ry,] = E[6;) - E[6) (3.2)

I also introduce scaled expected regret, which bounds the expected regret values from 0
(i.e., minimum regret or playing optimally) to 1 (i.e., maximum regret or playing the worst
policy) as seen in equation 3.3. This in effect scales the proportion of how close to the
optimal policy an algorithm is versus the worst policy. This is helpful when the differences
between the maximum and minimum policies are less than 1 or when the utility can yield
values higher than 1. In this formulation, A} is the difference between expected values of
the optimal policy E[f}] from the expected value of the worst policy E[f, | that yields the

lowest expected value (i.e., choosing the worst performing arms in round ¢).

E[67] — E[6,]
A

These are not the only forms of regret, however, I only focus on these forms throughout

E[Ry,] = (3-3)

this dissertation. Auer et al. covers the notion of weak regret as the worst-case regret when
the worst-case scenario happens with regards to the randomness [19]. In the same text,
Auer et al. also investigates strategic regret or the regret from a pool of options in relation
to choosing experts instead of choosing arms in the contextual MAB problem.

Regardless of the specific form of regret modeled, its usage remains consistent: better
algorithms approach zero-regret faster. An algorithm is said to approach zero-regret as it
gains information about the arms and begins to play arms that aligns with how an oracle
would play (i.e., playing arms that yield the highest expected rewards). The faster an
algorithm converges to zero-regret, the better. Theoretical analysis suggests that this can

be done in logarithmic time for the majority of MAB formulations and variants [36, 17].

3.1.3 Stochastic Bandits

The stochastic MAB problem is the most well-recognized and studied. It closely matches

the original description of selecting slot machines, such that each arm holds a fixed random
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distribution where the goal of the decision-maker is to find the globally best arm to exploit
for the maximum expected payoff (or minimum regret). In this problem, each arm is
assumed to be i.i.d. from the same distribution (e.g., pulled from the same Gaussian
distribution). The rewards are typically modeled between [0, 1] but can also be ~ B(Z)
where each arm pulled yields a 0 or 1 from some Bernoulli distribution with probability &
for arm k.

There are numerous algorithms that address the stochastic MAB problem ranging from
e-Greedy, Thompson Sampling, to the most famous: Upper Confidence Bounds (UCB).
UCB is described later in algorithm 5 and directly addresses the exploration-exploitation
dilemma with explicit terms for each. The applications for the stochastic MAB problem are
far-reaching, ranging from clinical trials, web advertisements, and future branch prediction

in state tree games [130, 65, 25, 20, 37, 120, 87, 44].

3.1.4 Adversarial Bandits

Stochastic bandits make a rather strict assumption about the expected rewards of each
chosen arm. The Adversarial MAB variant relaxes this strict assumption by allowing for
any arbitrary payoff structure of the arms, potentially even allowing an adversary to try
to minimize the expected reward of the decision-maker. The most well-known adversarial
bandit algorithm is the Exponentially-weighted algorithm for Exploration and Exploita-
tion (EXP3), first described by Auer et al. and detailed in algorithm 6 [18]. Adversarial
bandits are inherently more flexible and resilient to dynamic, complex environments and
changing reward structures. Auer et al. demonstrated EXP3 approaches zero-regret loga-

rithmically [19].

3.1.5 Contextual Bandits

Few real-world decisions are made in a vacuum and instead usually have some additional

information that can inform the decision-maker. In the non-contextual MAB problem,
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the decision-maker starts with no information and can only learn from the results of her
own actions. Contextual bandits assume the decision-maker has some additional context
associated with each arm on the bandit. This can be in the form of experts that suggest
decisions to the decision-maker or metadata about the arms (e.g., profile information in
the case of web advertisement) [29, 143, 94, 97].

Later, I introduce an algorithm for the EXP3 with Expert advice (EXP4) algorithm
that provides expert recommendations to EXP3. In the case of expert advice, we can collect
any form of experts that recommend how each arm should be evaluated. In some expert
advice algorithms, the decision-maker simply balances the expert advice with its own ob-
servations, whereas other algorithms are looking to find the best expert and simply follow
the advice of the best expert, almost forming a meta-bandit problem. I use EXP4 and the
contextual bandit approach as a whole to circumvent the inherent nonlinear combinatorial
bandit problem that arises with deploying decoy configurations with complex vulnerabil-
ities. Rather than having the bandit solve the nonlinear combinatorial bandit problem, I

leverage the experts to consider the nonlinearity of complex vulnerabilities, which utilize

AND and OR logic.

3.1.6 Linear Reward Bandits

The previously discussed MAB variants all assume a non-combinatorial problem where
the decision-maker chooses a single arm each round. However, in numerous examples,
multiple arms may be selected each round. In the case of web advertising, you may have
multiple advertisements you can display to a single user or perhaps select a combination
of advertisements for multiple users. In linear combinatorial bandits, the reward of a
combination of selected arms (known as super arms), can be expressed as a linear function,
summing up all the selected arms. From the original description of slot machines in a
casino, we can imagine the case where each round you play a combination of slot machines
then each round you sum up how much money each slot machine yielded. The problem

slightly shifts from trying to find the single global optimal arm to play, but rather the
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optimal combination of arms to exploit. The majority of combinatorial bandits take the
linear reward assumption [41, 39, 43, 68, 90, 91, 92, 96].

The notion of combinatorial bandits increases the search space exponentially as the
decision-maker needs to consider the entire combinatorial decision space. However, in the
case of linear combinatorial bandits, we can treat each arm as independent from the others
and only need to keep track of the performance of each individual arm on the bandit as
opposed to the unique combination of arms. The Learning with Linear Rewards algorithm,
introduced by Gai et al., takes this approach by summing up the UCB values of each arm
in a combination and selecting a combination that maximizes the total sum value [61]. 1
further describe LLR in algorithm 3.

When it comes to combinatorial bandits, there is also a dichotomy of observation of the
reward: bandit feedback vs semi-bandit feedback. Bandit feedback only reveals the total
reward of the super arm play but no indication of the role each arm played. Contrast this
with semi-bandit feedback that provides full information on the individual reward of each

played arm in the super arm.

3.1.7 Nonlinear Reward Bandits

The nonlinear combinatorial bandit problem considers the case where the reward feedback
of the combination cannot be expressed as a linear summation over the reward of the
arms. There are numerous possible non-linear functions formed from the rewards of the
arms, such as the max() function analyzed by Chen et al. [40]. The K-max problem looks
at selecting K arms to form a super arm each round and the reward is the maximum
value among the selected arms. Han et al. found through theory that there are no good
regret bounds on the entire class of generalized nonlinear reward functions for combinatorial
bandits [76]. However, for more specific subclasses of nonlinear functions, I believe there are
areas for tight sublinear regret bounds, such as the case with the K-max bandit problem.
The complex vulnerability problem I investigate throughout this dissertation falls into a

subclass of nonlinear combinatorial bandits through the use of Boolean logic, namely logical
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AND (A) and logical OR (V) functions. Rather than directly applying an algorithm to
this class of nonlinear combinatorial bandits, I take the approach of leveraging contextual

noncombinatorial bandits where the bandit’s experts address the nonlinearity.

3.2 Cyber Decoys

Cliff Stoll’s seminal work introduced the world to honeypots as one of the first instances of
cyber deception and decoys [126]. Since that time, the notion of cyber deceptive elements
has expanded to include far-reaching aspects of cybersecurity [110, 100, 31]. Every single
signal or piece of interactive information that an attacker interacts with is an opportunity
for deceptive information. Cyber deception is particularly favored in that it can be layered
on top of normal intrusion detection. Throwing a workstation with no valuable data into

a network does not impede the firewalls or other intrusion detection systems.

3.2.1 Honeypots

The most well-known form of cyber decoys, honeypots, are typically individual computers
or single services like an SSH honeypot. They typically fall into two major camps: low-
interaction or high-interaction. Low-interaction honeypots are typically a facade and just
collect basic information. An example of a low-interaction honeypot would be to just
implement the login part of an SSH server. This low-interaction SSH honeypot does not
actually provide the SSH service but instead is just logging who is attempting to interact
with the SSH, at which times, and using which credentials. These low-interaction honeypots
are great for their simplicity, and low resource requirements, and act as a good deterrence
toward attackers. These types of honeypots are quickly “found out” by attackers as their
interactions are limited.

Meanwhile, high-interaction honeypots allow for a full range of activities. In the case
of an SSH honeypot, it may provide the actual SSH service but only allow interaction with

fake data and files or it may mimic the entire SSH service while all the commands are
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simulated. High-interaction honeypots require more resources (sometimes setting aside an
entire physical computer or server dedicated to the deception) but allow for the much more

fine-grained data collection on the attacker’s methods, capabilities, and intentions.

3.2.2 Honey Objects

Whereas honeypots typically cover a single service or computer, honey objects are much
smaller scale and may include entries in a database, called honey tokens. For instance, if
one inserts honey user data into a user table (i.e., a single row in a database) and someone
attempts to log into that user’s profile an alert can be set off and the network defenders
know the database has likely been compromised. These tokens can extend to pointers in
a frame as well [127, 16]. This concept can also extend to honey traffic, which is fake
data being sent across an internal network to mislead any attackers who are able to sniff
network traffic [14, 108]. The approach remains the same across all these different forms
of defensive cyber deception: mislead and confuse the attacker about reality and monitor

their interactions.

3.2.3 Honey Networks

Moving to a larger scale, honeypots and honey objects fail to capture larger-scale attacks
like a data exfiltration attack which may require multiple steps, multiple exploits, and
happen over a long period of time. To capture this behavior, one needs to move upwards
in scale to represent an entire fake network [135, 103, 82, 53, 26]. With the rise of software-
defined networking, it is now much more accessible to generate various networks with
different configurations. One can now define an entire network of honeypots and change
them as needed to allow attackers to interact with networks in different ways. Meanwhile,
the honeypots could be real virtual machines passing along fake data and interacting in
simulated ways to emulate a real, active network. If the deception is believable, it is

possible that an attacker can spend longer periods of time in a network, performing multiple
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exploits to escalate their privileges and fulfill their true end goal. Meanwhile, the network

administrators are offering no real data and monitoring all interactions.
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Chapter 4

Adapting Honeypot Configurations
to Detect Evolving Exploits!

In this chapter, I address my first research question by investigating the effectiveness of basic
MAB algorithms in adapting to highly dynamic cyber adversarial environments. Specifi-
cally, the dynamicism stems from exploits that decrease in value as more are added over
time. This work notably takes an initial look at complex vulnerabilities, which pose an

inherent difficulty to address for combinatorial MAB solutions.

4.1 Online Learning for Deception
in a Dynamic Threat Environment

One of the dominant characteristics of cybersecurity is the constant and quickly changing
nature of the threat landscape, as new offensive and defensive techniques are developed
and improved daily. When new vulnerabilities are discovered, cybersecurity experts try
to detect them as quickly as possible and develop countermeasures. However, this takes
significant time and it is not always possible to completely fix all vulnerabilities or to dis-
seminate patches to all affected systems. A zero-day exploit is an undisclosed application
vulnerability that can be exploited to negatively affect hardware, applications, data, or the

network [28]. The time before zero-day attacks have been fixed, and patches have been

!This work was first published in the Proceedings of the 16th Conference on Autonomous Agents and

MultiAgent Systems [75]
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applied is critical since there is often time for substantial damage. Most Intrusion Detec-
tion Systems (IDS) have detected these zero-day attacks because they rely on previously
observed signatures or hard-coded rules, or imperfect methods for detecting other types of
malicious behavior. Honeypots and other deception techniques provide one approach for
improving the detection and tracking of this evolving space of vulnerabilities and exploits
since they can provide high-quality alerts even for previously unknown types of attacks.
However, optimizing the ability of honeypots to detect the changing threat landscape will
also require methods to adapt the honeypot deployment strategy to track the current threat
environment. We propose an approach for doing this using a method from online learning
to adapt a deception strategy over time.

We model the problem of a network administrator selecting from a set of pre-configured,
high-interaction honeypot profiles to detect ongoing attacks. Here, we consider an attack
to be the full set of actions needed to exploit a specific system. This includes probing the
network, the intrusion into the network, and the delivery of a malicious payload. Attacks
utilize exploits to inflict harm to the integrity of a system, but exploits are not a static
threat. New exploits are developed all the time and older exploits wane in utility as their
vulnerabilities are patched. This aspect of exploits forms an evolutionary life cycle [104].
These dynamically changing exploits make the attacker’s arsenal of attacks inherently dy-
namic. Defender solutions should be resilient and adapt to the constantly shifting capability
of adversaries. We model these dynamically shifting exploits based on the vulnerability life
cycles studied by Frei [60].

We model a repeated interaction wherein each round, a defender must select from a set
of specific honeypot configurations that can detect some attacks by an adversary. Each
honeypot configuration exposes a different attack surface to the attacker, so it can detect
a different subset of possible attacks. There is potentially a vast number of honeypot
configurations (protocols, server operating systems, application types, application versions,
services offered, etc.). The defender’s ultimate goal is to detect and learn from attacks that

would harm the current network the defender is tasked with protecting. Each set of honey-
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pot configurations (i.e., honeynet) exposes a different attack surface and provides different
values in the detection capability depending on the current life cycles of the adversary’s
attacks and their potential to harm the given network. Exposing all attack surfaces would
be infeasible, significantly harm the overall performance of the network, and would be im-
possible to maintain. So, the defender needs to reason strategically to make the best of use
limited honeynet resources to track the current threat environment by exposing targeted
attack surfaces.

Our primary contributions are two-fold. First, we present a realistic cybersecurity con-
figuration that captures adaptive opponents learning from one another using honeypots and
exploits in a constantly evolving threat environment. We then propose a solution method
for the defender based on a method from the Multi-Armed Bandit (MAB) reinforcement
learning framework. We demonstrate that by using standard MAB solutions, the defender

is capable of adapting to the attacker regardless of the dynamically changing environment.

4.1.1 Model

We model the problem as a repeated game where in each round the defender selects a
honeypot configuration from a list of K, possibilities. Each configuration is represented
by a vector of features that describe the configuration options; here we focus on binary
descriptions of the state of a system (though this could be generalized). These features can
describe any level of abstraction the user wishes from “port 22 is open” to “sanitizes user
input.”

We define D as the set of all honeypot configurations available to the defender in each
round, where D; € {0,1}/, such that 1 < i < f and f is the total number of existing
honeypot configurations. A configuration contains honeypot j if Df = 1 and does not
contain honeypot 7 when Df = 0 where 1 < i < Kgand 1 < j < f. In each round
of our repeated game, the defender selects a configuration D; to add to the network. If
the adversary chooses an attack that is compatible with the selected configuration, the

defender can (possibly) detect the attack and gain a positive utility. Additionally, both the
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defender and adversary rely on some existing information to aid in their decision-making:
the network.

The defender’s ultimate goal is to protect its network from the adversary, while the
attacker’s goal is to deploy attacks that exploit vulnerabilities of the existing network.
The defender could play a configuration that contains an HTTP server, but if the network
does not have an HTTP server, this provides little value. W.L.O.G, the same can be
said for the adversary’s attacks. The network N is the set of all hosts on the network,
such that N, € {0,1}/ represents a single host on the network where 1 < s < K,, and
K, is the total number of hosts on the network. Because a host can be viewed as a
server with one configuration, we note that |Ns| = 1. Also, note that we bound the set
of total host configurations by f. If an attack were to target a host on the network and
the set D was incapable of detecting such an attack (perhaps the attack is for the newest
version of MySQL that is not represented in the set D), we view this as an issue with the
developing of the configurations, which is external to the game we define here. Unlike the
configurations in D, every host N, has some value associated with it defined by a value
function HostVal(Ns). These values will determine the utility given to the defender and
adversary in each round. At this stage, we assume all aspects of the network are static, but
will consider more dynamic networks in future work. Some dynamic networking techniques
would include moving target defenses, that shift IP addresses in the network randomly or
taking down servers temporarily for maintenance.

Lastly, we define the adversary’s role in the game. The adversary starts with a set
of attacks A. We define A, [{0, 1}/ to represent the required configuration features of a
server for attack u where 1 < u < K, such that K, is the total number of attacks available
to the adversary. Often attacks consist of multiple stages, meaning that the attack exploits
several vulnerabilities in order to achieve some ultimate goal. In other words, an attack
may require multiple servers in order to execute. For example, some complex attacks may
require an Apache HTTP server v2.0 and a FileZilla FTP server v0.9.59 to fully execute.

In order for the defender to successfully detect the adversary’s selected attack, the chosen
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configuration needs to contain a honeypot with each required configuration feature of the
attack. In other words, if A, - D; = |A,|, then the defender detects the attack. Similar
to how we restrict hosts in the network N, note that we bound the required configuration
features of attacks in A to f features, because an attack that bypasses all pre-defined
configurations cannot be detected using this approach.

Not all attacks have the same purpose and level of severity. The National Institute
of Standards and Technology uses the Common Vulnerability Scoring System (CVSS) to
assess the severity, difficulty of implementation, and impact of exploits [105]. We assign
a unique value function to each attack (which could be derived from CVSS or other data
sources). We use functions because exploits inherently are not static. As an exploit becomes
common, awareness and defenses rise to prevent said exploit from causing the same degree
of harm it might have done during its zero-day infancy. To model this dynamic life cycle of
an exploit, we restrict the value functions of each attack as monotonically non-increasing
functions with respect to the number of honeypot detections from the defender. This
captures the spirit of a zero-day attack, as an unknown zero-day attack will provide its
most value in its infancy. As the number of detections increases for each attack, the value
for future detections will decrease as potential patches for the vulnerability being exploited
by the attack will arise. Every attack has a unique value function AttackVal(A,). For
instance, an SQL Injection attack will provide high value while undetected for its severity
but may be patched quickly in the system when revealed, leading to a low value for future
detections. Meanwhile, a brute force password attack may provide little value to begin with,
as little can be done to prevent it, but may only decrease slightly, maintaining consistent
value in future detections.

The issue with these monotonically non-increasing value functions is that as time ¢t —
00, the value of all attacks AttackVal(A,) — 0 and eventually become worthless to both
the defender and adversary. To account for this, at the end of each round ¢, the adversary
may gain a new attack with a random set of required features and a randomized attack

value function with probability p. This creates a realistic look at dynamically evolving
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cyber-attacks. As the defender learns of attacks and detects them repeatedly, learning how
to patch them, new attacks are being developed and added to the adversary’s arsenal of
attacks A, also increasing the total number of attacks K, 11 = K, + 1 with probability p.

To recap, in each round ¢, the defender must select a configuration D; and the adversary
selects an attack A, and both are rewarded a utility based on three factors: if D; can detect
Ay, the current value of the attack A,, and the total value of all the hosts in the network
N affected by the attack. At the end of each round, a new attack has a probability of being
added to the adversary’s collection of attacks. In this game, the defender must protect
the hosts on the network and the various attacks employed by the attacker, particularly
protecting from known, dangerous attacks, while still exploring the possibility of potentially,
new, dangerous attacks. In essence, the defender must balance exploiting the configurations
that defend from known dangerous attacks, while exploring configurations that may offer
attack surfaces that detect new, unknown attacks. We consider these games as an instance
of the Multi-Armed Bandit Problem (MAB) commonly studied in online reinforcement

learning.

4.1.2 Honeypot Configuration Selection Methods

We now detail the adversary and the different defender solutions used in the experiments.

Adversarial Attacker

We model the attacker after Richard Klima’s ” Adversarial Attacker” which borrows tech-
niques from fictitious play [86]. This agent determines each exploit’s utility by balancing
the exploit’s current value in a round with past rewards of playing said utility. However, it
transitions towards the exploit with this highest calculated utility smoothly with a learn-
ing rate A\. This style of agent provides a general decision-making strategy that balances
potential reward with historical gain, but with a slow move rate, that mimics a collection

of attackers. In cybersecurity, attacks typically happen in campaigns with the same type
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of attack. When a new vulnerability is discovered, many hackers and malware exploit the
vulnerability with varying attacks until patches come out, leading to gradual shifts in vul-
nerability use instead of drastic and erratic shifts. Our Adversarial Attacker assesses each

attack v’s Utility U, in time ¢ as such:

§ AttackTotal(u,t — 1)
t

U (t) = AttackVal(u,t — 1) 4+ ¢

AttackV al(u,t) provides the current value of attack u, depending on its own generated
monotonically decreasing value function and the number of defender detections. Attacks
provide their highest value when they have no defender detections, otherwise known as
zero-day status. c is a caution parameter that determines how important the history of the
attack is. For our experiments, we used a caution value ¢ = 1.0, such that the value of the
attack and its past success is roughly worth the same. The AttackTotal(u,t) provides the

total rewards received from attack w.

Algorithm 1 Adversarial Attacker
Require: A ¢

Ensure: Py(u) = 3

1: fort=1,2,3,--- do
2: for All Exploits u=1,2,--- , K, do

3: Evaluate U, (t)

4: M, =1 <= u=argmaz(U(t)) else, My, =0 <= u # argmaz(U,.(t))
5 Pyw) = (1= A) % P (1) + MMy, Ui (t) -

6: end for

7: Play Attack U ~ P,
8: Observe Reward

9: end for

This attacker differs from the Adversarial Attacker described by Klima in that it is

not deterministic. Instead, this agent uses a distribution that it updates according to its
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beliefs and randomly selects from this distribution each round to play an attack. Note
that the learning rate A affects how quickly the attacker shifts towards the best response
attack. We implement this learning rate to simulate the collective knowledge and actions
of hackers and malware. When hackers discover a new vulnerability, repeated exploits of
the vulnerability from different hackers and malware may be launched. Similarly, if a new
worm is released, it will jump from system to system and may attempt to breach a network

multiple times from many of its affected hosts, even after defensive patches are released.

Naive Defenses

The simplest defense follows the ”"set and forget” mentality. The defender chooses a hon-
eynet configuration to play at the beginning of the game and purely plays this configuration
for the remainder of the game. This limits the defender’s possible attack surface coverage
drastically and we aim to show that even simple configuration selection changes provides
a stronger strategy and better coverage to detect attacks. For the remainder of the paper,

we refer to this defense strategy as a Pure strategy.

Algorithm 2 Pure Defender
Ensure: Select random arm 7 s.t. 1 <17 < Ky

1: fort=1,2,3,--- do

2: Play Arm 1

3: end for

Random defense strategies should improve over the pure strategy. A Uniform Random
defense agent will equally distribute, but randomize its playing of each honeynet configu-
ration, making it impossible to fully predict, but still exploit. Next is the Fixed Random
agent that randomizes its distribution of random configuration selections. Similar to Uni-
form Random, this agent offers a random, but exploitable defense, as the attacker can

determine the random distributions then minimize the expected detection.
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Adaptive Defense Algorithms

MABs target a specific type of problem: the problem of balancing exploration vs ex-
ploitation. This translates naturally to the high-level problem we are tackling. Should
the defender deploy honeynet configurations that detect well-known, dangerous exploits,
or explore other configurations to try to detect new zero-day attacks? The two popular
categories MAB solutions fall under are stochastic bandits and adversarial bandits.

In the stochastic setting, there are K; arms to choose from, each with their own inde-
pendent reward distributions on [0,1]. We use the most notable stochastic solution, the
Upper Confidence Bound (UCB) first described by Auer et. al. [17]. Though our defender
plays against an adversary, the adversary remains somewhat controlled by the evolution
of the exploits. As the defender detects exploits, the exploits lose value, eventually dying
off while newly generated exploits with higher value, somewhat steering the adversary to
prefer the new exploits. This may cause UCB to perform better than expected against the
Adversarial Attacker.

The adversarial setting assumes that an opponent determines the expected rewards of
each arm, potentially with some external randomization [32]. We utilize the Exponentially
weighted algorithm for Exploration and Exploitation (EXP3) is the most famous adversarial

bandit algorithm, described by Auer et. al. [18].

4.1.3 Experiments

Our initial experiment consisted of comparing all 5 defender strategies as they faced the
Adversarial Attacker with a A = 0.25 learning rate. We used a defender oracle that could see
the attacker’s exploit distribution before selecting a honeynet scenario in order to make the
optimal decision. We subtract the oracle’s expected reward each round from the expected
reward of the defender agent in question to obtain the defender’s regret. This was one
metric of performance we used to evaluate the 5 solutions.

We use 4 general monotonically non-increasing value function types for the various

40



Four General Exploit Value Functions

steep-exploit —B—
constant-exploit —&— -
steal X exploit
traditional-exploit —
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Number of Detections

Figure 4.1: Example value functions for the 4 general exploit types: Steep, Tradi-
tional, Constant, and Steady.

attacks as seen in Figure 4.1.3. We start with a steep exploit, that starts with initially
high value, but within the first few defender detections, drops drastically. This represents
the simple to fix, but dangerous nonetheless exploits, such as an SQL Injection. We also
utilize a constant low-value exploit classification, that includes long duration brute-force
password attacks, which little can be done about them but are still worth detection. Our
traditional exploit function type after the vulnerability lifecycle studied by Frei [60].

These types of exploits decrease in segments, depending on what stage of its lifecycle it is
in. Initially, when an exploit is an undetected, zero-day exploit, it provides the most value.
Upon detection, when network defenders become aware of its existence, but are unable to
prevent it, it begins decreasing in attack value because with each additional detection, the
defender grows closer to patching the vulnerability. Eventually, the defender patches the
vulnerability and the exploit provides its lowest value where it turns into a constant exploit
thereafter. Lastly, we show the steady exploit, which is a linearly decreasing value, that is
a smoother version of the traditional exploit. Once low enough in value, the steady exploit,
shifts towards a constant exploit, much like the traditional.

Rewards are calculated based on a combination of factors. We assign a random value to

each network server in the game initialization. These values are static and normalized such
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that the total value of the servers on the network adds to 1.0. If the defender successfully
detects the adversary’s attack, the attacker receives no reward, such that Rdete“ed =0
in round ¢t. However, if the defender’s selected honeynet scenario D; fails to detect the

adversary’s attack A,, the attacker receives a reward R4, such that,

Rﬁdemded ZAttackVal(u t)(Ay - Ng)HostVal(s)
seEN

The defender’s rewards are opposite of the attacker, such that, Rfs"? = Rjdejected and

Rpjiqjected — Rictected  As mentioned earlier, we use the concept of an oracle to evaluate
each defender. In each round, the oracle observes the adversary’s strategy and plays the
arm that maximizes its expected payoff. We compare this expected payoff to the defender’s

expected payoff. We define the oracle’s expected utility as,

mcwcg E Xi(0) x Yi(u RdDe(fiCted

0eD ueA

and regret as,

Regret, = Z Z Xi(1) * Yy(u) % Rdetecmd

i€D ueA

where X, (7) is the defender’s probability for playing honeynet scenario i in round ¢. In
the deterministic algorithms Pure and UCB, only a single honeynet scenario will be given
P,(i) = 1.0. Yi(u) is the probability that the adversary selects attack u. The closer the
defender is to fully playing the optimal honeynet scenario that will best detect the adver-
sary’s attacks, the closer the defender moves to 0 regret. We can now measure performance
through the measure of regret, with lower total regret indicating a better agent.

In each match, the defender and attacker play for 20,000 rounds. We set the total
number of possible configurations to f = 50. We set the number of honeynet scenarios
to K; = 50 where each scenario contains between & and 12 listeners. We feel this is well
grounded, as a network defender hand-crafting 50 honeynet scenarios would provide a wide

variety of attack surfaces. We have the attacker start with only K, = 10 exploits, but
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each round the attacker has a 10% to gain a new exploit with its own, fresh value function,

gaining zero-day status.
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Figure 4.2: Cumulative Regret Over Time

As seen in Figure 4.1.3, the pure strategy performs the worst, followed by the Fixed
Random, then Uniform Random strategies, with none of the defenders converging. This
further suggests that the ”set and forget” Pure strategy offers minimal defenses and even
simple changes between honeynet scenarios can improve overall network security. UCB
and EXP3 perform the best and seem to start converging by the end of the game, despite
new exploits being created often. This implies that both strategies struck the right bal-
ance between exploration and exploitation, despite the numerous variables and uncertainty,
providing a strong case for MABs as a solution to this problem.

One argument against using UCB, however, is the fact that is deterministic. Our
Adversarial Attacker does not perform any pattern recognition or make any assumptions
about the defender, but if an attacker had knowledge that the defender is employing UCB,
they could exploit the defender and avoid detection 100% of the time. On the other
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Figure 4.3: Average number of rounds new exploits go undetected (zero-day).

hand, EXP3 assumes that the opponent is actively trying to minimize the agent’s expected
rewards. To combat this, EXP3 uses computed distributions to randomly select an arm in
each round.

In our second experiment, we keep the same parameters but increase the number of
honeynet scenarios to K; = 100 and the total number of honeypot configurations to f =
100. This increases the complexity and amount of decisions for the defender. As seen
in Figure 4.1.3, the naive strategies perform similarly, continuously being exploited by
the Adversarial Attacker. UCB and EXP3 also perform only slightly worse than their
experiment 1 counterparts. In the first 4000 rounds, EXP3 appears to perform worse than
UCB, unlike in the first experiment 1. This is most likely caused by the increased number
of scenarios and therefore, an increased amount of exploration.

Another performance metric we consider is the average number of rounds a zero-day
goes undetected. This essentially measures exploration. As seen in Figure 4.1.3, nearly all
defense algorithms average close to 1 round before detecting a never-before-seen zero-day
attack. Pure strategy, on the other hand, averages close to 10 rounds before detecting zero-

days. Though, this is just the way averaging works. In reality, if the chosen zero-day attack
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Figure 4.4: Second experiment, increasing the honeynet scenarios to Ky = 100 and
honeypot configurations to f = 100.

bypasses Pure strategy’s single selected scenario, it will always pass this scenario, main-
taining its zero-day status. However, if the zero-day attack falls to the selected scenario,
then it will be captured immediately, going 0 rounds undetected. Though trivial, Figure
4.1.3 exemplifies why changing honeynet scenarios to expose different attack surfaces is
necessary for proper network security.

Measuring the average number of rounds an exploit goes undetected is also measuring
exploration. This can be seen in Figure 4.1.3 where UCB has a higher averaged undetected
rounds than Uniform Random and Fixed Random. This is because, as a deterministic algo-
rithm developed for fixed random distributions, it exploits rather quickly after exploration.
Compare this to EXP3 with the lowest average undetected rounds, because EXP3, as an
adversarial setting algorithm, assumes the opponent is constantly learning from EXP3 and
remains more pessimistic about the ”optimal arm” than UCB does.

In the second experiment, we investigate how the attacker’s learning rate impacts the
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MAB defenders. In the first experiment, we found that UCB and EXP3 performed excep-
tionally well against the Adversarial Attacker with a A = 0.25 learn rate. Intuitively, one
might argue that the slow learning rate allowed for smooth transitions between selecting
new exploits. In the second experiment, we run UCB and EXP3 10 times each against an
Adversarial Attacker with learning rates A = 0.0, A = 0.20, A = 0.40, A = 0.60, A = 0.80,

and A = 1.0 to determine how the attacker’s design affects the defender’s performance.

Average Number of Rounds as Zero-Day vs
Adversarial Attacker's Learn Rate
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Figure 4.5: How the Adversarial Attacker’s learning rate affects zero-day attacks.

As we see in Figure 4.1.3, the Adversarial Attacker’s learn rate plays a crucial role
in the performance of defender agents. Because the average number of rounds an attack
goes undetected is a measurement of exploration, we can interpret why the learning rate
negatively impacts the average rounds as a zero-day exploit. Because the Adversarial
Attacker agent determines how quickly it moves towards the best decision, the bandits
quickly learn what that best decision is. With a A = 0.0 learn rate, the attacker never
switches exploits and the bandits have trouble detecting this static attack since they explore

frequently early on.
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4.1.4 Discussion

This work illustrates a key point: Without fully understanding the complex relationships
between features and vulnerabilities and how the environment may change online reinforce-
ment learning demonstrates that defenses can still adapt. Furthermore, this work focused
on the important AND-only complex vulnerabilities, which require multiple features to be
present: a notably, nonlinear relationship w.r.t. the rewards of features.

This work also answers my first research question:

Q1. How capable are standard Multi-Armed Bandit (MAB) solutions at
adapting to attackers that exploit complex vulnerabilities that evolve over
time?

Despite the rapidly changing environment, non-combinatorial MAB solutions adapt
slowly to the Evolving Exploits problem but still approach zero-regret over time. Because
of the AND-only relationship among features in the complex vulnerabilities, which forms
a non-linear reward function when considering a combinatorial bandit setting, standard
linear-combinatorial bandits were incapable of addressing this issue directly. Instead, I
utilized the non-combinatorial bandits, EXP3 and UCB, which inherently assume that
there are no dependencies among the different honeypot configurations. Despite the fact
that the attacker was adapting and had a rapidly changing arsenal of exploits, the basic
non-combinatorial bandits were still capable of adapting and approached zero-regret. I also
demonstrated a key point with slight modifications to EXP3 and UCB, there were notable
improvements in their learning capabilities in this inherent nonlinear combinatorial bandit
problem. This suggests that the nonlinear class of the “AND” function of rewards has
room for improvement. Bandit algorithms that attempt to address this issue that arises
from deploying decoy configurations amidst complex vulnerabilities, should also consider
the nonlinear combinatorial bandit reward structure, which essentially forms a bipartite
graph. In chapter 6, I introduce an algorithm that better directly exploits the bipartite
structure formed from these nonlinear reward functions.

In this chapter, I only considered a rather slowly learning attacker that may not always
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represent the attack patterns seen in these kinds of cyber adversarial settings. Attackers
may be individuals that are quick to adapt, like human hackers, rather than the model of a
slowly moving attack community as a whole. In the next chapter, I investigate the effects

of quickly adapting attackers and how this impacts simple defense strategies.
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Chapter 5

Online Learning Algorithms

for Deception Against Humans!

In the previous chapter, we looked at how capable basic learning strategies are at adapting
to highly dynamic environments in a cyber deception interaction. Though we found that
basic learning strategies are capable of adapting to simple, slowly learning attackers, not all
attackers will adapt as slowly. Another important aspect of the success of cyber deception
strategies is understanding whether defenses can be learned and exploited by an intelligent
adversary. Of particular interest are human adversaries, who may be able to easily detect
and exploit patterns in how deceptive objects are used, and avoid them to attack only real
systems. Game theoretic models consider this problem by using randomized strategies to
make it difficult for adversaries to exploit specific patterns in defensive strategies. However,
adaptive strategies that learn to respond to opponents may also be hard to predict and
have many of the same advantages of the game theoretic randomized strategies. Here, we
consider both game theoretic and adaptive strategies against human opponents in a basic
cyber deception game using honeypots.

With the popularity of autonomous systems, the question of how humans interact with
these systems becomes increasingly important [64]. Humans are imperfect agents, but they
are capable of learning and in some settings able to adapt to novel situations. Our ability
to anticipate human behavior, to represent human decision-making computationally, and

to use these predictions to improve autonomous agents is critical to making autonomous

!This work was first presented at the 41st Annual Meeting of the Cognitive Science Society (CogSci
2019), Montreal, QC [71]
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systems more capable and secure.

We model a cybersecurity scenario as a repeated Multi-Armed Bandit task (MAB) where
a human attacker plays against an automated defender. MAB tasks have been useful in
the study of human decision-making, characterizing the common exploration-exploitation
tradeoff (e.g., [125]). However, our goal is to determine how a human attacker is able to
learn the defender’s deception strategy and avoid honeypots based on previous experience.
Here we take a simpler model from the previous chapter and consider the attacker’s decision
making. We show that online learning defenses provide similar (and in some cases, better)
challenges as randomized defenses for human adversaries to learn.

In a standard MAB, a decision maker selects arms on a “slot machine” in each round
and observes the outcome, typically with the value of each arm in the range [0,1]. The
adversarial MAB considers an adversary (i.e., the algorithmic defender) who has control
over the rewards of each node. Here, we consider a variation of the MAB in which each
node i has bounded support interval {—c?,v; — ¢?}. This allows the MAB agent to make
more informed decisions in earlier rounds. This maps naturally to an attacker who has
probed the network prior to making an attack, and it relates to recent approaches to study
learning and decision-making under contextual MAB, where information about rewards is

provided.

5.0.1 Model

Cognitive modeling provides a unique opportunity to quickly and effectively test various
strategies against human-like agents as it is infeasible to collect a sufficient amount of human
trials every time one wishes to evaluate a new strategy in a cyber adversarial environment.
However, we need to first understand how humans make decisions in these adversarial cyber
adversarial environments.

For this study, we designed a model that focuses on the learning aspects of an adversarial
cybersecurity interaction, motivated by honeypot deception. In this scenario, an attacker

and defender compete over multiple resources (nodes) in the network belonging to the
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defender with the following parameters: v; is the value of node 7, ¢ is the cost to attack
node i, and ¢? is the cost to defend node i. At the beginning of the interaction, each node is
initialized with the non-negative parameters. At the beginning of each round, the defender
spends some budget D to turn some subset of the nodes into honeypots, such that the total
cost of defended nodes is < D.

Once the defender deploys honeypots, the attacker selects a node to attack or pass. If

the attacker’s chosen node i is undefended, the attacker receives the reward v; — ¢¢, and

the defender receives a reward of 0. On the other hand, if the attacker’s chosen node i was
a honeypot, the attacker receives the negative reward —c{, and the defender receives the
positive reward v;2. At the end of the round, the interaction resets, and the process repeats
each round.

The only feedback the attacker receives is the reward for her action. Therefore, the
attacker can only partially and indirectly observe the defender’s behavior. The defender
observes the individual honeypot placements. So, if the defender captures the attacker with
a honeypot, the defender knows which honeypot node was responsible for the capture. If
the defender does not capture the attacker and there are more than 1 undefended nodes, the
defender can never be certain about which node the attacker chose. This style of feedback
is known as semi-bandit feedback in the MAB literature. Given our focus on the study
of high-level decision-making, only general cognitive skills are needed from those humans
playing the role of the attacker. Cybersecurity knowledge does not play a role in making
decisions regarding "honeypot” configuration or realism [27].

We designed a repeated adversarial interaction with 6 arms (which we will refer to
as nodes) to be played over 50 rounds as seen in Figure 5.1. We recruited 304 human
participants on Amazon’s Mechanical Turk [33]. Of the 304 participants, 130 reported
female and 172 reported male with 2 participants reporting as other.

All participants were above the age of 18 and had a median age of 32. The experiment

averaged roughly 10 minutes from start to finish and the participants were paid US $1.00

*We assume v; > ¢ and Y,y ¢ > D.
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for completing the experiment. The participants were given a bonus payment proportional
to their performance in the 50 round game, ranging from US $0 to an extra US $3.25. This
bonus payment was intended to incentivize participants to play as best they could.

In a realistic cybersecurity environment, the domain knowledge of the attacker plays an
important role as to which vulnerabilities to exploit and how to gain access to a system.
When recruiting the participants in our study, we held no requirements or assumptions
about the cybersecurity knowledge of the participants. To address this, we take the pes-
simistic assumption that if the participant (as the attacker) tries to attack a non-honeypot
node, they perform a guaranteed successful attack. All that remains for the attacker is
deliberate which node to target for an attack, which boils down to basic human cognition.
Real-world expert hackers will share the same level of cognition with our participants, allow-
ing the recruited participants to accurately represent real cyber attackers at the described

level of abstraction [27].

5.0.2 Scenario

The defender has a budget D = 40 that limits the number of honeypot configurations (i.e.,
combinations of defended nodes). In each round, the participant attacks a node and receives

either a positive reward v; —c{ or a negative reward —c{ depending on the defender’s action.

Game 1 / 50
Defender Budget: 40

Time Remaining: 6 seconds

node 1 node 2 node 3 node 4 node 5

Total Points: 0

Figure 5.1: User interface for the Honeypot Intrusion Game.
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The setup in Figure 5.1 was the same for every participant. For ease of the participant,
we simplified the visible rewards on the nodes, where the reward v; — ¢ for attacking a non-
honeypot appears as the positive top number in the node. Meanwhile, the loss for attacking
a honeypot —c} appears as the lower, negative number inside the node. Table 5.0.2 shows
the actual parameters for each node.

We designed the nodes to fit a variety of risk-reward archetypes (e.g., low-risk/low-
reward, high-risk/high-reward, low-risk/high-reward). The intuition is to allow for differ-
ences in strategies and learning. These differences in known parameters provide a noticeable
difference from the traditional MAB. For instance, in the first round, the attacker is making

an informed decision based on the attack costs and rewards.

Table 5.1: Node parameters for online human experiment.

pass node 1l node?2 node3 node4 mnodeb

vi| 0 15 40 25 20 35
<0 5 20 10 5 15
| 0 10 20 15 15 20

5.0.3 Defenders

We deployed 3 different defenders to analyze the impact an online learning defense has on
human learning as opposed to randomized and static defenses. We use the Static Pure De-
fender, the Static Equilibrium Defender, and the Adaptive LLR Defender that learns from
its own action observations. Each defender creates a different level of learning complexity
for the human participants. Here we are not investigating the best defense strategy versus
humans. Instead, we are interested in analyzing the impact that varying levels of defense

complexity have on human learning and decision-making as a whole.

93



Static Pure Defender: This defender employs a “set and forget,” purely static defense
that attempts to maximize its total value by assuming it must commit to a single, pure,
non-stochastic strategy for a single round. This defender tries to spend its budget to protect
the highest-valued nodes. For the scenario seen in Figure 5.1, the defender always defends
nodes 2 and 5, leading to nodes 3 and 4 as optimal nodes for attacking. This defender acts
as a baseline for human learning. With this defender, we investigate the upper bound on
how quickly humans can learn a defense.

Static Equilibrium Defender: This defender plays over a fixed distribution of de-
fenses (combinations of nodes to be honeypots). The defense is a Mixed Strategy Nash
Equilibrium. It optimizes the defender’s expected utility assuming only a single, non-
repeated interaction against a fully rational attacker. An optimal strategy of the attacker
in this equilibrium is to attack node 4.

Adaptive Learning with Linear Rewards Defender: The last defender, Learning
with Linear Rewards (LLR) [61], provides a deterministic, yet adaptive defense as it tries
to maximize its reward by balancing exploration and exploitation.

Algorithm 3 describes the LLR algorithm where A, defines the set of all individual basic
actions (nodes to defend). In the scenario from Figure 5.1, A, is the set containing all 5
nodes. LLR uses a learning constant L, which we set to L = 3 for our scenario since this
is the maximum number of nodes we can play in defense. LLR has an initialization phase

for the first N = 5 rounds where it guarantees playing each node at least once. (HAZ) S

1xN !
that vector containing the mean observed reward HAZ for all nodes 1. (mi)1X N is the vector
containing m;, or number of times arm ¢ has been played. After each round, these vectors
are updated accordingly.

After the initialization phase, LLR solves the maximization problem in equation 5.1 and
deterministically selects the subset of nodes that maximizes the equation each round until
the end of the game. This deterministic nature of LLR indirectly adapts to the attacker’s

moves. [t has no concept of an opponent, but instead is trying to balance between nodes

with high observed means (i.e., have captured the attacker often in the past) and less
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Algorithm 3 Learning with Linear Rewards (LLR)

—_

[\V]

10:

11:

//INITIALIZATION
If mézx]Aa| is known, let L = mga:\Aa]; else, L= N
fort=1to N do

Play any action a such that t € A,

Update (éi)lxN’ (mi)lxN accordingly
end for
//MAIN LOOP
fort=N+1to oo do

Play an action a which solves the maximization problem

(L+ 1) lnn>7

m;

a = argmax Z a; <él +

aceF i€,

Update (HAZ) LN (ml) 1« accordingly

end for
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frequently played nodes (which the attacker may move to in order to avoid capture). We
say that LLR indirectly adapts to the attacker’s actions.

In this scenario, the attacker can never fully exploit the deterministic strategy of the
defender because of the partial observability aspect of the interaction. This defense leads

to the optimal node(s) changing in each round as adaptive LLR learns.

5.0.4 Behavioral Results

Analysis of human data shows clear performance patterns among the 3 defenders. The pure
defender predictably performed the worst, yielding an average score of 611.93 points to the
human attackers, just over 100 points short of the maximum possible points achievable
against the pure defender. Next, the equilibrium defender performed significantly better,
yielding only an average of 247.81 points to the human attackers, a full 200 points short
of the maximum expected points achievable by a human attacker. Finally, the LLR was
the most resilient defender versus the human attackers with an average of 172.6 points
yielded to the participants. Table 5.2 shows the aggregate data of the human attacker’s

performance.

Table 5.2: Aggregate data of participants’ end-game attacker rewards.

average std. dev. median min max
Pure | 611.93 168.88 675 =375 | 750
Equ. | 247.81 149.60 290 | -185 | 570
LLR | 1726 123.02 160 -85 | 640

Figure 5.2 shows the cumulative utility frequencies among the participants. Visually,
we can see the pure defender yielded many points to many participants with only a couple
of outliers. The participant who received —375 points vs the static pure defender likely
tried to speed through the game without trying to optimize the total reward.

LLR is designed to solve a combinatorial MAB problem that tries to optimize over

a static, stochastic environment. Here, LLR does not take into account the attacker’s
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Figure 5.2: Frequencies of total cumulative utility ranges.

adaptive nature. We do not make any claims that LLR is a perfect way to respond to
human decision-making. However, we note that LLR clearly outperforms the randomized
and static defenders.

When analyzing the proportion of the human population that played optimally per
round, we can see the differences in learning curves among the various defenders. The
rightmost graph in Figure 5.3 shows the frequency of optimal decisions over the course of
the 50 rounds.

Figure 5.3 details other measures that help describe the differences in human attacker
performances. We can see that each defender case leads to drastic differences in switch-
ing (i.e., attacking different knows in consecutive rounds) and conditional switching (i.e.,
switching after triggering a honeypot or not). High switching suggests a more exploratory
state, while low switching indicates a more exploitative state. We can see the noticeably
higher switching in the LLR case as opposed to the other defenses. Combine this with the
results seen in proportion of optimal play and it is clear that the human participants are

struggling to adapt to the adaptive LLR defense.
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Figure 5.3: The proportions of participants switching nodes to attack or playing
optimally over time. The high switching after triggering a honeypot
seen in round 26 from participants facing the static pure defender is a
small portion of the population as less than 10% of the population were
triggering honeypots past round 25.

5.0.5 Discussion

We studied how humans learn in a novel version of an adversarial, contextual Multi-Armed
Bandit scenario motivated by a real-world cybersecurity scenario where defenders use de-
ceptive decoys and attackers must learn to avoid them. We evaluated three different types of
defensive strategies and showed that an adaptive defensive strategy was clearly the strongest
against human players, and the hardest for them to learn. We also made novel comparisons
between predictive models to emulate how humans learn in this type of adversarial setting,
comparing leading models from both the MAB literature and cognitive science. We find
that the best models (Thompson Sampling and IBL) are able to predict human behavior
quite effectively, but that human attackers use different strategies depending on the adver-
sary they are up against, and the best predictor may depend on this context. There are
many interesting opportunities to improve both types of models, especially in making per-
sonalized predictions for individuals and specialized contexts. However, the results so far
have immediate practical implications for how we can design better strategies for deploying
decoy systems to enhance cybersecurity. In particular, these systems must be adaptive to

prevent attackers from easily learning the defensive strategy. The predictive models of an
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attacker learning we have developed will also allow us to develop defenses that actively
mitigate the ability of attackers to learn the defensive strategy.

These results also demonstrate that it is not always enough to leverage algorithms
with good theoretical bounds as cyber threats are not always stochastic or fully rational
machines. Instead, the defender may come across suboptimal human hackers that are
excellent at pattern recognition. Oftentimes, it is impossible to fully avoid the human-in-
the-loop for cybersecurity, and any online learning in adversarial settings should consider
human opponents as well.

This work also answers my second research question:

Q2. How well do human attackers react to standard reinforcement learning
algorithms in repeated adversarial interactions?

Ultimately, this work found that human attackers quickly adapt to static defenses, even
fixed randomized policies. Naturally, simple adaptive defense algorithms like LLR provide
more resistance than static defenses, suggesting the need for adaptive defenses in adver-
sarial cybersecurity settings. A “set and forget” fixed random policy can still be quickly
optimized by human attackers. We can leverage cognitive models like IBL to simulate
human behavior in these adversarial learning environments. For the decoy configuration
for complex vulnerabilities problem, this suggests human attackers will demand adaptive

defenses as they try to avoid decoy detection through their arsenal of complex exploits.
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Chapter 6

Intrusion Detection with Complex

Vulnerabilities

6.1 Motivating Scenario

The specific scenario I will emphasize for this chapter is using decoy devices to detect
complex exploits deployed in an airport Wi-Fi. There are numerous dangers associated with
accessing public Wi-Fi networks, but perhaps a person needs to send a critical email or log
into a website to address a time-sensitive matter, so they take the risk [123, 42, 101]. Due to
the nature of public Wi-Fi networks, a wide variety of devices with different vulnerabilities
are constantly entering and exiting the network, changing the effective targets to attack.
An attacker can enter an airport, log onto the Wi-Fi and deploy a network worm that
targets all vulnerable devices and critical infrastructure, then leave the airport followed by
a different attacker doing the same thing at a later time.

A network administrator can set up a decoy, like a honeypot, in the network to monitor
all malicious activity [99]. If the network administrator simply sets up a honeypot or
even a collection of honeypots and never changes them, the honeypots may miss out on
critical exploits as it is impossible to represent all possible attack surfaces and whichever
honeypots are present will yield a static attack surface for the attackers to exploit. A
key assumption that we make is limited feedback. So, a network administrator can only
see the result of the deployed decoy, not the results of the others that could have been
deployed. For instance, if this network administrator sets up an Android phone honeypot,

Windows 10 honeypot, and iPhone honeypot, they will still miss out on exploits targeting
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Figure 6.1: Many devices in an airport public Wi-Fi with a malicious attacker
logged in, planning to exploit the devices on the network with a com-
plex vulnerability (on the bottom right) and the decoy device placed
by the defender trying to capture the attacker’s exploit (bottom left)

only smart watches or Windows 11 systems. One strategy is to just add more honeypots to
the network to increase the size of the attack surface, but if the exploits only target specific
versions of specific web-facing applications, then you would need to add a honeypot for
each version. Very quickly, the amount honeypots can grow out of hand, which could also
end up constricting network performance. Instead, we can have a variety of pre-built decoy
configurations that we switch between. This configuration switching can be handled with
virtualization images or snapshots of builds and can easily and quickly be switched when
needed [6, 59, 58]. I use the term decoy configuration instead of honeypot configuration
because we can combine the usage of multiple honeypots in each configuration. Perhaps one
configuration is actually the deployment of multiple mobile devices and laptops, exposing
a unique attack surface among them. This is why I do not restrict the modeling to just
honeypots and will instead use the term “decoy.”

If we wish to detect the most malicious activity possible, the question then becomes,
which configurations should we use at a given time? Another component of this problem,

which I leave out of the scope of this work, is how often to switch between configurations.
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For now, I only consider discrete decision-making in terms of “rounds” or “trials”, but
when implementing this model in a real-world setting, one will need to justify the time
duration of a round. Instead, With these discrete intervals the network administrator must
repeatedly balance exploring lesser-known configurations with exploiting (in the decision-
making sense) the best-performing configurations. Ultimately, the network administrator
wishes to capture the most amount of attacks and the most valuable attacks possible, which
ultimately provides fruitful information on how to patch these exploited vulnerabilities and
on attacker preferences and trends. However, randomly selecting a defense configuration
each round may improve upon a purely static defense as seen in chapters 6 and 4, strategic
configuration selection can vastly improve over random selection to capture more attacks
and adapt to attacker patterns. This problem naturally maps to a Multi-Armed Bandit

problem where each round the the defender chooses which decoy configuration to deploy.

6.2 The Decoy Configuration Selection Problem

I introduce the novel Decoy Configuration Selection with Complex Vulnerabilities (DCS-
CV) Problem. Each round, a defender selects one of many preset decoy configurations
to place into the network. Each decoy configuration has a unique combination of binary
feature variables that define which features are present in the decoy. The attacker has
a collection of exploits that are represented by simple and complex vulnerabilities that
are expressed as Boolean expressions containing logical AND (A) and V connectors. The
exploits with simple vulnerabilities only require a single feature to be present. Each round,
the attacker deploys one of their exploits into the network, attempting to exploit every
device in the network, including the decoy.

If the decoy configuration’s representative binary features satisfy the logical Boolean
expression of the attacker’s exploit, we say that the decoy detects or captures the exploit,
because the decoy logs the full interaction and relays the full extent of the exploit to the de-

fender via log files. When the defender successfully detects an exploit, the defender receives

62



a positive reward and the attacker receives zero reward as we assume the honeypot alerts
the network administrator to the intrusion. Meanwhile, if the defender’s decoy configura-
tion fails to satisfy the exploit’s expression, the attacker does not engage with the decoy
(and instead attacks the other devices on the network) and receives a positive reward while
the defender receives no reward as the defender was completely unaware of the stealthy
attack taking place to begin with. Both the attacker and defender have limited feedback
in this model and if the attacker fails to exploit the decoy, they do not know which decoy
configuration was chosen, only that they received no reward. Similarly, if the defender
fails to detect the decoy, she only knows that her deployed configuration did not receive
a reward but does have specific information as to which exploit was deployed. When a
defender does capture an exploit, she learns about the exploit, and the Boolean expression
is revealed. The knowledge of this exploit’s feature requirement can inform the defender of
which other decoy configurations were also capable to capture the exploit.

To model learning and the task of discovering new zero-day exploits, the defender starts
the game with no knowledge of the attacker’s exploits and must capture exploits to learn
about them. I permit an expanding list of the attacker’s arsenal of exploits allowing for
the possibility of new ones being added as in my work on evolving exploits described in
chapter 4.

The uniqueness of this problem formulation is the introduction of complex vulner-
abilities and attackers deploying exploits that utilize these complex vulnerabilities. As
mentioned in the introduction, I define a complex vulnerability as a vulnerability whose
required features (i.e., the software, hardware, or firmware associated with it) can be ex-
pressed through a Boolean expression containing multiple features and using logical A or
V' connectors.

I do not consider a logical “negation” connector (—) in this definition at this stage as
combinatorial bandits do not consider this case (one cannot receive a positive reward from
a slot machine they did not play). Furthermore, this is realistic as vulnerabilities such as

CVEs described in the NVD do not model the negation of a feature (or CPE in the NVD).
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All the vulnerabilities in the NVD simply state the affected platforms. If we do need to
model the negation of a feature, we can view the feature as the negation. For example, if
we wish to model that a feature f} is off or not present, which models address space layout
randomization is present in the system, we can just model f, as “address space layout

randomization is turned oftf” for a buffer overflow exploit.

6.3 New Bipartite Multi-Armed Bandit Variant

To address the Evolving Exploits problem and novel DCS-CV problem, we can simplify
both problems and just consider the connections between defenses and exploits, which
are formed if the defense satisfies the exploit’s Boolean expression with features. A small
example of this can be seen as a bipartite graph in Figure 6.3 where edges represent that
the decoy configuration satisfies the connecting exploit’s expression.

In each round, some nodes activate from the Exploit Set E, which activates their adja-
cent edges. In each round, the decision-maker must select a single node from the defender
set D. If the decision-maker successfully selects a node from D that is adjacent to an acti-
vated edge, then they receive a positive reward. This Bipartite Edge Detection variant of
the MAB naturally arises from the DCS-CV problem as a bipartite structure forms between
the decoy configurations and exploits. A key difference from the normal non-combinatorial
MARB problem is that the bipartite structure leads to limited information. The decision-
maker not only sees the result of their chosen node but can observe all activated edges of an
activated node if the activated node is detected. Through the decoy log files, the defender
can know which other configurations (i.e. nodes in set D) were capable of detection (i.e.,
adjacent to the activated edges). This can naturally be a stochastic problem where nodes
in F are randomly activated or through an adversary’s actions.

When looking at the DCS-CV problem through the lens of bipartite graphs with MABs,
we can see that each round, when the attacker selects an exploit, the reward essentially

propagates through each adjacent edge of the exploit on the graph. The defender’s goal,
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then is to try to pick any defense that is adjacent to the deployed exploit. By modeling
this as a bipartite graph, we abstract the features and the potentially complex Boolean
expressions into binary edges of a graph where a defense d; either is able to detect exploit
e; (i.e., the edge (d;, e;) exists) or not (i.e., no adjacent edge). I leverage the idea of
node adjacency to essentially feed the structure of the problem to the defender later in this

chapter.
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Figure 6.2: A simple bipartite graph of the connections between the Decision Set
of nodes D and the Exploit Set of nodes E. In this round, the node
ey is activated, and thus all adjacent edges (dp, e3) and (dy, e3) also
activate. If the decision-maker selects nodes dy or d;, she would receive
a positive reward and observe all activated edges (dy, e2) and (di, e3)
to recognize that the other node would have also received a positive
reward. If the decision-maker chooses d3, she will receive no reward
and only know that exploit nodes ey and e did not activate this round.
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Variable Definition

T :  number of rounds

N : number of features

F . set of features

fr . feature k with a binary value 1 if the feature is present or 0 if not

D : set of all defenses available for selection by the defender

d; . defense i, expressed as a collection feature values such that d; € {0, 1}V
d; . value or presence of feature f; in defense d; (either 0 or 1)

E : set of all exploits available for selection by the attacker

€; :exploit j, expressed as a Boolean expression of required features
F(d;,e;) : satisfaction function that returns 1 if defense d; has all required features

(i.e., satisfies the expression e;) or 0 otherwise

6.4 Model

To formalize the problem, I model a 2-player asymmetric game where a defender and
attacker have 2 separate action sets, D and F respectively, and repeatedly select a single
action from their action sets over 71" rounds.

In each round, the defender selects from D with each defense d; being represented as a
unique collection of binary feature variables. Each defense d; is defined by N total binary
feature values (0 or 1) such that d; € {0,1}". d;}, represents the presence of feature f; in
defense d;. If d;, is 1, this can be interpreted as feature fj is present in defense d;.

The attacker selects exploits from £ with each exploit e; utilizing a complex vulnerabil-
ity, which I express as a Boolean expression of features utilizing logical A and V operators.
An example of an exploit with a complex vulnerability might look like e; below. This ex-

ample suggests that exploit e; can exploit any device that has the presence of either feature

66



pair (fo and f1) or (fo and f5):
ej = (fo A f1) vV (foA f2)

I assume the agents have access to some Boolean logical satisfaction checking function
F(d;,e;) that determines if d; satisfies the Boolean expression for exploit e;. If so, the
defender receives a positive reward of 1 and observes the deployed exploit e; and all its
edges. Meanwhile, the attacker receives a reward of 0, observing the defense that detected
it. If the defender does not detect the exploit, she receives a reward of 0 and does not
observe the deployed exploit e;. Meanwhile, the attacker receives a positive reward of 1
and does not observe the chosen defense d;. W.L.O.G., we scale the rewards between 0
and 1 for calculation purposes. In the experiments below, I also assume that all exploits
yield a reward of 1 for detecting them, but this does not need to be the case as all the
decision-making algorithms are primarily focused on the average reward of each decision.

A key element of this model is the information observed by the attacker and defender.
Both observe bandit feedback with some contextual information. That is to say that the
decision-makers can only see the result of their chosen actions, however, in the event where
the defender detects the attacker, both receive contextual information, specifically the
chosen actions of the other. This means that a defender, when detecting an exploit, can see
all activated edges associated with the exploit and should logically conclude other defenses
that could have also detected the same exploit. Similarly, in the event that the defender
does not detect any exploit, she should narrow down which exploits were not selected based
on the understanding that any exploit that could have targeted the chosen defense would

have yielded a positive reward.

6.4.1 Regret

To evaluate the defenders, I consider the notion of Cumulative Scaled Expected Regret
(CSER) which is the summation of scaled expected regret over time as described in equa-

tion 3.3. This measure compares how close to optimal decision-making a defender does.
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6.5 Attackers

In this section, I describe the 2 attackers that will appear in the experiments. The first
is a fixed random attacker that acts as a baseline attacker and represents a community of
attackers. The second is an IBL attacker that models a human attacker with knowledge of

the game structure.

6.5.1 Fixed Random Attacker

This attacker acts as a stand-in for the hacker community as a whole. Considering the
airport WiFi setting, this attacker might represent multiple worms randomly entering the
network to attack all devices that are vulnerable to its vulnerability list. In this case, one
can imagine each exploit e; is a unique worm type that has a chance to enter the network
and the attacker is the chance player that is deciding which worm tries to breach the
network. It maintains a static distribution attack policy that is randomly generated. This
attacker ignores all contextual information and rewards as it maintains a fixed randomized

exploit policy.

Algorithm 4 Fixed Random Attacker
1: Initialize: weights w for each exploit w; ~ U(1,1000),

2: fort=1,2,3,---, T do
3: Play exploit e; ~ P(w)

4: end for

6.5.2 IBL Insider Attacker

The primary ways we interact with an Instanced-Based Learning Model to feed it informa-
tion about the game is by modeling the decisions, the rewards, any contextual information
as attributes, and a similarity function. For modeling an attacker, the decisions are simply

the exploits themselves. However, we need to address a core aspect of IBL similarity, which
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Table 6.1: Truth table matching Figure 6.3 where a 1 indicates that defense d; can
detect exploit e;

dy dy do
€ 0 0 1
e 1 0 0
e 1 1 0
es 0 1 1

is the connection between decisions. IBL relies on understanding how closely related deci-
sions are from one another (0 being completely dissimilar and 1 being effectively the same
decision like having the same Boolean expression), otherwise, it assumes each decision is
independent of one another, much like the non-combinatorial stochastic bandit. To connect
IBL’s decisions to each other, we need to effectively pass the game structure to IBL, like
the bipartite graph seen in Figure 6.3, we need to model a similarity function to tell IBL
how exploits relate to one another. Instead of trying to teach IBL the understanding of
Boolean algebra, we only need to tell IBL how similar exploits are to each other. The best
way to handle this is to compare the truth tables of any 2 exploits. We could evaluate
the entire 2"V truth table where we consider every combination of the NN total features or
even a restricted truth table of possible defenses such as (JZ ) if we know that every defense
contains only n features such that 1 < n < N. However, I instead investigate a more com-
putationally inexpensive approach of feeding the truth tables of how each exploit interacts
with each defense. Once you have a truth table to compare, you can see at each feature
configuration modeled in the truth table, if the exploits match truth values.

By modeling the full truth table of only how exploits map to defenses, we effectively
are passing the defender’s full action set to the attacker. We only need to calculate the

proportion of matching truth values between any 2 exploits. We can then end up with
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Table 6.2: Similarity table matching Table 6.1 that tells how similar in terms of
truth values 2 exploits are.

€p €1 €9 €3
€0 1 % 0 %
€1 % 1 % 0
€ 0 2 1 3
e3 2 0 3 1

a table like the one seen in Table 6.2. Once all these values are calculated, it turns into
a simple lookup table to check the similarity between any 2 exploits. This tells IBL how
much they can learn about other similar choices, thus exploiting the bipartite structure of

the problem.

6.6 Defenders

In this section, I describe the 5 defenders that will appear in the experiments. These are
combination of the agents described in chapters 6 and 4. I also describe an EXP4 defender,
which is a well-known extension to EXP3 that allows for expert advice. For EXP4, I
introduce a novel algorithm for modeling how the experts give advice to the bandit to

capture the bipartite structure of the problem.

6.6.1 UCB Defender

Upper Confidence Bound (UCB) is perhaps the most well-known MAB algorithm, first
introduced by Auer et al. [17]. The algorithm addresses the stochastic, non-combinatorial
MAB problem. It assumes that each arm on the bandit is independent and identically
distributed (i.i.d.). As seen in Algorithm 5, UCB has an initial exploration period where
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it must first play each arm once so that m; > 0,Vi € D where m; is the number of times

arm ¢ has been played and 0; is the mean observed reward of arm i. Once the initial

exploration loop is complete and there is some experience for each arm, UCB then solves

maximization equation 6.1 to select an arm each round. Equation 6.1 notably sums between

an exploration term (i.e., everything in the square root) and an exploitation term (i.e., QAZ)

Algorithm 5 Upper Confidence Bound (UCB)

1:

2:

3:

10:

11:

12:

Initialization
Set L = |D|
Randomly shuffle a queue containing every action i € D
fort=1to L do
Pop and play next action d; from the queue
Update éi, m; accordingly
end for
//MAIN LOOP
for t =|D|+1to T do
Play an action ¢ which solves the maximization problem
i = argmax (éz + w), (6.1)
ieD my;
Update éi, m; accordingly
end for

For the DCS-CV setting, UCB considers each decoy configuration as i.i.d. arms. How-

ever, the defenses likely are dependent on each other as they may share features and

connections to exploits. Overall, UCB will still learn and ultimately balance the mean

observed reward 6; of each defense i, however, this translates to learning slowly as it ig-

nores the dependencies between the defenses. This defender will act as a good baseline for

performance and any defender should improve upon UCB.
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6.6.2 EXP3 Defender

First described by Auer et al., The Exponential-weight algorithm for Exploration and Ex-
ploitation (EXP3) removes the assumption of how rewards are formed [18]. Whereas UCB
assumes i.i.d. arms that will generate fixed random rewards, EXP3 makes no assump-
tion about the forming of rewards and even allows for a potential adversary to change the
rewards over time. However, EXP3 still operates non-combinatorially and assumes each
arm is independent of one another. Similarly to UCB, EXP3 has explicit exploitation and

exploration terms that are summed together as seen in equation 6.2.

Algorithm 6 Exponential-weight algorithm for Exploration and Exploitation (EXP3)
1: Parameters: Real vy € (0, 1]

2: Initialization: w;(1) =1fori=1,---,|D|
3: fort=1,2,--- do
4: Set
pilt) = (1 =)=l 3 ) (62)
S wy(t) D
5: Draw i, randomly according the probabilities p; (%), - - , pr(t).
6:  Receive reward z;(t) € [0, 1].

7 For j=1,---, K set

. if j=1
;(t) = w t
0 otherwise,
VI
wj(t +1) = w;(t) eﬁp(ﬁ) (6.3)

8: end for

For the DCS-CV setting, EXP3 still learns quickly and should improve over UCB due
to its lack of reward structure assumptions, which is closer to the truth, but it still does not
make any combinatorial improvements by exploiting the structure of the Bipartite Edge

Detection problem.
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6.6.3 LLR Defender

Learning with Linear Rewards takes the approach of assuming a combinatorial stochastic
bandit problem where the bandit selects multiple arms each round. The algorithm is
described in more detail in Algorithm 3. For the problem of complex vulnerabilities, LLR
views the decision of each round as selecting a combination of features instead of choosing
large abstract configurations like the UCB Defender and EXP3 Defender do. In support
of this, LLR assumes that each feature is independent of one other and stores data for
each feature as opposed to each defense. If we were exclusively modeling non-complex
vulnerabilities, or vulnerabilities that are only expressed with a single require feature, this
form of data collection would work well. However, the issue lies in that LLR will incorrectly
update its beliefs about each feature when confronted with a complex exploit. When the
LLR defender detects an exploit, it will reward each feature that was necessary to detect

the exploit. For example, let’s consider the exploit discussed with the IBL Attacker:

e; = (foNfi)V (foA fa)

If LLR Defender successfully detected exploit e; by deploying a defense containing fo
and fs, it will erroneously update features fy and fs such that any defense with fy will be
higher valued, even if those defenses do not contain f; or fy. The further away an exploit
gets in expression from a single feature, the more LLR will struggle. This baseline agent
performs the worst due to its incorrect evaluations, however, for future work, I would like
to investigate if any similar algorithms that focus on the features might perform better.
Any feature-focused combinatorial algorithm would need to lift the feature independence

assumption.

6.6.4 EXP4 Defender with Novel Expert Advice Algorithm

Introduced alongside EXP3 by Auer et al., EXP4 builds on top of EXP3 by allowing expert

advice [18]. The experts impart advice vectors &, to the bandit each round in the form of
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recommended probabilities to play each arm of the bandit. EXP4 makes no restriction on
how the experts arrive at their recommended advice or even how many experts there should
be, just simply that each expert’s recommended probabilities sum to 1.0. Ideally, we can
model the experts to consider the bipartite structure formed from the complex vulnerability
problem. I introduce an effective way to generate the expert advice £(t) found in step 4 of

Algorithm 7.

Algorithm 7 Exponential-weight algorithm for Exploration
and Exploitation with Expert advice (EXP4)

1: Parameters: Real v € (0,1]

2: Initialization: w;(1) =1fori=1,---,|D]|
3: fort=1,2,--- do

4: Get advice vectors £°(t),- -, EN71(¢t)

N
5: Set Wy = > wy(t) and for j =1,--- ,|D| set
i=1
_ wi(t) Yoo
pit) = (1 =)&) + o] T DI (6.4)

; w;(1)

6: Draw i, randomly according the probabilities p;(t),- - , pa(t).

7 Receive reward z;(t) € [0, 1].

8: For j =1,---,|D| set
o [ =
0 otherwise,
9: Fori=1,--- N set
gi(t) = &€'(t) - &(t) (6.5)
wi(t+ 1) = w;(t) exp(%). (6.6)

10: end for
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Table 6.3: Expert advice for EXP4 for the set up in seen in figure 6.3 assuming
that the exploits were discovered sequentially from eq to e;3. Expert 0
was created at the start of the game and assumes no exploit will be

attacked.
£° ¢! 'S & 'S
do % 0 1 % 0
o |4 o o [T
do % 1 0 0 %

To generate the experts advice, EXP4 starts with a single expert that assumes no
exploit will be deployed. Expert & always recommends the bandit play uniformly random
among all the arms in Decision Set D. Each time an exploit is discovered, a new expert
& is created and tied to that exploit for the rest of the game. This new expert assumes
that its associated exploit will always attack in the next round. To address this, this new
expert always recommends playing uniformly random over all of the adjacent nodes in D.
Table 6.3 demonstrates the advice vectors £ that would be sequentially created for the
bipartite graph seen in figure 6.3.

There is the restrictive assumption that the defender is fully aware of the structure of
the game as well and knows all exploits at the start of the game. However, we can easily
modify how the experts pass information. We still need to assume that the defender knows
how many exploits there are or at the least an upper-bound estimate. If we assume that
the defender initially has no information about the exploits in the game and their relation
to the defenses, then each expert will suggest a uniform distribution over all the defenses.
However, once an exploit is discovered, we learn all its edges on the bipartite graph (i.e.
which defenses can detect it) and the expert can start suggesting the usual advice, while
the other experts, waiting to be assigned to an exploit, will continue to suggest a uniform

random distribution over all the defenses. By modeling the bipartite graph this way, we
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can allow for the discovery of zero-day exploits and understand new relationships between
features and exploits that may have been previously unknown. Once every exploit has been
discovered, every expert should be assigned, providing the usual static advice for the rest
of the game. This approach to expert advice is notably static as the experts always assume
their associated exploit will always be deployed. There is room for improvement to allow
the experts a little more understanding of the activation probability of their respective
exploit nodes. This approach also passes off the Bipartite Edge Detection to the experts
as opposed to the bandit directly solving the problem.

6.6.5 IBL Defender

I model the IBL Defender in much the same capacity as the IBL Attacker. This defender’s
decisions consist of the decoy configurations and follow the same reward feedback loop.
Much like the IBL attacker, we need to address the IBL similarity. I model the defender’s
similarity such that the similarity between 2 defenses is a comparison of their truth tables

with the attacker’s exploits in the game.

6.7 Experiments

I developed a Python simulation to evaluate each defender in a rapid environment. The
results in this section were all collected using this simulation. For experimental data, I
randomly generated 5 action sets, which form the decision environment for the attacker
and defender agents. Each action set contains the number of features, the defenses with
each expressed as a vector of binary feature values, and each exploit, expressed as a Boolean
satisfaction expression of feature variables. Each action set has 12 total features fy - fi1, 8
defenses dy - d7 each containing between 4 — 7 features such that 4 < |D| < 7, and 16 total
exploits e - e;5 where each Boolean expression only lists between 1 - 3 features, using both
A and V connectors. When generating the action sets, no defense is a repeat or a subset of

another, and it is guaranteed that each defense has a unique configuration. Similarly, every
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Table 6.4: adjacency table of action set 1

€ | €1 | €2 | €3 | €4 | €5 | €Cg | €7 | €8 | €9 | €10 | €11 | €12 | €13 | €14 | €15
do (1 |0 (1 |1 |1 1 |1 (0 [0 [O |1 O |O |O |1 |1
d (0 {0 (1 |0 |12 1 |1 (0 |O (12 |1 |1 |1 |1 |0 |O
do|(1 {0 (1 |1 1 /0 |1 (1 {1 (1 |0 |1 |0 |1 [0 |1
dg (1 |1 (1 0 O |1 |O (O |1 |O |1 O |O |O |1 |1
d{0 {0 (1 |1 |1 /0 |1 (1 {1 (0O O |1 |O |1 |1 |1
ds (1 |0 (1 |1 |1 1 |1 (0 {0 |1 |O |1 |O |1 [0 |1
dg (0 |1 (1 |1 |1 /0 O |1 |1 (0O |1 O |O |O |O |O
(0 {1 (1 |0 |1 (0 O (O |21 (1T |1 |1 |0 |1 O |O

exploit was generated as a randomized subset of a random defense such that every defense
is guaranteed to connect to at least one exploit and every exploit is guaranteed to connect
to at least one defense. The adjacency table for action set 1 can be seen in Table 6.4.

For each of the 5 defenders and 2 attackers, I ran a game for each defender-attacker pair
10 times for each action set where I collected the average CSER measurement over the 10
repeated matchups. The same relative results (defenders relative to each other) are held
across all action sets and the results seen in figure 6.3 are representative of the results of
all the action set experiments.

As I show in the results in figure 6.3, EXP4 with my Bipartite Edge Detection expert
advice far outperforms the other representative defenders. Within 400 rounds, EXP4 ap-
proaches zero-regret versus a random fixed attacker which is not the case for the other
algorithms. Over the short horizon of only 1000 rounds, it appears that EXP3 starts to
trend toward zero-regret but maintains the highest standard deviation among all the de-
fenders, suggesting instability in the defense algorithm. The only difference between EXP4
and EXP3 is the expert advice where the experts would pass along the suggested defenses

based on the adjacent edges of their exploits. This suggests that the use of experts is a
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Figure 6.3: The 5 defenders versus a fixed random attacker in action set 1. The
thin dotted red line represents the maximum regret line if the defenders
were to systematically choose the worst defense node that yielded the
maximum regret each round.

good way of addressing the Bipartite Edge Detection problem without using combinatorial
nonlinear bandits.

Meanwhile, the 3 remaining defenders show no indication of approaching zero-regret
with IBL performing the worst overall. Despite the IBL defender having access to the
entire defense-exploit adjacency matrix for similarity, it performed the worst overall. I
theorize this is due to the starvation of information. With little information (i.e., successful
captures), IBL views zero-reward rounds as the average case and grows complacent.

Despite the success found in the first experiment with a fixed random attacker, the
Insider Threat IBL attacker proves a much harder opponent, leading to roughly the same
linear regret across all the defenders as seen in figure 6.4. More investigation is needed to

fully assess this result as this attacker was operating on the same information as the IBL
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Figure 6.4: The 5 defenders versus an insider threat IBL attacker on action set
1. The thin dotted red line represents the maximum regret line if the
defenders were to systematically choose the worst defense node that
yielded the maximum regret each round.

defender. I theorize the cause of this result has to do with the inherent advantage held by
the attacker in these action sets. When there are fewer adjacent edges to the exploit nodes
in the action set (i.e., when the average amount of decoy configurations that can detect
an exploit is low), the attacker holds an advantage as it is harder to capture. For the
IBL defender, this leads to a starvation of information as grows complacent with getting
zero reward each round. Meanwhile, the Insider Threat IBL attacker likely has a wealth
of information on which exploits frequently yield positive rewards (i.e., avoid detection),

leading to quick, exploitative learning.
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6.8 Conclusion

I introduced the novel Decoy Configuration Selection with Complex Vulnerabilities prob-
lem and addressed this problem as a novel MAB problem with Bipartite Edge Detection.
Although I did not introduce a direct combinatorial nonlinear bandit to solve the DCS-
CV problem, I instead introduced a new algorithm to provide expert advice to the non-
combinatorial EXP4 bandit on the bipartite structure that forms in the DCS-CV problem.
In the stochastic setting, my version of EXP4 quickly adapted to the learning problem and
reached zero-regret much faster than the other algorithms. This further suggests that the
contextual bipartite structures formed in the DCS-CV problem can be exploited for better
performance. However, when confronted with an adaptive, human-like attacker in IBL,
EXP4 struggled significantly. I believe moving from the experts’ static assumptions about
their respective exploits to a more realistic accounting of exploit attack probabilities will
improve EXP4’s adversarial capabilities.

This work naturally answers my third research question:

Q3. How well will cognitive models evaluate and learn with complex vulner-
abilities?

For the defensive side, the IBL cognitive model defender performs poorly because the
defenders get “starved” of knowledge as it struggles to detect attacks. On the attacking
side, the IBL attacker far outperforms the fixed random attacker because it receives much
more information about positive rewards.

For my fourth research question:

Q4. How much can we improve over naive non-combinatorial and linear
reward solutions for adversarial interactions with complex vulnerabilities?

By passing along the information of the bipartite structure of the problem to experts, we
can vastly improve the defensive capabilities of the MAB defenders for detecting complex
vulnerabilities in a stochastic setting, even quickly converging towards zero-regret. How-

ever, much more needs to be done to improve the results of the defenders when confronted
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with adaptive learning attackers.

6.8.1 Applications

I focus on the DCS-CV problem with regard to intrusion detection in an airport Wi-Fi,
but there are other applications where Bipartite Edge Detection appears.

The DCS-CV problem emphasizes the low-level detection of vulnerabilities, however,
we can consider higher-level attack graphs as well. Attack graphs are typically generated
through network analysis tools and demonstrate steps required for more complex attack
campaigns like a denial of service attack [80]. Instead of modeling a decoy configuration
with lower-level features like applications, we can consider our Decision Set D to represent
various honeynet configurations and through attack graphs, the Exploit Set E consists of
high-level attacks like denial of service attacks, distributed denial of service attacks, data
exfiltration campaigns, and more. The problem then becomes selecting which honeynet
configuration provides the best sandbox to discover the most about attacker intentions and
capabilities.

Another possible setting is in software testing. Traditional software testing requires unit
testing, which tests individual software modules or units for internal bugs. Less common,
but still well-known is combinatorial software testing. In particular, pairwise testing in-
volves combining pairs of software units together to discover bugs that might arise between
multiple units. This form of combinatorial software testing is much more taxing with a
much larger search space and likely yields diminishing results, however, numerous bugs can
be discovered as software units are combined together [89].

As demonstrated by Kuhn et al., in a software application with large amounts of com-
ponents or units, checking every possible combination of features can infeasible due to
combinatorial explosion. However, only considering every pair or triplet drastically reduces
the entire search space and typically covers about 90% all vulnerabilities found in appli-
cations. However, some vulnerability interactions may only arise with specific inputs and

even software pairs may need to be tested multiple times as with combinatorial software
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fuzzing [102, 38, 140, 63, 30]. Formulating a problem of combinatorial software testing can
be done by modeling it as a non-combinatorial Bipartite Edge Detection problem. In this
case, the Decision Set D includes combinations of software units (perhaps some subset of
pairs and triplets) and the Exploit Set F then forms the individual bugs. Notably, here,
the bandit would have no knowledge of the exploit set £ and would discover it over time.
The decision-maker then strategically selects software unit combinations as its decisions
and receives a reward if a crash occurs during runtime execution. Notably, MAB solutions
typically try to “exploit” and pick the same best arm as frequently as possible, but this
modeling would fall more under a pure exploration bandit problem where once an edge is

successfully detected, the decision-maker may not want to dwell on the same configuration.

6.8.2 Discussion on Deployment of Model

All the work in this dissertation from the modeling to the simulation operates on a high-level
abstraction. I would like to briefly discuss the elements that would need to be addressed
to begin the implementation process for emulation or in the wild like in an emulation
environment such as the Cybersecurity Deception Experimentation System (CDES) [7].
First is the notion of discrete intervals found in MAB problems. In my results, I present
the finding that EXP4 quickly reached zero-regret by 400 rounds, but a natural question is:
what is the timescale of a round? Ultimately, with any real-time system like cybersecurity,
you may need to discretize time slots. Ultimately, for the DCS-CV model, it depends
on how often a network administrator would want to change their decoy configuration. I
imagine for the original example of a public Airport Wi-Fi, the timescale would operate
on the order of hours as realistically a person might log on for an hour and then board
their flight afterward. In a smallish setting, this would suggest a defender optimizing over
a couple of weeks. When combined with the fact that cyber decoys are not the only forms
of defense, but can be added on top of any existing defenses, I think this is reasonable.
These bandits can also be slightly trained with a warm start prior to production, such as

passing some basic game theoretic analysis for an initial training period.
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I make a major assumption during my DCS-CV model that the defender has access
to some accurate satisfaction function F'(d;,e;). In practice, this would translate to the
honeypots having access to some classifier that can accurately detect and identify exploits
and their required features. This classifier does not need to fully understand the exploits but
rather only needs to detect if an exploit is the same or different from previously identified
exploits and accurately determine the required Boolean expressions of features to determine
the relationship to other decoy configurations. The construction of this classifier would
likely spin off into an entire research project of its own.

Lastly, one of the most important driving forces in reinforcement learning is observation
and reward. The observations should come from the classifiers which would likely stem from
the decoy’s log files. Through analysis of the log files, the decoy should recognize when
attackers are interacting with the decoy and for how long. These can be used to model
the reward. In my experiments, I simply modeled binary reward values (0 or 1), but these
can be scaled to account for how much time was spent interacting with the decoy or if the

exploits can be tied to specific CVEs, then the CVSS score could be a useful reward value.
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Chapter 7

Future Work

Throughout my dissertation, I have addressed and answered all of my research questions.
This work stands at the intersection of reinforcement learning, cognitive modeling, and
cybersecurity. Naturally, each of these domains has avenues to continue down in future
work. First, for reinforcement learning, there are areas for improvement in my EXP4
expert advice algorithm to allow for more dynamic modeling of the exploit probabilities.
I believe a combinatorial nonlinear bandit could also be developed that addresses Boolean
expressions directly, this would address the features directly rather than the macro view
of the Bipartite Edge Detection. Furthermore, investigating other logical frameworks like
temporal Boolean logic and fuzzy logic could prove useful for investigating more complex
attacks as seen in attack graphs. Investigating more intelligent adaptive attackers, such as
game theoretic attackers and bandit attackers.

For cognitive modeling, the agents can be improved upon through parameter tuning and
more work can be done to investigate why the IBL attacker performs so strongly against
the MAB defenders. These parameters can be fine-tuned to achieve the best performance
versus the defenders or even better: to most realistically match human behavior. A good
next step for validation would be to set up a playable version of this model for human
participants (as attackers and defenders) and compare how they interact in this setting.

For contributions to cybersecurity, the natural approach is to implement the DCS-CV
model in an emulation environment and evaluate these algorithms in a realistic environment
like CDES. Many of the abstract elements would need to be addressed and hammered out.
One of the major elements of the model would be to concretely identify what features

and exploits would be modeled. One approach to do this would be to take a subset of
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CVEs from the NVD and their respective CPEs as features and model a scenario that way.
Another, potentially easier way to model the Bipartite Edge Detection problem would be
to utilize attack graphs and model more complex attacks like denial of service attacks as

exploits.
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