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Abstract

Remote sensing using overhead imagery has critical impact to the way we understand
our environment and offers crucial information for scene understanding, climate change
research, disaster response, urban planning, forest management, and many other applica-
tions. At present, deep learning is increasingly used in remote sensing, but mostly borrow-
ing algorithms developed for natural images in the computer vision community. Specific
challenges arise while applying deep learning to remote sensing. These challenges include
issues related to the high dimensionality and limited labeled data, security and robustness
to adversarial attacks, and model generalization. In this thesis we focus on tackling these
key challenges.

We present an end-to-end framework to effectively integrate input feature subset se-
lection into the training procedure of a deep neural network for dimensionality reduction.
We show that our framework significantly improves performance on multispectral imagery
applications. We evaluate quantitatively the robustness of multispectral and hyperspectral
image-based deep learning models to adversarial examples. Our experiments show that
methods for generating adversarial examples designed for natural images are also effective
for remote sensing imagery. We also introduce a framework that integrates dimensional-
ity reduction, adversarial training, and a detector network that greatly improves models’
robustness without sacrificing performance.

We then present a novel network architecture which exploits conditional information to
improve generalization of deep learning models. Finally, we propose a new normalization
layer which facilitates transfer learning and improves performance across a great variety
of tasks. Local context normalization is a very efficient generalization of previous ones, it
is invariant to batch size, and it is well-suited for transfer learning and interactive systems.
This novel normalization layer provides state-of-the-art performance for the tasks of object

detection, semantic segmentation, instance segmentation, and aerial image labeling.

v
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Chapter 1

Introduction

Overhead imagery refers to remote sensing imagery acquired by special sensors hosted in
a satellite, aircraft, or UAV located above the Earth surface. These remote sensors collect
data by detecting the energy that is reflected from Earth. The collected images cover large
areas on the Earth’s surface, allowing us to see much more than we can standing on the
ground. Overhead imagery offers a rich and structured source of information at multiple
spatial and spectral resolutions. Overhead images, sensors, and processing systems have
applications in agriculture, geosciences, physics, disaster response, climate change studies,
environmental studies, and urban planing, among others. The development of new large
scale machine learning algorithms designed specifically for overhead imagery applications
has great potential to generate positive impact in people’s life.

In recent years, deep learning, which is a sub-field of machine learning that uses mul-
tiple layers of nonlinear processing units to learn data representations, is transforming
almost every industry. During the past few years, deep learning has produced ground-
breaking improvements in nearly every field that involves images, audio, or text as the
raw data due to both major algorithmic and hardware improvements. Deep learning is
extensively pushed by large Internet companies, such as Google, Amazon, Microsoft, and
Facebook and it is the first family of methods within machine learning that is truly domain
agnostic and does not require feature engineering.

In the wake of this success and thanks to the increased availability of high-quality re-
mote sensing data (e.g. the SpaceNet datasets and Planet labs imagery) and computational
resources, the use of deep learning is finally taking off for remote sensing image analysis.

In this context, deep learning has been used for some application cases, like land cover/use



classification [4, 5,16, 7,8, 9, (10, 11,12, |13} [14]. However, most of the work has been lim-
ited to borrowing algorithms and network architectures developed for other vision tasks to
apply them to remote sensing data. Innovative techniques and new learning algorithms de-
signed having the nature of this type of data in mind could have the potential to accelerate
progress in the field.

Better leaning algorithms for remote sensing data analysis could have a critical impact
in the way we understand our environment and lead to major breakthroughs in global urban
planning, climate change adaptation research, mapping, agriculture, disaster response, and
many other applications to greatly improve people’s lives.

In this thesis we aim to develop new machine learning methods well suited for over-
head image analysis. In particular, we focus on tackling the following three challenges that

emerge while using machine learning algorithms to solve overhead image-based tasks:

* High dimensionality issues. The very high dimensionality of overhead images and
the limited size of available labeled datasets limit the exploitation of deep learning
algorithms in this context. This is especially true for models trained on hyperspectral
and multispectral images. Deep neural networks trained using images with many
spectral bands tend to overfit [15]. To overcome high dimensionality issues while
still getting full advantage of deep learning technologies, we propose to perform

dimensionality reduction jointly with the model training process.

 Security implications. We study the security vulnerabilities of overhead image-
based machine learning models. Overhead imagery is heavily used for many highly
sensitive applications where robustness to adversarial attacks is very important, in-
cluding applications for mission planning, situational awareness, and target identi-
fication systems [[16} [17, [18, [19, ?, 120} 21, 22| 23]. These systems are especially
attractive targets for highly skilled and motivated attackers, and the consequences
of adversarial examples, which are malicious inputs carefully designed to fool a

machine learning system, in these domains could be catastrophic. In Chapter 4 of



this thesis, we evaluate quantitatively the robustness of overhead image-based deep
learning models on adversarial settings and develop models more robust to adver-

sarial attacks.

* Generalization and transferability. In many cases, overhead imagery is used in
remote sensing applications which aim at retrieving information from a huge area
(sometimes the whole Earth surface). Solving these tasks successfully requires
models that are sufficiently transferable [24]. A major issue with current overhead
image-based machine learning models is that models developed for a geographic
location do not work well when they are tested in other areas. In Chapters 5 and 6 of
this thesis, we work on improving the generalization and transferability of overhead
image-based machine learning models. Chapter 5 covers conditional networks as
take advantage conditioning information to improve model’s generalization. Chap-
ter 6, presents a new normalization approach to improve both performance and trans-

ferability of deep learning models.

1.1 Thesis Structure

This thesis is divided into three parts. The first part focus on the high dimensionality issue
which arise while learning machine learning models from multispectral and hyperspectral
imagery. After surveying related work and providing necessary background in Chapter
2, we focus on methods to overcome overhead imagery high-dimensionality issues while
training deep learning models. We present Integrated Learning and Feature Selection as
a method to overcome high-dimensionality issues while applying deep learning for multi-
spectral/hyperspectral overhead image analysis in Chapter 3.

The second part centers around the robustness of overhead image-based deep learning
models. Chapter 4 shows an analysis of the vulnerability of deep learning remote sensing
image-based models to adversarial examples. We also present methods to make those

models less vulnerable to white-box attacks and methods to detect adversarial examples in



this domain.

The last part of this thesis focuses on improving generalization and transferability of re-
mote sensing image-based models as well as its application to climate change and land-use
monitoring. Chapter 5 covers conditional networks, a family of neural networks which ex-
ploit conditioning information to improve model’s generalization. In chapter 6, we present
Local Context Normalization as a new normalization approach to improve performance
and transferability of deep learning models for semantic and instance segmentation, land
cover mapping, and iterative segmentation tools. Chapter 7 presents conclusions, discus-

sion and future research directions.

1.2 Thesis Contributions

The thesis includes algorithmic contributions to the fields of machine learning and remote

sensing. These contributions are:

1. We propose algorithmic solutions to integrate dimensionality reduction into tradi-
tional deep learning approaches to overcome high dimensionality issues in a more

suitable way for deep learning models [235]].

2. We evaluate quantitatively the robustness of overhead image-based deep learning

models on adversarial settings and develop models more robust to adversarial attacks

(25, 126]].

3. We present scalable algorithms and novel neural network architectures to improve
generalization and transferability of overhead image-based deep learning models

(27, 128].



Chapter 2

Deep Learning for Overhead Imagery

In this chapter we provide a general overview of previous work solving overhead image-
based remote sensing tasks and provide necessary background for following chapters. We
focus on approaches that use machine learning (and mostly deep learning) for the broad
task of pixel-wise overhead image classification. Other terms like semantic segmenta-
tion/labeling, overhead image labeling, and land cover/use mapping refer to similar tasks
in nature and would be used indistinctly thorough this thesis.

More formally if X represents an overhead image, overhead image labeling consist
of assigning a class label y from the set y = {y1, 42, ..., yx} to each pixel z; ;, where k
represents the total number of classes and 7, 7 represent spatial coordinates. One example
of this task is land cover mapping where each pixel x; ; from a high resolution overhead
image is required to be mapped to one of k£ land cover classes as shown in figure

By overhead imagery we refer to any type of image acquired by sensors hosted in a
satellite, aircraft, or UAV located above the Earth surface. This includes multispectral and
hyperspectral images (see figure and extends beyond visible light to any region of the
electromagnetic spectrum including Near (NIR), Short (SWIR), Medium (MWIR), and
Long Wave Infrared (LWIR).



Figure 2.1: Landcover mapping consists of assigning to each pixel x; ; from input image
X (left) a land cover class (right). In this example k is four, where blue represents water,

dark green forest, light green light vegetation, and brown represents man-made structures.

Pixel (x;, i) * pixel (x, i
) H | >
Wavelength Wavelength
Multispectral Hyperspectral

Figure 2.2: Multispectral vs hyperspectral images. Multispectral images are built by sev-
eral image channels at discrete and somewhat narrow bands while hyperspectral images

are built from contiguous ranges of wavelengths and often much more spectral bands [1]].

Figure modified from [2].



2.1 Convolutional Neural Networks: Architectures and

Key Components

In this section, we provide an overview of Convolutional Neural Networks (CNN) as the
main approach used while applying deep learning on overhead imagery.

Convolutional Neural Networks (CNNSs) are a class of neural networks which involve
the use of convolutions, instead of the matrix multiplications, in several layers, and are
commonly used for analyzing imagery. A standard CNN architecture for image analysis
tasks is composed of the following key layers types: convolutional layers, nonlinear ac-
tivations, normalization layers, pooling, and fully connected layers. Figure [2.3]shows an

example of a CNN architecture and the configuration of these different layers

2.1.1 CNN Layers

Convolution (conv) layers. For the case of 2D imagery, the convolution operation ap-
plied on input features X (h, z, 1), where (h, w) indicate the spatial location and i the input

channel, is defined in equation [2.1]
=X s K = ZZZX(m,n;i)K(h —m,w —n;l, 1) 2.1

where K ([, 1) is the convolution kernel of size m x n, associated with input channel 7 and
output channel [. In typical setups, multiple kernels are learned for each convolutional
layer. The key motivation of using convolutional layers is their ability to provide transla-
tion invariance with respect to the detected features. Furthermore, the much smaller size
of the kernels compared to the input also promotes parameter sharing and sparsity in terms
of connectivity, which also has a positive impact in terms of memory requirements. Two
additional parameters in the design of convolutional layers, besides the size of the kernel,

are the step size of its application (stride) and the method of handling the boundaries.

'Figure modified from shorturl.at/oEJXY


shorturl.at/oEJXY

Activation functions. Each feature generated by convolving the inputs from the pre-
vious layer with a kernel is then passed through a nonlinear function called activation
function. The majority of modern approaches use the Rectified linear unit, ReLU, which
essentially imposes a non-negatively constraint, ReLU (X) = max(0, z), and other ReLU
variants. Other popular activation functions include hyperbolic tangent (tanh), sigmoid,

softmax, and linear.

Dilated (atrous) Convolutions. Filters on convolution layers are contiguous. However,
it’s possible to have filters that have spaces between each cell, called dilation [29]. This
can be very useful in some settings to use in conjunction with O-dilated filters because it
allows to merge spatial information across the inputs much more agressively with fewer

layers.

Pooling. Pooling layers perform a downsampling operation along the spatial dimensions
(width, height). It is common to insert a Pooling layer in-between successive Conv layers
in a CNN architecture. Its function is to progressively reduce the spatial size of the repre-
sentation to reduce the amount of parameters and computation in the network, and to also
control overfitting. The pooling layer operates independently on every depth slice of the

input and resizes it spatially.

Fully connected. This layer basically takes an input volume (whatever the output is
of the conv or ReLLU or pool layer preceding it) and outputs an n_classes dimensional
vector where n_classes is the number of classes that the program has to choose from. It is

possible to replace fully connected layers with convolutional layers [30]].

Transposed convolution (deconvolution) layers. A requirement of CNN when applied
in problems such as land cover mapping is the increase in spatial resolution of a previous

layer, which has been tackled through a backward fractional dilated convolution layers [3]].
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Figure 2.3: Example of a CNN architecture for image classification and how different

layers are configure together.

Normalization. Many types of normalization layers have been proposed for use in CNN

architectures. We expand on this in Chapters 5 and 6.

2.1.2 Training and Optimization

The process of training a CNN consists on identifying the values for the kernel weights in
the convolution and potentially other layers. This involves two major design choices, the
selection of the appropriate loss function and the selection of the optimization process. The
fundamental algorithm for training deep neural networks is Stochastic Gradient Descend
(SGD) [31]]; however, variations of SGD such as the Adam [32] often offer similar or

better performance and lower computational cost.
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Figure 2.4: Example of a FCN variant for image segmentation using deconvolution layers.

Figure from [3]].

2.1.3 Popular CNN Architecture used for Overhead Image Labeling

U-Net, Fully Convolutional Networks (FCN) and their most recent variants are the most

common CNN architectures for overhead image labeling.

FCN [30]. FCN is built from locally connected layers, such as convolution, pooling
and upsampling. No dense layer is used in this kind of architecture which reduces the
number of parameters and computation time. Also, the network can work regardless of the
original image size, without requiring any fixed number of units at any stage, given that
all connections are local. FCN have a downsampling path to capture semantic/contextual
information and a upsampling path to recover spatial information where the upsampling
path is also learnt. We make use of FCN in chapters 3 and 4. Figure [2.4] shows an FCN

extension where transposed convolutions are used in the upsampling [3].

U-Net architectures. U-Net is a very popular CNN architecture for overhead image la-
beling. It was initially proposed for the problem of semantic segmentation in medical
images [33]. In the U-Net architecture, a symmetric design is followed where progres-
sively convolutional and max pooling layers are introduced leading to a very compact
representation of the input image (contracting path), which in sequence is expanded back
to the dimensions of the input by convolution and upsampling operators. We revisit U-Net

in Chapter 5.
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2.2 Overhead Imagery Availability and Large Scale Datasets

Recently, very large and ever-growing data volumes of overhead images have been becom-

ing available, often on a global scale.

2.2.1 Datasets

To train deep learning models with good generalization abilities, one needs large datasets.

We now review some standard datasets currently available to study overhead imagery.

DSTL Satellite Imagery Dataset [34]. The Defense Science and Technology Labora-
tory (DSTL) released a dataset of 1km x 1km satellite images for detection and classifica-
tion of the types of objects found in these regions at the pixel level. There are two types of
spectral imagery content provided in this dataset: 3-band images with RGB natural color
and 16-band images containing spectral information captured by wider wavelength chan-
nels. This multi-band imagery is taken from the Visible and Near Infrared (VNIR) (400
- 1040 nm) and short-wave infrared (SWIR) (1195 - 2365 nm) range collected using the
DigitalGlobe’s WorldView-3 satellite system. DSTL labeled 10 different classes:

1. Buildings: large building, residential, non-residential, fuel storage facility, fortified
building.

Misc: manmade structures.

Road

Track: poor/dirt/cart track, footpath, trail.

Trees: woodland, hedgerows, groups of trees, standalone trees.

A S

Crops: contour ploughing/cropland, grain crops (wheat, corn), row crops (potatoes,
turnips).

7. Waterway

8. Standing Water

9. Large Vehicle: large vehicle (e.g. lorry, truck, bus), logistics vehicle.
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10. Small Vehicle: small vehicle (car, van), motorbike.

Inria Aerial Image Labeling Dataset [35]. This dataset was introduced to test gener-
alization of remote-sensing segmentation models [35)]. It includes imagery from 10 dis-
similar urban areas in North America and Europe. Instead of splitting adjacent portions
of the same images into training and test sets, the splitting was done city wise. All tiles
of five cities were included in the training set and the remaining ones are used as test set.
In this work we refer to the test set as transfer set. The transfer set also has variation in
illumination, landscape, and time which makes it well suited to evaluate distribution-shift
generalization. The provided imagery comes orthorectified [35] and has a spatial reso-
lution of 0.3 m per pixel covering 810 km? (405 km? for training and 405 km? for the
transfer set) on an evenly spaced grid. Images were labeled for the semantic classes of

building and not building.

Zeebruges / Data Fusion Contest 2015 dataset [36]. In 2015, the Image Analysis
and Data Fusion Technical Committee of the IEEE Geoscience and Remote Sensing Soci-
ety (GRSS) organized a data processing competition aimed at 5 cm resolution land cover
mapping. To do so, the organizers provided both an RGB aerial image and a dense (65
pixels/m?) lidar point cloud over the harbor of Zeebruges (Belgium). The data are orga-
nized on seven 10, 000 x 10, 00 pixels tiles. All the tiles have been labeled densely in eight

land classes, including land use (building, roads) and objects (vehicles, boats) [37].

ISPRS 2-D semantic labeling challenge. [38]. The working group II/4 of the ISPRS
3-D Scene Reconstruction and Analysis provided a subdecimeter resolution data set over
the two cities of Vaihingen and Potsdam (Germany). The data are similar to those of the
Zeebruges data, with the difference that the height information is provided as a Digital
Surface Model (DSM) at the same resolution of the image data. Moreover, images are
provided with an infrared channel. The data set is also fully labeled into six classes,

including land classes (roads, meadows) and objects (cars). It also comes with a clutter
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class gathering all unknown objects. The Vaihingen data set comes with 33 tiles having
an average size of 2,000 x 3,000 pixels. Half the tiles come with labels. The other 17
tiles come with no labels, and participants must upload classification maps for evaluation.
The Potsdam data set comes with 24 labeled tiles (6,000 x 6, 000 pixels) and 14 unlabeled

ones. Both data sets can be obtained from [38]].

DeepGlobe [39]. The DeepGlobe dataset was created from DigitalGlobe Vivid+ satel-
lite imagery (2018) containing roads, buildings and landcover labels at resolution of 50

cm/pixel.

Spacenet [40]. Spacenet is a corpus of commercial satellite imagery and labeled training
data which consists of building footprints for various cities around the world at resolutions

ranging from 30-50 cm/pixel.

Chesapeake Land Cover [12]. This dataset contains high-resolution aerial imagery
from the USDA NAIP program [41], high-resolution land cover labels from the Chesa-
peake Conservancy [42], low-resolution land cover labels from the USGS NLCD 2011
dataset [43]], low-resolution multi-spectral imagery from Landsat 8 [44], and high-resolution
building footprint masks from Microsoft Bing [435]], formatted to felicitate machine learn-
ing research into land cover mapping.

Other sources of data includes cost free and for cost images from several satellites.
Sentinel satellites have already acquired about 25 PB of data freely available for everyone
since 2014. Planet Labs provides for cost daily overhead imagery from almost every place
in the world [46]]. Noisy labels for a variety of classes can be freely obtained from Open

Street Maps (OSM) [47]].
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2.3 Deep Learning for Remote Sensing

In the remote sensing community deep learning has been used for some application cases
like land cover/use classification with some promising results been achieved. In this sec-
tion we provide a review of previous work for hyperspectral and multispectral image ana-

lyis and high resolution overhead images.

2.3.1 Deep Learning for Multispectral and Hyperspectral Image Anal-

ysis and Current Challenges

The remote sensing community started using deep neural networks for multispectral and
hyperspectral image analysis in 2014 mainly as feature extractors for the tasks of land
cover/use classification. In [[10] authors used a stacked Auto-encoders (SAEs) to extract
hierarchical features in the spectral domain. Subsequently, in [11], the authors employed
Deep Belief Networks (DBN) with the same purpose. Similarly, Tao et al. [48]] used sparse
autoencoders (SAEs) to learn an effective feature representation from the raw data; then,
the learned features were used as input to a support vector machine (SVM) for pixel-wise

image classification.

Convolutional Neural Networks (CNNs). Makantasis et al. [9] exploited a two-dimensional

(2-D) CNN to encode spectral and spatial information, followed by a multilayer percep-|

performing the actual classification. In [49], the authors attempted to carry
out the classification of crop types using 1-D CNN and 2-D CNN. They concluded that the

2-D CNNs can outperform the 1-D CNNs, but some small objects in the final classification
map provided by 2-D CNNs are smoothed and misclassified. Following the developments
in 3-D CNNs [8]], in which the third dimension usually refers to the time axis, such archi-
tecture has also been employed in hyperspectral classification. In [S0], to allow a CNN to
be appropriately trained using limited labeled data, the authors present a novel pixel-pair

CNN to significantly augment the number of training samples. In a 3-D CNN, convolution
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operations are performed along spatial and spectral dimensions, while in 2-D CNNgs, they
are done only spatially. The authors in [/] use a supervised 3-D CNN-based model for

spatial-spectral classification.

Unsupervised learning. To allow less dependence on the existence of large annotated
collections of labeled data, unsupervised feature extraction is of great interest. The authors
of [6] proposed an unsupervised convolutional network for learning spectral-spatial fea-
tures using sparse learning to estimate the network weights in a greedy layer-wise fashion
instead of end-to-end learning. Mou et al. [S1,15] presented a network architecture called
a fully residual network for unsupervised spectral-spatial feature learning of hyperspectral

images.

Curse of dimensionality. Deep neural networks trained with many spectral bands tend
to overfit [[15]]. This is one the main issues preventing deep learning from wide adoption for
multispectral and hyperspectral image analysis. Researchers started to look into it using
deep learning approaches. In [52]], the authors proposed a self-improving CNN model that
combines a 2-D CNN with area fractional order Darwinian particle swarm optimization
algorithm to iteratively select the most informative bands suitable for training the designed
CNN. Santara et al. [S3]] discussed an end-to-end, band-adaptive spectral-spatial-feature
learning network to address this problem. We address this problem in chapter 3 by devel-
oping a novel framework that performs band subset selection and overhead image labeling

simultaneously and significantly outperforms previous approaches.

2.3.2 Deep Learning for High Spatial Resolution Overhead Images

and Current Challenges

Since early 2010, Mnih et al. saw the advantages of using deep neural networks for very
high resolution overhead images [54, 55, 156l]. They were able to greatly improve per-

formance for the task of road extraction/segmentation by using deep convolutional neural
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networks for structured prediction. One of the main issues back then while learning based
on overhead imagery was the fact that the labels available at large scale where very noisy.
Mnih and Hinton proposed a loss function that is robust to label noise and found that train-
ing a classifier on large amounts of this type of noisy data with a robust loss function can
potentially produce a much better detector than by using a much smaller set of accurate
labels [54, 56]].

Thanks to the enormous progress in the development of better neural network architec-
tures for structure prediction (30,33, 157], and the availability of new datasets [34} 35,39,
40, 42], we have seen a big improvement in the quality of the predictions. In mid 2015,
Robinson et al. where able to create the first land cover mapping of the United States [[12]]
using label super resolution [13]]. They point out that deep learning models are unable to
generalize across different types of geography or even across seasonality. This is the main
issue today while applying machine learning to overhead image analysis instead of label

noise. We tackle this problem of generalization in chapter 5 and 6 of this thesis.
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Chapter 3

Integrated Learning and Feature

Selection

The very high dimensionality of multispectral and hyperspectral images and the limited
size of available data sets for training limit the exploitation of this data source. Deep
neural networks trained with many spectral bands tend to overfit, which leads to weak
generalization capability [[15}158].

A common approach to reduce high dimensionality is to transform the data into a lower
dimensional space using methods like Principal Component Analysis (PCA) or Linear Dis-
criminant Analysis (LDA) [59,160]. However, these methods always change the meaning
of the original data as the features in the low-dimensional space are linear combinations
of the original bands. A second approach to dimensionality reduction for hyperspectral
and multispectral images is band selection, which selects a subset of the original bands.
Band selection techniques can be divided into two categories: supervised and unsuper-
vised [61]. Supervised methods aim to preserve the object information related to a target
function, which is known a priori [61} 162, 163, 164]], while unsupervised methods do not
assume any object information [65, 166, 67]]. Most previous band selection methods follow
a two-step procedure where an independent method is used initially to select a subset of
bands and then a learning algorithm is run using these bands as input.

In this chapter, we propose a new approach for dimensionality reduction that directly
integrates supervised feature selection with a deep learning classifier. We call this method
Integrated Learning and Feature Selection (ILFS). ILFS allows feature selection to be

optimized by the learning algorithm, and because information from bands that are not ul-
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timately selected is available during the learning process, it can improve performance. We
demonstrate that integrating feature selection into an end-to-end deep learning algorithm

greatly improves performance in multispectral image classification.

3.1 Integrated Learning and Feature Selection

We propose ILFS as a framework to automatically select the input features that are most
useful for the learning task. Dimensionality reduction is done simultaneously with learning
a model to solve the learning task. In the case of our semantic segmentation task, this
corresponds to choosing bands that will help a deep neural network better discriminate
objects in a multispectral image.

Let us consider [ as the input space with n features and let Z be the vector encoding
the selected features {z1, 2o, ... zx_1, 2x } (e.g., the bands in a multispectral image). We
define X to be the image that results from selecting features Z from /, and .J to be the cost
function of the network. To discover and select features that can discriminate objects more
effectively, we include the input feature selection in the learning process. To achieve this,
we compute the gradient of the loss with respect to the selected features using the chain

rule:

0J 970X

970X o7 (-1

3.1.1 Obtaining the Derivatives

To compute it is only necessary to backpropagate the loss from the last layer up to

(9X’

the input image. To obtain 2%, we compute 3= 8X - for each of the features in Z. While the

az’
bands in the high dimensional image are dlscrete, they are densely sampled, thus they can
be viewed as a continuous and differentiable space. We compute the values of fractional
bands using simple linear interpolation, which leads to piecewise constant derivatives (see

Figure [3.1). Thus, if we define H (I, z) to be the resulting image from selecting feature z
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3.1.2 ILFS Implementation Details

Our implementation of ILFS initially defines Z as a random vector with the bands selected.
We use this vector to obtain the image X from the input image / that has all bands. We
update the bands 10 times per epoch using gradient descent and an adaptive learning rate.
This is necessary to prevent premature convergence in the model. We use an initial learning

rate of 0.2 and decrease it exponentially after every epoch using exponential decay. We

update X every time 7 is updated.
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3.2 Experimental Setup

We evaluate our proposed approach using the DSTL Multispectral Satellite Imagery Dataset
presented in Chapter 2. ILFS can also be applied without any modification to hyperspectral

imagery as well.

3.2.1 Models

In semantic segmentation, we want to assign each pixel in the input image to an object
class. Most popular approaches to do semantic segmentation are based on Fully Convolu-
tional Networks (FCN) [30]. FCN are a type of Convolutional Neural Network architecture
for dense predictions that do not use any fully connected layers. This allows segmentation
maps to be generated for large images. Almost all subsequent state-of-the-art approaches
for semantic segmentation have adopted this paradigm [68), 169, [70].

We used Tensorflow to train different models of VGG-19-based FCN-8 for semantic
segmentation [30, [71]. We trained models both with and without using ILFS for dimen-
sionality reduction. We trained our deep network on the DSTL Satellite Image Dataset
using either RGB, VNIR, SWIR, or VNIR and SWIR channels as input. 10000 randomly
selected (without replacement) 224x224 patches were used for training, and 500 224x224
patches were reserved for testing. The models were trained on an NVIDIA Tesla GPU on
Amazon Web Services. All the models were trained for the same number of epochs on the

training set. A small batch size (4 patches) was necessary to fit the training set in memory.

3.2.2 ILFS Evaluation

We report performance results using mean intersection over union (mean IoU), a standard

metric for common semantic segmentation and scene parsing evaluations.

meanloU = (1/ngs) Z ng/(t; + Z Nj;i — Ni;) (3.3)
i J
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Figure 3.2: Performance Evaluation for Semantic Segmentation on the DSTL dataset. All
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of the models were trained on the same deep neural network architecture (VGG19-based
FCN-8) for the same number of epochs. For RGB we trained using only the three RGB
bands as input. For VNIR, we trained with all of the bands from the visible and near-
infrared (VNIR) region of the spectrum. For VNIR + SWIR all of the available bands
were used as input while training. ILFS 1, 2, ..., 7 show the results when ILFS is used to

pick 1, 2, 3,4, 5, 6, and 7 input features, respectively.

where n;; is the number of pixels of class i predicted to belong to class j, there are n;

different classes, and ¢; = > | ;i M is the total number of pixels of class i.

3.3 Results

3.3.1 ILFS Significantly Improves Performance

Figure[3.2]presents the results of training models for semantic segmentation using different
inputs, including ILFS used to select different numbers of input features. Performance
is measured using the mean IoU. All of the models used the same network architecture
(VGG19-based FCN-8) and the same number of training epochs. The results show that
ILFS improves performance by up to around 25% over the best model without ILFS. All
ILFS models with more than 2 features beat all of the non-ILFS models. Hyper-parameters

were fine-tuned for ILFS 3 and then used for the other experiments. Improvement in
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performance could be obtained by fine-tuning hyper-parameters for every model. The
intuition for the improved accuracy is that ILFS allows the network to find a combination
of bands (including interpolated bands) that allow for better discrimination of the objects
in the scene while the smaller feature space prevents overfitting of the training data.
Another advantage of ILFS with 3 features is the feasibility of doing transfer learning.
Training a deep neural network from scratch may not be feasible for various reasons: a
dataset of sufficient size may not be available, or reaching convergence can take too long,
or the memory requirement may be too high for the available hardware. Even if training a
network is feasible, it is often helpful to start with pre-trained weights instead of randomly
initialized weights. Here we can use a model previously trained on RGB for a similar task
to initialize the weights and selected features and then continue the training using ILFS
3. Yosinski et al. showed that transferring features even from distant tasks can be better
than using random initialization, taking into account that the transferability of features

decreases as the difference between the pre-trained task and the target one increases [72].

3.3.2 ILFS Visualization

For ILFS 3 it is possible to display a false color image of the selected bands. This allows
the user to visualize what the network has learned and determine if it is a good set of
discriminative channels or bands. Figure [3.3shows the true color image of one portion of
the data cube and the corresponding false-color image of the features obtained from ILFS
3. This output is very similar to what is known as spectral indices in remote sensing. We
can visually discriminate classes (e.g., vegetation is bright white), which may be useful

for human analysts as well.

3.4 Chapter Summary and Conclusions

We introduced Integrated Learning and Feature Selection (ILFS) as a framework for di-

mensionality reduction of high dimensional imagery through supervised feature subset se-
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(a) RGB Visualization (b) False Color ILFS 3 Visualization

Figure 3.3: ILFS 3 Visualization. We see similar results to what is known as spectral

indices in the remote sensing community, and can visually discriminate classes.

lection using gradient descent on the input space. ILFS not only reduces data dimensional-
ity but also improves performance on deep neural networks for high dimensional imagery
applications. While we demonstrated ILFS here for band selection, this technique could
be adapted to any learning task where the bands or channels of the input image are densely
sampled. We show results on multispectral pixel-wise image classification, however the
propose approach should be applicable to hyperspectral images as well.

In the following chapter we will start exploring the robustness of this machine learning

models on adversarial settings.
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Chapter 4

Building Robust Overhead Image-based
Models

It has been shown that machine learning models based on RGB images are often vulnerable
to adversarial examples [73, 74, 75,76, [77]. Adversarial examples are inputs maliciously
constructed to induce errors by machine learning models at test time. This represents a
new attack vector against systems that rely on machine learning models for critical func-
tions (e.g., facial recognition to establish identity, among many others). Researchers are
working towards developing defenses against attacks on RGB-based classifiers and have
proposed numerous strategies to train models that are more robust to adversarial exam-
ples or to detect adversarial examples [78, 79, 180, 81} 82]. However, they have frequently
been found to be vulnerable to other types of attacks, or come at the cost of decreased
performance on clean inputs [83 84, 85, 186, 87, 182].

Many highly sensitive applications of remote sensing and image analysis rely on more
sophisticated imaging technologies that go beyond RGB. Such applications include screen-
ing systems in airport security, military applications of satellite imagery for mission plan-
ning, situational awareness, surveillance, night vision systems, thermal sensors, and target
identification systems [[16} 17, 18, 19,20, 21} 22, 88]. These systems are especially attrac-
tive targets for highly skilled and motivated attackers, and the consequences of adversarial
attacks on learning algorithms in these domains could be catastrophic. However, we are
not aware of any previous work that focuses on adversarial examples for machine learning
with non-RGB images.

We present the first rigorous study of the robustness of non-RGB image-based sys-

24



tems (VNIR, SWIR, Panchromatic) against adversarial examples for the task of semantic
segmentation. We show that it is not only feasible to generate deceptive examples for
machine learning models based on non-RGB images, it is easier in a sense than attacking
models for RGB images. However, we show that performing band selection using ILFS
can substantially improve the robustness of machine learning models against these adver-
sarial examples. ILFS limits the attack surface by reducing the number of features that can
be modified by an attacker to induce errors, and does so in an unpredictable way. ILFS
also forces the model to perform well when there is uncertainty in the input space because
the input changes throughout the learning process.

We also introduce a detection network that uses domain knowledge information to
effectively detect adversarial examples. Finally, we propose a framework that integrates
input subset feature selection, adversarial training, and a detector network to drastically

improve the robustness of the models without sacrificing performance.

4.1 Adversarial Examples Beyond RGB

The objective of adversarial learning is to find a perturbation ¢ that when added to an input
X changes the output of the model in a desired way. The attacker tries to keep £ small
enough such that when it is added to X to produce X% = X + ¢ the difference between
XAY and X is almost imperceptible.

We denote by the function fy a deep neural network with parameters 6. fp(X) is the

true ;

output of fy, and y*"" is the corresponding ground-truth label. In this work, X is an image,

fo(X) is the conditional probability p(y|X; ) encoded as a class probability vector, and
true

y'"¢ is a one-hot encoding representation of the class. J(fp(X),y""¢) is the classification

loss function. We assume that J is differentiable with respect to 6 and with respect to X.
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(a) Clean Input (b) Adv. Example (c) Amplified Perturbation

(d) Ground-Truth (e) Pred. Clean (f) Pred. Adversarial
Figure 4.1: An adversarial example generated with [,,-norm of 4. (a) RGB of the origi-

nal image (b) RGB representation of the adversarial examples obtained using the Iterative
FGSM 11 method (c) the amplified noise added to the original image (d) the ground-truth
image (e) the model prediction when the original image is the input (f) the model predic-

tion when the adversarial example is the input.
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(a) True Color Input (b) Pred. Clean (c) Pred. Adversarial
Figure 4.2: Dynamic Adversarial Perturbation for HSI Semantic Segmentation attack.

4.1.1 Methods to Generate Adversarial Examples

We tested the following attack methods:

Fast Gradient Sign Method (FGSM): Goodfellow et al. [73] proposed a fast single-
step method for computing untargeted adversarial perturbations. This method defines an
adversarial perturbation as the direction in image space that yields the greatest increase in
the linearized cost function under L., norm with the perturbation bounded by the param-
eter €. This can be achieved by performing one step in the gradient sign’s direction with
step-width e:

XA = X + esign(A,J(fo(X),y™™)) (4.1)

This method is simple and computationally efficient compared to more complex meth-

ods but it usually has a lower success rate [[74]].

One-step Target Class Method (FGSM 1l): Kurakin et al. [89] proposed an alter-
native approach to FGSM that maximizes the conditional probability p(y'"9¢|X) of a

specific target class '*"9°* which is unlikely to be the real class for the input image X.
XA = X — esign(D, T (fo(X), 7)) 4.2)

As proposed in [89], we choose the least likely class predicted by the model as the
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target class g'"9¢t,

Basic Iterative Method (Iterative FGSM): [[74, |82]] This is an extension of FGSM in
which FGSM is applied multiple times with a small step size, , and clip pixel values of
intermediate results after each step to ensure that they are in an e-neighbourhood of the
original input:

X=X,
X = Clipx, e (X + asign(DaJ(fo(X ), y™))} (4.3)

This increases the chance of fooling the original network. In this work, as in [89], we
used @ = 1, which means that we changed the value of each pixel by 1 on each step. We
set the number of iterations to be min(e + 4, 1.25 * ¢).

Clipx, e(A) refers to the element-wise clipping of A, with A; ; clipped to the range
[Xi; — €, X;,; + €|. This guarantees that the max [.,-norm of the perturbation is never

greater than e.

Iterative Least-Likely Class (Iterative FGSM 11) [/4] is a stronger version of FGSM
11. In this case the target class is set to be the least-likely class (y") predicted by the network
to fool:
X" =X,
X{i‘ﬁ” = Clipx, e{ X" — asign(A. J(fo(X2™),4'"))} (4.4)

we used o = 1 and the number of iterations was set to min(e + 4,1.25 x €).
These attacks were all originally proposed in the context of RGB image classification,

but they have been adapted to semantic segmentation [90, 91} 92, 93], object detection
[93]], and other tasks.
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Dynamic Adversarial Perturbations for Semantic Segmentation: For semantic seg-

mentation, the loss function is a sum over the spatial dimensions of the ground-truth.

T(fo(X),y) = 1nmPiz Y Jas(fo(X)ij, vij) (4.5)

(ij)eX

Metzen et al. [92] describes an adversarial example for semantic segmentation as an input
Taay for fy such that J,(fy(X),y"") is minimal without making perceptible changes to
the input. In the context of multispectral and hyperspectral images in addition to keeping
the spatial information almost identical to the input, the spectral signature of every pixel
should be preserved. Otherwise, experts could identify the perturbations by just looking
at the spectral information. Real world scenarios in remote sensing may consist of an
adversary trying to hide certain kind of object. We assume that the adversary has access
to the model fy and can use y*"°? = f,(X) as an initial step, and he would like to keep
y'9t as similar as possible to y”*? to avoid attracting the attention of humans monitoring
the system. To accomplish this Metzen et al. proposed assigning to the target class the
predicted output for all the pixels in the background (X,) (the ones you are not looking
to hide) and filling the gaps of the objects trying to hide (X,) by interpolating pixels in the
background using a nearest-neighbor heuristic. We follow the same idea for y*" in this
work.

Given 3", adversarial examples to hide objects while making the spatial and spectral

changes imperceptible can be obtained using the following formulation:

Jo(fo(X),y) = VnmPiz{w Y Jus(fo(X)ij yi]")

(3,)€Xo (4.6)
Z Jcls f@ zy; y:‘}qt}
(l])Gng
X" =X,
Xf:ll” = Clipx, € {XZ-Ad“ — o sign(Ast(fg(de”), ¥} 4.7
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4.1.2 Attacks Used

We used the FGSM, FGSM 11, Iterative FGSM, Iterative FGSM 11, and Dynamic Adversar-
ial perturbations for Semantic Segmentation attacks. The attacks were generated with [,
norms of 2, 4, 8, 16, and 32, which corresponds to allowing increasingly more perceptible

changes to the original image.

4.1.3 Robustness Evaluation

The mean Intersection over Union (mean IoU) is the primary metric used for evaluating
semantic segmentation. However, as the accuracy of each model varies, we adopt the
relative metric used in [94] and measure adversarial robustness using the mean IoU Ratio.
The mean IoU Ratio is the ratio of the network’s IoU on adversarial examples to that for
clean images computed over the entire dataset. A higher mean IoU Ratio implies more

robustness.

4.1.4 Non-RGB Image-Based Models are Vulnerable to Adversarial

Examples

Figure {.1] shows an example of an attack on a multispectral model using the Iterative
FGSM 11 with an [,,-norm of perturbation of 4. To visualize the results we show the
true color composition for the multispectral clean and adversarial input. The difference
between the clean and the adversarial input is visually imperceptible, but the predictions
of the model are totally different. FGSM, Iterative FGSM, FGSM 11, and Iterative FGSM
1l attacks try to cause the model to make as many mistakes as possible. The main issue
with these attacks is that in real life scenarios totally disassociated with the real classes
will make the attacks obvious. Attackers will likely prefer attacks like the one shown in
Figure 4.2] This attack can be used to hide specific classes and/or objects from the scene
while giving as output a prediction that is as close as possible to the real prediction. Figure

4.2 shows how we successfully hid a tree for the adversarial prediction.
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Figure 4.3: Robustness of multispectral image-based models to adversarial examples. We
observe that models trained on high dimensional images are even more vulnerable to ad-

versarial examples than RGB image-based models for white box settings for all four tested

attacks.
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Figure shows the mean IoU ratio as a measure of the robustness of the trained
models to adversarial examples obtained in a white box setting with different /,,-norm
of perturbation (2, 4, 8, 16, 32). From Figure 4.3| we can see that multispectral image-
based models are vulnerable to adversarial examples. In fact, it is even easier to fool those
models in a white box setting, as they produce lower mean IoU ratio than RGB models
for the same amount of perturbation. The intuition behind this result is that with high

dimensional images an attacker has more information to manipulate.

4.1.5 Non-RGB Adversarial Examples in the Physical World

Adversarial attacks have proven to be successful in the physical world as well [77, 95]].
Adversarial examples in the physical world are normally accomplished by printing the
color image of the adversarial examples. To test this, we generated adversarial examples
against an RGB image-based semantic segmentation model and used those adversarial
examples to modify the RGB part of the input images sent to the model trained on both
Visible Near Infrared (VNIR) and Short Wave Infrared (SWIR) images. This is an attempt
to study attacks in settings where the attacker is constrained in the information that can
be manipulated. In the physical world, modifying RGB is trivial, but modifications in
other regions of the spectrum like near infrared are more difficult because other physical
conditions like the temperature of the objects need to be manipulated as well. Figure
provides evidence that this type of attack will not be successful when attacking models

that include more spectral information.

4.1.6 Spectral Signature of Adversarial Examples

It is possible to obtain the spectral signature of the different materials from high dimen-
sional imagery. Figure 4.5|shows the mean reflectance for the pixels belonging to the class
“standing water” for the clean input images and adversarial examples crafted using dif-

ferent [,.-norm of perturbation for two different attacks. Figure 4.5|offers an intuition for
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Figure 4.4: Attacks in the Physical World. For these set of attacks, the attacker can only

manipulate the visible region of the spectrum.
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Figure 4.5: Spectral Signature of Adversarial Examples. Larger [,,-norm produces more
drastic changes to the spectral signature of the class.

what the attack is doing on the input image. Larger [.-norm perturbations produce more
drastic changes in the spectral signature of the class. This could be exploited to actually

detect these adversarial perturbations.

4.1.7 1ILFS as a Defense to Adversarial Examples

To test the robustness of ILFS to adversarial examples, we attacked ILFS models obtained
selecting different number of features with four attack methods and different /.,-norm
of perturbation. We use the mean IoU Ratio as a metric to compare robustness between
ILFS models and models trained in the traditional way on RGB, VNIR, VNIR + SWIR
regions of the spectrum. Figure [4.6|shows that, in general, ILFS models not only achieve
better performance on clean inputs but are also more robust to adversarial examples as
their mean IoU ratio is consistently higher. This is particularly the case for all /,,-norm of
perturbation smaller than 32. When the [,,-norm of perturbation is 32 the margin between
the most and least robust model is smaller as none of them perform well. For /,,-norm of
32 the perturbations are visually obvious and the spectral signature of the different classes
is drastically modified (see Figure [4.3) which will not represent acceptable adversarial

examples. Moreover, as expected, the Iterative FGSM 11 attack is more powerful at fooling
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Figure 4.6: ILFS as a Defense to Adversarial Examples

networks than single-step FGSM for non-RGB image-based models.

We trained a model using the output bands from ILFS 3 as a fixed input and compared
its robustness with the model trained using Integrated Learning and Feature Selection.
Figure shows that the model trained on fixed inputs is less robust. This supports our
hypothesis that as ILFS keeps changing the input space during training, ILFS forces the

network to perform well even when the input is maliciously modified.

4.2 Detecting Adversarial Examples

Soil moisture information is one indicator of drought. Remote sensing techniques are able
to record accurately the conditions of soil moisture in a large area by using a wetness

index. We define a wetness index as follows:
wetness = bswir2=bswird where b, . 5 is the image channel corresponding to the wave-

bswir2+bswi7‘4

length 1550-1590nm and by,,;4 is image channel corresponding to the wavelength 1710-

1750nm
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Figure 4.8: Detector Network Architecture. Numbers on top of arrows denote the number
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notes softmax and Dens a fully-connected layer. Spatial resolutions are decreased by MP.

All convolutional layers have 3x3 receptive fields and are followed by batch normalization

and rectified linear units.
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Table 4.1: Detection Performance

Wetness-based Detector Network Accuracy

Attack e=2 =4 =8 e=16 =32
FGSM 0.84 0.99 1.00 1.00 1.00
FGSM ITER 0.94 0.99 1.00 1.00 1.00
FGSM 11 0.83 0.99 1.00 1.00 1.00

FGSM 11 ITER 0.95 0.99 1.00 1.00 1.00

The wetness index tends to be uniform among the objects in the scene so even small
perturbations on different directions are easy to distinguish. Figure 4.9] shows how the
“noise” is definitely noticeable to human eyes in the SWIR wetness index. To exploit
this fact we augment the semantic segmentation network by adding a detector subnet-
work, which branch off the main network after the input layer and produce an output
Padv € [0, 1] which is interpreted as the probability of the input being adversarial. We
call this subnetwork detector network and train it to classify the network inputs into being
regular examples or examples generated by a specific adversary. For this, we first train the
segmentation networks on the regular (non-adversarial) dataset as usual and subsequently
generate adversarial examples for each data point of the train set using the FGSM method
discussed previously with ¢ = 8. We thus obtain a balanced, binary classification dataset
of twice the size of the original dataset consisting of the original data (label zero) and the
corresponding adversarial examples (label one). From the resulting dataset we obtain the
images corresponding to the wetness index of both clean and adversarial data. Then, we
freeze the weights of the segmentation network and train the detector such that it mini-
mizes the cross-entropy of p,q, and the labels. Figure .8 shows the architecture used for
the detector network.

Table shows the detectability of different adversaries for the proposed detector

network. Even though the detector was trained using adversarial examples from a specific
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Green Band Adv. Vegetation Index Adv. ~ Wetness Index Adv.

Figure 4.9: Top images are clean. Bottom Images are obtained from an adversarial exam-

ple. Adversarial noise is noticeable on images obtained using the wetness index
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attack and a specific norm of perturbation it is able to generalize to other attacks. For a
perturbation greater or equal to 8, the detector networks always detect the attacks. It is
important to mention that for our experiment we assume a static adversary, which means

that the adversary only has access to the classification network but not to the detector.

4.3 Improving ILFS Robustness through Adversarial Train-
ing

Adversarial training increases robustness by augmenting training data with adversarial ex-
amples. Madry et al. [82]] showed that adversarially trained models can be made robust to
white box attacks if the perturbation computed during training maximize the model’s loss.
We used the obtained adversarial examples from the previous section to augment the orig-
inal DSTL training set. Then, we retrained the FCN-8 model for semantic segmentation
using ILFS and the augmented dataset. This forces ILFS to choose not only the bands that
will help a deep neural network to better discriminate objects in a multispectral image,
but to choose also bands less sensible to adversarial perturbations. Figure shows the
mean [oU ratio as a measure of the robustness of the trained models to adversarial exam-
ples obtained in a white box setting with different /,.-norm of perturbation (2, 4, 8, 16,
32). From Figure we can see that multispectral image-based models trained using

ILFS and adversarial training are more robust to adversarial examples.

4.4 Proposed Framework

As final framework for semantic segmentation of multispectral images we propose to com-
bine the proposed adversarial detector network with a network trained using ILFS and
trained with a training set augmented using adversarial examples. Figure @.10] shows that
most of the mistakes made by ILFS occur when the perturbation is bigger than 8. The

adversarial detector network always detects adversaries with a perturbation bigger than 8.
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Because of that, both defense mechanisms complement each other producing a very robust

model.

4.5 Chapter Summary and Conclusions

We have shown what, to the best of our knowledge, is the first rigorous evaluation of the
robustness of non-RGB image-based machine learning models to adversarial attacks. We
showed that known methods to produce adversarial attacks for RGB images generalize to
fool non-RGB image-based models with very little or no modifications. In fact, it is even
easier to fool this type of systems because more information can be modified.

We showed that applying IFLS increases robustness to adversarial examples in the high
dimensional semantic segmentation problem, considering four state-of-the-art attack algo-
rithms. We have also proposed an adversarial detection network that successfully detect
attacks coming from static adversaries using four attack algorithms. Detecting adversarial
examples works surprisingly well given that the detectability is above 83%. We showed
that ILFS defense could be improved by doing adversarial training while selecting the
bands. We proposed a framework that integrates the detector network and ILFS trained
using adversarial training to obtain more robust models.

In the following chapters we tackle one the generalization and transferability issues

which raise when we start applying machine learning models to overhead imagery.
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Chapter 5

Conditional Networks: Leveraging
Conditioning Information to Improve

Generalization

In this chapter we tackle the geographic generalization issue which often happens on over-
head image-based machine learning models in real world applications.

As mentioned in the first chapter of this thesis, deep learning has achieved great suc-
cess in many real-world applications in the past few years. However, training supervised
deep learning models requires large-scale datasets [96]]. Collecting and annotating datasets
which represent a sufficient diversity of real-world test scenarios for every task or domain
is costly and time-consuming. Hence, sufficient training data may not always be available.
This is particularly true for overhead imagery; we have data from almost everywhere on
earth, however, labeled data is scarce. Due to many factors of variation (e.g., weather,
season, daytime, illumination, view angle, sensor, and image quality), there is often a
distributional change or domain shift that can degrade the performance in real-world ap-
plications [97, 98| 99]. Applications on remote sensing and Earth observation, such as
land cover mapping, constantly suffer from distributional shifts because of atmospheric
changes, seasonality, weather and other variations which translate to unexpected behavior
at test time [24), [12]].

Different methods to address the problem of covariate shift in transfer learning settings
[100,97,101] have been proposed in the literature. They consider the case where only the

input distribution p(x) differs across domains, while the output (given input) conditional
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Figure 5.1: Conditional U-Net Network Architecture

distribution p (y|x) stays unchanged. A major issue with this approach is that the condi-
tional distribution p (y|x) assumption might not be true under many real-world cases.

In this work, we present a novel neural network architecture to increase robustness to
distributional changes. Our framework combines conditional computation [102, 103,
with a task-specific neural architecture for better domain shift generalization.

One key feature of this architecture is the ability to exploit extra information, often

available but seldom used by current models, through a conditioning network. This re-

sults in models with better generalization, better performance in both independent and|

fidentically distributed (1.1.d.)| and non- settings, and in some cases faster conver-

gence. We demonstrate these methodological innovations on an aerial building segmenta-
tion task, where test images are from different geographic areas than the ones seen during
training [35]. We also found conditional networks to be a generic framework that allows

better generalization in other tasks and domains including classification and segmentation
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of histopathology images as well, but we would rather focus on the overhead imagery
application in this chapter.

We summarize our main contributions from this chapter as follows:

* We propose a novel architecture to effectively incorporate conditioning information,
such as metadata in the form of latitude and longitude, season, or any other source

of information available.

* We show empirically that our conditional network improves performance in the task

of semantic segmentation and sometimes improves convergence.

* We study how conditional networks improve distribution shift generalization and

allow fast adaptation.

5.1 Background

Self-supervised learning. Self-supervised learning extract and use available relevant
context and embedded metadata as supervisory signals. It is a representation learning
approach that allow us to exploit a variety of labels that come with the data for free. To
make use of this much larger amount of unlabeled data, one way is to set the learning
objectives properly so as to get supervision from the data itself. The self-supervised task,
also known as pretext task, guides us to a supervised loss function [106, [107, 108, [109]].
However, in self-supervised learning we usually do not put emphasis on the performance
on this auxiliary task. Rather we focus in the learned intermediate representation with the
expectation that this representation can carry good semantic or structural meanings and
can be beneficial to a variety of practical downstream tasks. Conditional networks can
be seen as a self-supervision approach in which the pretext task is jointly learn along the
downstream task.

Our proposed modulation of a segmentation architecture based on an intermediate rep-

resentation of an auxiliary network can also be seen as an instance of knowledge trans-
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fer [110, 1111, 1112]. Because the auxiliary network has an additional task signal — predict-

ing metadata — information about this task can be transferred to the segmentation network.

Conditional Computation. Ioffe and Szegedy originally designed [Batch Normalization|

(BN)| as a technique to accelerate the training of deep neural networks by reducing the
internal co-variate shift [113]. normalizes the feature maps of a given mini-batch
B={F; . }ff:1 of N training samples as described in Equation v. and [, are trainable

scale and shift parameters, introduced to keep the representational power of the original

network, and € is a constant factor for numerical stability.

Fn,c,h,w - ]EB [F,C,~,.]
VVarg[F . |+¢€
De Vries et al. introduced [Conditional Batch Normalization (CBN)| as a method for

BN (Fy e hwlVes Be) = Ve + B, (5.1)

language-vision tasks in [104} [105]. Instead of learning +. and /3. in Equation[5.1] directly,
defines them as learned functions 3, . = (.(¢,) and ¥, = 7.(¢») of a conditioning
input ¢,. Note, that this results in a different scale and shift for each sample in a mini-
batch. Scale (v,,.) and shift (3, .) parameters for each convolutional feature are generated
and applied to each feature via an affine transformation. Feature-wise transformations fre-
quently have enough capacity to model complex phenomena in various settings [102]]. For
instance, they have been successfully applied to neural style transfer [[103]] and visual ques-
tion answering [[105]]. This kind of conditional computation scheme is not tied to the type
of normalization used. Wu and He recently proposed Group Normalization (GN| [114]).
divides feature maps into groups and normalizes the features within each group. [GN]|
only uses the layer dimensions and its computation is independent of batch size. In this

work, we also study the use of conditional computation on Group Normalization and refer

to it as [Conditional Group Normalization (CGN)|
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(d) Input (e) AMLL U-Net (f) Fully Cond. U-Net

Figure 5.2: Qualitative Results. (a) Input from Tyrol East city, (b) AMLL U-Net segmen-
tation results for (a), (c) Fully Conditional U-Net CGN segmentation results for (a), (d)
Input from Bellingham city, (e) Fully Conditional U-Net CGN segmentation results for
(d), (f) Fully Conditional U-Net CGN segmentation results for (d).
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5.2 Formulation and Network Architecture

5.2.1 Problem Abstraction

We first establish notation. Let (xn)fl\;l represent the training images. Each image x,, is
associated with a corresponding label for the task of interest, y,,. From now on we refer to
the task of interest as main task.

Available extra annotation is denoted by ¢,,. This is commonly present for overhead
imagery where abundant metadata is available. An auxiliary conditioning network learns
an embedding z,, of the input image, which is used to predict ¢,, and to modulate layers of
the main task network. There is flexibility in the choice of ¢,,. For example, in the building
segmentation problem — revisited in Section [5.3.2]- ¢,, could be anything from the name
of the neighborhood, its geographic coordinates or a flag indicating whether it is urban or
rural.

Given a particular input image x,,, we adapt our segmentation mask ¥, depending on
the structure of z,. Effectively, this allows the model to learn a family of regressors, pa-
rameterized by z,,’s. Each member of this family is then free to adapt to its contextual z,.
The representations z,, must be learned and we propose to guide the learning by the aux-
iliary task of predicting the metadata ¢,,. To encourage this, we train an auxiliary network
to predict the metadata ¢,, given z,, and use intermediate high-level features Z (z,,) as a
proxy for z,. This way of leveraging the additional information indirectly is an important
piece of the proposed architecture, since using the raw ¢,, is not useful for generalization.
Consider the example of building segmentation discussed in Section [5.3.2] where we use
geographical coordinates as extra information. Imagine the model is presented with an im-
age from a new city, which might have features that are visually similar to cities from the
training set, but has very different coordinates. If we conditioned on the location alone, we
would not be able to generalize to this new city. Another important property of leveraging
metadata like this is that we do not need access to ¢,, at test time.

Learning Z (x,,) in this way can give useful hints to the main task network. For exam-
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ple, if we know we are in a city (target label ¢,,) with a certain visual characteristic such as
predominantly smaller buildings, we can assume that this will be captured by 2 (z,,). This
yields a useful prior for the segmentation task as the labeled regions (in the segmentation
mask y,,) are probably smaller than usual. Of course, if the image z,, is clear, the model
has enough capacity and we have enough training data, such a hint may not be necessary.
However, as stated in the introduction, this is usually not feasible in practice, as any rea-
sonably sized dataset cannot densely cover all possible variations. We hypothesize, that
while both the main task network and the auxiliary network only receive the image as in-
put, the prior introduced by this architecture and the provided training metadata can help

to learn an efficient representation that improves generalization.

5.2.2 Network Architecture

Our proposed architecture transforms any standard convolutional neural network to incor-
porate conditioning information ¢ with the goal of improving out-of-distribution general-
ization. After convolutional blocks in a neural network, we add a linear operation to scale
by B.(2 (x,)) and shift by v, (2 (x,,)) every feature map c. This affine transformation
is applied after the common normalization operations according to (sub-)batch or feature
map statistics. We refer to our family of networks as Conditional Networks. Figure
shows this extension applied to the popular U-Net [33] architecture. U-Net is an encoder-
decoder network architecture with skip connections. The right side of Figure [5.1] shows
the modified U-Net. The left side of Figure[S.I|shows the conditioning network.

We obtain 3, (2 (z,,)) and 7, (2 (x,,)) from the conditioning network. The condition-
ing network is a convolutional architecture [115] followed by a fully-connected layer that
predicts metadata t,, as a function of the input image x,,. The pre-activation features before
the output layer are used as Z (x,,). The functions 3, .(Z (x,)) and 7,.(Z (z,)) mapping
Z (z,,) to the scale and shift parameters are implemented with a Using the latent

representations instead of directly using ¢,, allows us to leverage combinations of features
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that were useful in localizing images from previously seen cities, potentially improving
generalization.

Because all its parts are differentiable, conditional networks can be trained end-to-end
using gradient-based optimization. Our full objective is described in Equation where
« 1s a hyperparameter. L,,,qin_task Tepresents a standard main task 10ss. Ly,qin_task depends
on the task, such as Jaccard, crossentropy, and dice for semantic segmentation. Leonditioning

ensures the conditioning networks correctly predicts ¢,,.

Lccmd.,net = Lmain,task + Lconditioning (52)

5.3 Experiments

We test conditional networks on the Inria Aerial Image Labeling Dataset. We use ge-

ographical coordinates of the images as target data for the auxiliary network (see Sec-

tion[5.3.2).

5.3.1 Hypotheses

We study the following hypotheses:

H1: Generalization through context. Explicit incorporation of conditioning informa-

tion improves generalization in semantic segmentation and image classification tasks.

H2: Interpretability. The features learned by the conditioning and the segmentation

network reflect context-specific and context-invariant information, respectively.

H3: Sample Complexity. Conditioning information can reduce the number of training-

samples needed in order to successfully learn the target task.
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5.3.2 Experimental Setup

To study hypotheses H1, H2, and H3 we focus on the Inria Aerial Image Labeling Dataset.
For H1, we compare model performances using the standard benchmark training-transfer
split. For H2, we perform an exploratory visualization of the feature-activation maps for
the different models. For H3, we evaluate performance of the different models with respect

to the number of image tiles used for training.

Generalization via conditioning. We used the Inria standard train-transfer split to see
whether conditioning information helps distribution-shift generalization. From the train-
ing set we reserved five images of each city for the validation set as suggested in [35]].

For this set of experiments we trained our conditional U-Net presented in Figure
end-to-end from scratch. We used as segmentation network the Duke AMLL U-Net as
described in [116], which is a version of U-Net with fewer filters designed for the Inria
dataset. The Duke AMLL U-Net was the winning entry and top of the Inria leaderboard
and we use it as baseline for comparison in this section.

The Conditional U-Net was trained exactly as Duke AMLL U-Net. We used the Adam
optimizer [32]] with cross-entropy as segmentation 10SS L;y,4in_task- We used an initial learn-
ing rate of 0.001. We trained our network for 100 epochs, where each epoch consisted of
8000 patches of size 572 x 572 obtained from the image tiles, and the learning rate was
reduced to 0.0001 after 60 epochs exactly as for Duke AMLL U-Net, but without any data
augmentation technique. We used the standardized latitude and longitude of the center

pixel of each patch as the conditioning information to be predicted by the conditioning

network and the mean-squared error (MSE)|as the conditioning 10ss L.

Binary Cross-Entropy was used as the segmentation loss function. For the conditioning
part of the conditional network we used the latitude and longitude of every patch center
pixel as ¢. Latitude and longitude were standardised to be from -1 to +1. The dimension

of z is 4374 (9x9x54). z is the input of the predicting for v and 3. We used 1024
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Figure 5.3: (a) Histogram of overall performance for both validation and transfer set (b)
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Table 5.1: Inria Transfer Set Performance.

Method Bellingham |Bloomington | Innsbruck |San Francisco| East Tyrol Overall
IoU | Acc. | IoU | Acc. | IoU | Acc. | IoU | Acc. | IoU | Acc. | IoU | Acc.
AMLL U-Net 65.37|96.53|55.07| 95.83 [67.62]96.08 72.80| 91.00 |67.00|96.91|67.98|95.27

U-Net + GN 55.48|93.38|55.47|94.41 |58.93193.77|72.12| 89.56 |62.27|95.73|63.71|93.45
Cond. U-Net CBN  |60.38|95.91|48.84| 95.20 [65.99[95.97|72.74| 90.88 |69.70|97.24|66.54|95.04
Cond. U-Net CGN  [63.10{96.15|56.43 | 95.84 |68.70|96.23|74.31 | 91.28 |66.71|97.03|68.66|95.31

Fully Cond. U-Net CBN |65.91|96.49|57.24| 95.95 |63.14|95.71|73.89| 90.83 [69.2497.21|68.50|95.24
Fully Cond. U-Net CGN (66.98 |96.52|63.27 | 96.33 |69.80|96.24|73.88 | 90.75 |70.77|97.35|70.55|95.44
nont, Cond. U-Net |62.97|96.10|53.08 | 95.03 |65.61|95.73|71.87| 90.32 |65.66|97.75|66.33|94.78

hidden units in the MLP [[

Figure [5.3] shows the overall and per-city performance of the models. The fully-
conditional U-Net variant using [CGN] consistently outperforms the other models on every
city in the transfer set. The [CGN] variant where only the encoder is conditioned has a
stronger overall performance and generalizes significantly better than the conditional U-

Net variants using This is consistent with the observation of [114] that (regular) [GN]

'The source code with details explaining how to run our experiments is available here: https://

github.com/anthonymlortiz/conditional_networks
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Table 5.2: Distribution Shift Generalization Gap.

Method Val. set | Transfer set|Gen. Gap

IoU (%)| IoU (%) | IoU (%)
AMLL U-Net 71.87 67.98 3.89
U-Net + GN 71.38 63.79 7.59
Conditional U-Net CBN 71.69 66.54 5.15
Conditional U-Net CGN 72.54 68.66 3.88
Fully Conditional U-Net CBN|| 72.15 68.50 3.65
Fully Conditional U-Net CGN|| 72.77 70.55 2.22

outperforms in segmentation tasks.

Table [5.1] shows the performance of the AMLL U-Net baselines and different varia-
tions of our proposed architecture on the transfer set. Conditioning uniformly improved
segmentation performance by a big margin over the same models not using conditioning.
This empirically validates our hypothesis H1 about generalization through context. We
identify as Conditional U-Net those models in which only the encoder part of the net-
work is modulated. In the models identified as Fully Conditional U-Net both encoder and
decoder are modulated, which yielded a small gain in performance. We recommend to

condition all blocks since the extra computational cost is very small. Modulating using

[CGN| consistently outperforms

t, Matters. An experiment using the conditioning network without the auxiliary task of
predicting ¢,, shows a performance that is slightly lower than the baseline U-Net as shown
in Table[5.1] We see this as evidence for the importance of guiding the learning process of
the latent conditioning representation Z (x,,).

Table shows the generalization gap as the difference between the validation set

(i.i.d.) and the transfer set performance. Notice how the models’ performance consistently
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U-Net

degrades when we evaluate it on cities not seen during training. Conditioning substantially
reduces the generalization gap induced by the distribution-shift between the training and
transfer sets, yielding evidence for hypothesis H1.

Figure [5.4] shows the learning curves of the baseline U-Net and the fully conditional
U-Net (CGN). The AMLL U-Net seems more prone to overfitting than our conditional
U-Net.

Figure [5.2] shows a qualitative comparison in the performance of the proposed net-
work. The baseline labels a beach (5.2a) and power lines (5.2d) as buildings while the

Conditional U-Net does not.

Interpretation of conditioning features. To evaluate hypothesis H2, we analyze pat-
terns of activations across these experiments. This hypothesis is interesting for several

reasons,

* It serves as a sanity check for the proposed architecture, ensuring that supervision
from conditioning information leads to features that do indeed distinguish between

cities.

53



* It sheds light on the potential of using conditioning information to facilitate learning

of generalizable features by intentionally learning context-dependent features.

As our first approach towards characterizing feature context-dependence, we associate
activations with underlying conditioning information. We apply the following procedure

for a few models,

» Compute all activations at a prespecified layer in the network for all patches within

an epoch.
* Compute the norm of activations for each feature map in that layer.

* Arrange these values into a patch x feature matrix, and visualize using either a

heatmap or t-SNE.

For U-Net models, we focus on the “bottom” of the U, which has a large number
of filters with small spatial extent. In the conditional U-Net, we additionally compute
the activations from the last layer before prediction of patch coordinatef] If we notice
separation of patch activations according to conditioning information, we deduce that the
learned feature maps are not invariant to that conditioning context.

The learned activations are displayed in Figure [5.5] We find that individual features
that activate for a patch in one city tend to activate in a large fraction of patches across
all cities. Further, across similar cities, patterns of activation are similar, for both condi-
tioned and unconditioned models. Consider relative similarity between Chicago and San
Francisco, for example. For the conditioned model, the large majority of features are zero,
across all patches. However, when they are nonzero, their values tend to be larger than the
typical activation in unconditioned models. While not obvious from the heatmap, these
projections suggest that patterns of activation can be used to distinguish cities, for both

conditioned and unconditioned models.

2Since these features have no spatial extent, we do not take any norms.
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Figure 5.5: Heatmap of activations for (a) AMLL U-Net and (b) conditional U-Net. Cell
17 in row 7 and column j gives the activation of features j on patch 7. Rows and columns
are sorted so that those that are more similar to one another appear side-by-side. Note that

the color legends have different scales.

Figures [5.6] and are the t-SNE figures obtained from inspecting the activations
of the bottom of the U in the U-Net for both the AMLL U-Net and Conditional U-Net
CGN. Figure [5.6|shows the t-SNE associated to sample images from the same cities in the
training set. Figure [5.6] shows the t-SNE associated to sample images from both training
and transfer set.

From these observations, we conclude that the improved generalization ability of the
conditional U-Net is not due to any ability to learn features that are more invariant to the
identity of the corresponding city. Instead, it appears that the conditional U-Net learns a
smaller collection of features that are ultimately more useful in the downstream segmen-
tation task. We speculate that having fewer active features for any prediction allows for
sharper predictions, preventing “blurring” that could result from averaging across feature
maps.

In light of the differences in scale and sparsity of feature activations in the conditional
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and AMLL U-Nets, we zoom into individual features of interest in Figure It is not
surprising that the overall y-axis scale differs between the two networks — this is clear by
inspecting the legend of Figure [5.5] However, we observe that there are more instances
of high variation in activation across patches in the conditional U-Net, compared to the
AMLL U-Net, among both low and high variance features. Indeed, in the conditional U-
Net, there seem to be features that, while typically active, are often exactly or near zero,
and similarly, features that are typically inactive, but occasionally spike. This type of
variation is even observed within individual cities.

This suggests a type of specificity in the learned features. Rather than activating
slightly more or slightly less across all patches, features seem sensitive to particular fea-

tures within the patches that they activate.

Sample Complexity Analysis. To test hypothesis H3, we evaluate performance of the
different models depending on the number of image tiles available while training. The
original Inria Aerial training set holds 180 image tiles from five different cities (36 tiles
per city). Twenty five training image tiles (five per city) are reserved for validation. We
used the remaining training images to create 10 different training subsets. The first subset
holds three image tiles per city. Every new training subset holds the image tiles from the
previous subset plus three new tiles per city. We train the different models from scratch for
each training subset and evaluate performance on the same validation and transfer set as
in the previous experiments. Notice that while training we randomly sample patches from
the different tiles, hence we might end up with slightly different models.

Figure shows that when using 18 or more tiles per city, the conditional U-Net
consistently outperforms the basic U-Net. This suggests that the conditional formulation
can leverage the metadata to learn a better representation when given a sufficient amount
of training data.

Figure shows the overall performance of the models as a function as the number

of image tiles per city used for training. One can see that with 15 or more tiles per city
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Figure 5.9: Sample Complexity Analysis. The y-axis represents the overall performance
across all cities either in the validation or transfer set. Conditional U-Net models appear
in orange, while the baseline appears in blue. The circular dots represent results on the

validation set. Results in the transfer set are shown using diamonds. (Best seen in color)
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the conditional U-Net performs better than the baseline in both i.1.d and non-i.i.d. settings.
The generalization gap (difference between circular dots and diamonds of the same color)

is smaller as well.

5.4 Chapter Summary Conclusions

In this chapter we have presented a network architecture that leverages conditional infor-
mation to improve generalization in aerial image labeling. We have shown that conditional
networks consistently reduce the loss in performance observed when there is a shift of the
underlying distribution at test time. After carefully studying the network feature activa-
tions, we found that the improved generalization ability of the proposed network is not due
to the ability of learning more invariant features. It appears, instead, that the conditional
network learns a smaller collection of features more relevant to the task. One downside of
conditional networks is the need for extra annotation ¢,,. It is not always obvious which
choice of ?,, helps the most to better estimate z,,. On a side study not included in this
thesis, we found conditional networks to be a generic framework for better generalization
in other tasks, domains, and images sources including classification and segmentation of
histopathology images. Unfortunately, even after applying all these tricks, models are un-
able to generalize to types of geographies far away from the training data. This enforces
the need for transfer learning and techniques to facilitate it. In the following chapter we
propose a novel normalization layer which facilitates transfer learning and improves per-

formance on land cover mapping, and semantic segmentation in general.
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Chapter 6

Local Context Normalization:

Revisiting Local Normalization

As discussed in the previous chapter, recent research has shown that Batch Normalization
[113] facilitates convergence of very deep learning architectures by smoothing the
optimization landscape [117]. normalizes the features by the mean and variance com-
puted within a mini-batch. Using the batch dimension while calculating the normalization

statistics has two main drawbacks:

* Small batch sizes affect model performance because the mean and variance esti-

mates are less accurate.

 Batches might not exist during inference, so the mean and variance are pre-computed
from the training set and used during inference. Therefore, changes in the target
data distribution lead to issues while performing transfer learning, since the model

assumes the statistics of the original training set [118].

To address both of these issues, Group Normalization (GN]) was recently proposed
by Wu and He [114]. divides channels into groups and normalizes the features by
using the statistics within each group. does not exploit the batch dimension so the
computation is independent of batch sizes and model performance does not degrade when
the batch size is reduced. shows competitive performance with respect to when
the batch size is small; consequently, is being quickly adopted for computer vision
tasks like segmentation and video classification, since batch sizes are often restricted for

those applications. When the batch size is sufficiently large, still outperforms
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Figure 6.1: Proposed Local Context Normalization (LCN) layer. LCN normalizes each
value in a channel according to the values in its feature group and spatial neighborhood.
The figure shows how our proposed method compares to other normalization layers in
terms of which features are used in normalization (shown in blue), where H, W, and C are

the height, width, and number of channels in the output volume of a convolutional layer.

BN [GN] [[nstance Normalization (IN), and [Layer Normalization (LN)| all perform

“global” normalization where spatial information is not exploited, and all features are
normalized by a common mean and variance value. We argue that for the aforementioned
applications, local context matters. To incorporate this intuition we propose Local Context
Normalization as a normalization layer which takes advantage of the context of the
data distribution by normalizing each feature based on the statistics of its local neighbor-
hood and corresponding feature group. is in fact inspired by computational neuro-
science, specifically the contrast normalization approach leveraged by the human vision
system [119]. [LCN]| provides a performance boost over all previously-proposed normal-
ization techniques, independent of the batch size, while keeping the advantages of being
computationally agnostic to the batch size and suitable for transfer learning. We empiri-
cally demonstrate the performance benefit of for object detection as well as semantic
and instance segmentation. is a generic normalization layer and it’s application is
not limited to overhead imagery. can be used on neural networks trained on any type
of image source.

Another issue with|[GN]is that because it performs normalization using the entire spatial

dimension of the features, when it is used for inference in applications where input images
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need to be processed in patches, just shifting the input patch for a few pixels produces
different predictions. This is a common scenario in geospatial analytics and remote sensing

applications where the input tends to cover an immense area [12, 25]].

Land Cover Mapping NAIP Input
A / K

@ Water (0 samples since last retrain)

.| Tree Canopy (25 samples since last retrain)

Field (13 samples since last retrain)

@ Built (10 samples since last retrain)

Figure 6.2: Interactive tool for land cover labeling tool. (A) Prediction results are overlaid
on top of the map. (B) The user can easily identify misclassified pixels and (C) submit
corrections by clicking on the map. (D) Pressing “Retrain” updates the model and displays
new land cover predictions in the interface. In this example, the user provided a handful of
point corrections in the impervious surface initially misclassified as water. LCN] facilitates

fine-tuning for this type of systems.

Because currently it is very costly to gather labels from everywhere in the world and
classes of interest tend to change depending on the problem being solved, a more efficient
way to tackle the geographic generalization issue is through interactive tools like the one

shown in Figure A base model is created and its predictions for an area of interest are

63



exposed to users through an interface. Users can fine-tune the model by providing training
samples and retraining until the model works well in the area of interest and/or the user is
happy with the predictions [27]. These type of interactive systems require of base models
that facilitate fine-tuning. These tools become infeasible using since a user won’t be
able to recognize whether changes in the predictions are happening because of fine-tuning
or simply because of changes in the image input statistics. With [LCN] predictions depend
only on the statistics within the feature neighborhood; inference does not change when the

input is shifted.

6.1 Local Context Normalization

6.1.1 Formulation

In the previous chapter we briefly refer to some normalization layers, now we revisit then
and explain it in detail in order to provide required background for the formulation of

LCN

Local Normalization. In the [Local Response Normalization (LRN)| scheme proposed

by [120], every feature x; 5, ,, — where 11s refers to channel i and h,w refer to spatial position
of the feature — is normalized by equation 6.1}, where 1V, is a Gaussian weighting window

of size 9 x 9, > . W,, =1, cis set to be mean (o), and oy, is the weighted standard

ipq
deviation of all features over a small spatial neighborhood. / and w are spatial coordinates,

and ¢ is the feature index.

~ _ Tihw Zipq Woq-Zi htpwtq
Lihw =

max(c, Opy) ©.1

Global Normalization. Most recent normalization techniques, including

and [GN] apply global normalization. In these techniques, features are normalized follow-
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ing equation
g =2 M 6.2)

0;

For a 2D image, i = (ip, ic, iy, iw) is a 4D vector indexing the features in (B, C, H, W)
order, where B is the batch axis, C'is the channel axis, and H and W are the spatial height

and width axes. p and o are computed as:

Mi:%ZIk

keS;

1
i p— —_— J— . 2
0; m § (xk :uz) +e
keS;

(6.3)

with € as a small constant. S; is the set of pixels in which the mean and standard
deviation are computed, and m is the size of this set. As shown by [[114], most recent
types of feature normalization methods mainly differ in how the set .S; is defined. Figure
6.1 shows graphically the corresponding set .S; for different normalization layers.

ForBN] statistics are computed along (B, H, W). S; is defined as:
BN = S, = {klk. =ic} (6.4)

For [LN] normalization is performed per-sample, within each layer. ;2 and o are com-

puted along (C, H, W). S; is defined as:

For [IN| normalization is performed per-sample, per-channel. ; and o are computed along

(H,W). S; is defined as:
IN = S, = {/{ZV{ZB =1, ko = ic}, (6.6)

For [GN| normalization is performed per-sample, within groups of size GG along the

channel axis as shown in equation

ke

gigl =1 =1}, 6.7)
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All global normalization schemes (GN] learn a per-channel linear trans-

formation to compensate for the change in feature amplitude:

b=+ 6 68

where v and (3 are learned during training.

Local Context Normalization. In the normalization statistics p and y are com-
puted following equation [6.2] using the set .S; defined by [6.9] We propose performing the
normalization per-sample, within a window of size p X g, for groups of filters of size pre-
defined by the number of channels per group (c_group) along the channel axis, as shown
in equation [6.9] We consider windows much bigger than the ones used in and can
compute x and v in a computationally efficient manner. The size p and ¢ should be ad-
justed according to the input size and resolution and can be different for different layers of

the network.

. .
LCN = S, = {klkp = ip, | —C | = |—< |,
c_group c_group
kg g, kw Ly
Mty W 69)
LpJ LpJ Lq LqJ}

Relation to Previous Normalization Schemes. [LCN|allows an efficient generalization
of most previously proposed mini-batch-independent normalization layers. Like [GN] we
perform per-group normalization. If the chosen p is greater than or equal to / and the
chosen ¢ is greater than or equal to W, behaves exactly as but keeping the
number of channels per group fixed throughout the network instead of the number or
groups. If in that scenario the number of channels per group (c_group) is chosen as the
total number of channels (c_group = C),[LCN|becomes [LN] If the number of channels per
group (c_group) is chosen as 1 (c_group = 1), [LCN|becomes
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6.1.2 Implementation

can be implemented easily in any framework with support for automatic differenti-
ation like PyTorch [121]] and TensorFlow [122]]. For an efficient calculation of mean and
variance, we used the summed area table algorithm, also known in computer vision as the
integral image trick [123]], along with dilated convolutions [29, [124]]. Algorithm 1| shows
the pseudo-code for the implementation of We first create two integral images using
the input features and the square of the input features. Then, we apply dilated convolution
to both integral images with proper dilation (dilation depends on c_group, p, and q), kernel
and stride of one. This provides us the sum and sum of squares tensors for each feature
Zinw Within the corresponding window and group. From the sums and sum of square ten-
sors we obtain mean and variance tensors needed to normalize the input features. Note
that the running time is constant with respect to the window size making efficient for

arbitrarily large windows.

6.2 Experimental Results

In this section we evaluate our proposed normalization layer for the tasks of object de-
tection, semantic segmentation, and instance segmentation in several benchmark datasets,

and we compare its performance to the best previously known normalization schemes.

6.2.1 Semantic Segmentation on Cityscapes

Semantic segmentation consists of assigning a class label to every pixel in an image. Each
pixel is typically labeled with the class of an enclosing object or region. We test for seman-
tic segmentation on the Cityscapes dataset [125] which contains 5,000 finely-annotated
images. The images are divided into 2,975 training, 500 validation, and 1,525 testing

images. There are 30 classes, 19 of which are used for evaluation.
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Algorithm 1 LCN pseudo-code
Input: z: input features of shape [B, C, H, W],

c_group: number of channels per group ,

window _size: spatial window size as a tuple (p, q),

v, B: scale and shifting parameters to be learned

Output: {y = LCN, g(x)}

S < dilated_conv(I(z),d, k) /* T(x)
is integral image of x, dilation d is (c_group,p,q), kernel
k is a tensor with -1 and 1 to substract or add dimension

*/

Ssq < dilated_conv(I(xg,),d, k) // I(xs) is integral image of g
14— % // Compute Mean n = c_group*p*q
0%+ 1(8,, — 599 // compute Variance
T+ \/“;_T’fre // Normalize activation
y+<yr+p // Apply affine transform

Table 6.1: Cityscapes Semantic Segmentation Performance

Method NormalizationjmloU Class (%)|Pixel Acc. (%)Mean Acc. (%)
HRNetV2 W48 BN 76.22 96.39 83.73
HRNetV2 W48 GN 75.08 95.84 82.70
HRNetV2 W48 LCN (ours) 77.49 96.14 84.60

HRNetV2 W18 Small vl BN 71.27 95.36 79.49
HRNetV2 W18 Small vl IN 69.74 94.92 77.77
HRNetV2 W18 Small vl LN 66.81 94.51 75.46
HRNetV2 W18 Small vl GN 70.31 95.03 78.99
HRNetV2 W18 Small vl| LCN (ours) 71.77 95.26 79.72

A GN 1.46 0.23 0.73
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Table 6.2: GN Performance for Different Numbers of Groups

Method Number of Groups|mloU Class (%)|Pixel Acc. (%)|Mean Acc. (%)
HRNetV2 W18 Small v1 1 (=LN) 66.81 94.51 75.46
HRNetV2 W18 Small v1 2 69.28 94.78 77.39
HRNetV2 W18 Small v1 4 67.00 94.50 76.13
HRNetV2 W18 Small v1 8 67.67 94.76 75.81
HRNetV2 W18 Small v1 16 70.31 95.03 78.99
HRNetV2 W18 Small v1 C (=IN) 69.74 94.92 71.77

Implementation Details. We train state-of-the-art HRNetV2 [[126]] and HRNetV2-W18-
Small-v1 networks as baselines We follow the same training protocol as [126]. The data
is augmented by random cropping (from 1024 x 2048 to 512 x 1024), random scaling in
the range of [0.5, 2], and random horizontal flipping. We use the Stochastic Gradient
Descent (SGD) optimizer with a base learning rate of 0.01, momentum of 0.9, and weight
decay of 0.0005. The poly learning rate policy with the power of 0.9 is used for reducing
the learning rate as done in [126]. All the models are trained for 484 epochs. We train
HRNetV2 using four GPUs and a batch size of two per GPU. We then substitute sync-
batch normalization layers by BN] [GN] [LCN| and compare results. We do exhaustive

comparisons using HRNetV2-W18-Small-v1, which is a smaller version of HRNetV?2; all
training details are kept the same except for the batch size, which is increased to four

images per GPU for faster training.

Quantitative Results. Table [6.1] shows the performance of the different normalization
layers on the Cityscapes validation set. In addition to the mean of class-wise intersection
over union (mloU), we also report pixel-wise accuracy (Pixel Acc.) and mean of class-

wise pixel accuracy (Mean Acc.).

'We used the official implementation code from: https://github.com/leoxiaobin/

deep—-high-resolution—-net.pytorch
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We observe that our proposed normalization layer outperforms all other normalization
techniques including [LCN is almost 1.5% better than the best [GN] configuration in
terms of mIoU. For [LCN] c_group was chosen as 2, with a window size of 227 x 227
(p = g = 227) for HRNetV2 W18 Small vl and 255 x 255 for HRNetV2 W48. For
we tested different numbers of groups as shown in Table and we report the best
(using 16 groups) for comparison with other approaches in Table 6.1} Table[6.2]shows that
is somewhat sensitive to the number of groups, ranging from 67% to 70.3% mloU.
Table also shows results for [IN| and both of which perform worse than the best
[GN] performance. These results were obtained using HRNetV2-W18-Small-v1 network
architecture. It is important to mention that we used the same learning rate values to train
all models, which implies that still benefits from the same fast convergence as other
global normalization techniques; this is not true for local normalization schemes such as

which tend to require lower learning rates for convergence.

Sensitivity to Number of Channels per Group. We tested the sensitivity of [LCN|to the
number of channels per group (c_group) parameter by training models for different values
of c_group while keeping the window size fixed to 227 x 227 (p = q = 227). Table
shows the performance of for the different number of channels per group, which is

fairly stable among all configurations.

Table 6.3: LCN sensitivity to number of channels per group for a fixed window size (227,

227)

Method Channels per Group |mloU Class (%) | Pixel Acc. (%) |Mean Acc. (%)
HRNetV2 W18 Small v1 2 71.77 95.26 79.72
HRNetV2 W18 Small vl 4 70.26 95.07 78.49
HRNetV2 W18 Small v1 8 70.14 94.97 78.11
HRNetV2 W18 Small v1 16 70.11 94.78 79.10
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(a) Input (b) Ground Truth (c) GN Prediction (d) LCN Prediction
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(e) Input (f) Ground Truth (g) GN Prediction (h) LCN Prediction

A

Figure 6.3: Qualitative results on Cityscapes. Going from left to right, this figure shows:
Input, Ground Truth, Group Norm Predictions, and Local Context Norm Predic-
tions. The second and fourth rows are obtained by maximizing the orange area from the
images above. We observe how [LCN]allows the model to detect small objects missed by

|G_N| and offers sharper and more accurate predictions.

Sensitivity to Window Size. We also tested how [LCN] performance varies with respect
to changes in window size while keeping the number of channels per group fixed. The
results are shown in Table [6.4] The bigger the window size is the closer [LCN] gets to [GN]
When the window size (p, q) is equal to the entire spatial dimensions [LCN| becomes

From Table [6.4] we see how performance decreases as the window size gets closer to the

equivalent.

Qualitative Results Figure[6.3| shows two randomly selected examples of the semantic
segmentation results obtained from HRNetV2-W18-Small-v1 using [GN] (last column) and

[LCN](second-to-last column) as the normalization layers. The second and fourth rows are
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Table 6.4: LCN sensitivity to Window Size

Method Window Size | mloU Class (%) | Pixel Acc. (%) |Mean Acc. (%)
HRNetV2 Small vl 199 71.55 95.18 79.89
HRNetV2 Small v1 227 71.77 95.26 79.72
HRNetV2 Small v1 255 71.80 95.18 79.26
HRNetV2 Small v1 383 70.09 95.06 77.64
HRNetV2 Small v1 511 70.03 95.09 77.94
HRNetV2 Small v1 all/GN 70.30 95.04 78.97

Table 6.5: Detection and Instance Segmentation Performance on the Microsoft Coco

Dataset
Method APPboz (%) APg%“ (%) AP’;%‘“ (%) APpmask (%) APQB“S’“ (%) AP%“S’“
R50 BN 37.47 59.15 40.76 34.06 55.74 36.04
R50 GN 37.34 59.65 40.34 34.33 56.53 36.31
R50 LCN (Ours) 37.90 59.82 41.16 34.50 56.81 36.43

obtained by maximizing the orange area from the images above them. By zooming in and
looking at the details in the segmentation results, we see that[LCN]allows sharper and more
accurate predictions. Carefully looking at the second row, we can observe how using
HRNet misses pedestrians, which are recognized when using[LCN| From the last row, we
can see that using results in sharper and less discontinuous predictions. allows
HRNet to distinguish between the bike and the legs of the cyclist while cannot.

also provides more precise boundaries for the cars in the background than
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6.2.2 Object Detection and Instance Segmentation on Microsoft COCO
Dataset

We evaluate our against previously-proposed normalization schemes for object de-
tection and instance segmentation. Object detection involves detecting instances of objects
from a particular class in an image. Instance segmentation involves detecting and segment-
ing each object in an image. The Microsoft COCO dataset [[127] is a high-quality dataset
which provides labels appropriate for both detection and instance segmentation and is the
standard dataset for both tasks. The annotations include both pixel-level segmentation
masks and bounding boxes for objects belonging to 80 categories.

These computer vision tasks in general benefit from higher-resolution input. We ex-
periment with the Mask R-CNN baselines [128], implemented in the publicly available
Detectron codebase. We replace and/or [GN] by during finetuning, using the
model pre-trained from ImageNet using GN. We fine-tune with a batch size of one image
per GPU and train the model using four GPUs.

The models are trained in the COCO [[127] train2017 set and evaluated in the COCO
val2017 set (a.k.a. minival). We report the standard COCO metrics of Average Precision
(AP), APsy, and AP;s, for both bounding box detection (AP"°%) and instance segmenta-
tion (AP™esk),

Table shows the performance of the different normalization techniqueﬂ
outperforms both|[GN]and [BN|by a substantial margin in all experiments, even using hyper-

parameters tuned for the other schemes.

6.2.3 Image Classification in ImageNet

We also experiment with image classification using the ImageNet dataset [129]. In this

experiment, images must be classified into one of 1000 classes. We train on all training

2Qur results differ slightly from the ones reported in the original paper, but this should not affect the

comparison across normalization schemes.
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Table 6.6: Image Classification Error on Imagenet

Network Architecture | Normalization | Top 1 Err. (%) | Top 5 Err. (%)

Resnet 50 BN 23.59 6.82
Resnet 50 GN 24.24 7.35
Resnet 50 LCN 24.23 7.22

images and evaluate on the 50,000 validation images, using the ResNet models [[130].

Implementation Details. As in most reported results, we use eight GPUs to train all
models, and the batch mean and variance of are computed within each GPU. We use
He’s initialization [131] to initialize convolution weights. We train all models for 100
epochs, and decrease the learning rate by 10x at 30, 60, and 90 epochs.

During training, we adopt the data augmentation of Szegedy et al. [132] as used
in [114]. We evaluate the top-1 classification error on the center crops of 224 x 224 pixels
in the validation set. To reduce random variations, we report the median error rate of the
final five epochs [133]].

As in [114] our baseline is the ResNet trained with[BN|[130]. To compare with|GNJand
we replace with the specific variant. We use the same hyper-parameters for all
models. We set the number of channels per group for[LCNJas 32, and we used p = ¢ = 127
for the window size parameters. Table[6.6|shows that offers similar performance as
[GN] but we don’t see the same boost in performance observed for object detection and
image segmentation. We hypothesize that this happens because image classification is a

global task which might not benefit from local context.

6.2.4 Aerial Image Labeling on INRIA Dataset

We tested on the INRIA dataset described in Chapter 3, where the task is to perform

semantic segmentation for the classes of building and non-building.
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Table 6.7: Performance in Inria Aerial Image Labeling Dataset. [LCN|outperforms all the

other normalization layers overall.

Method Bellingham | Bloomington | Innsbruck |San Francisco| East Tyrol Overall

IoU | Acc. | IoU | Acc. | IoU | Acc. | IoU | Acc. | IoU | Acc. | IoU | Acc.

U-Net + BN [65.37|96.53|55.07 | 95.83 [67.62|96.08|72.80| 91.00 [67.00|96.91|67.98|95.27
U-Net + GN |55.48(93.38(55.47|94.41 |58.93|93.77|72.12| 89.56 |62.27|95.73|63.71|93.45
U-Net + LCN|63.61(96.26|60.47 | 96.22 | 68.9996.28 |75.01| 91.46 [68.90(97.19|69.90 |95.48

Implementation Details. We trained different versions of U-Net [33] where just the
normalization layer was changed. We trained all models in this set of experiments using
D72 x 572 randomly sampled patches from all training image tiles. We used the Adam
optimizer with a batch size of 12. All networks were trained from scratch with a starting
learning rate of 0.001. We keep the same learning rate for the first 60 epochs and decay
it to 0.0001 over the next 40 epochs. Every network was trained for 100 epochs. In every
epoch 8,000 patches are seen. Binary cross-entropy loss was used as the loss function.
Table [6.7| summarizes the performance of the different normalization layers in the IN-
RIA aerial image labeling dataset. Our proposed outperforms all the other normal-
ization layers with an overall mloU almost 2% higher than the next-best normalization
scheme, and more than 6% better than in terms of overall IoU. [LCN] provides much
better performance than other methods in almost every test city. was trained using a

91 x 91 window size and four channels per group.

6.2.5 Land Cover Mapping

Finally, we evaluate [LCN|on a land cover mapping task previously studied in [12, [134]].
Land cover mapping is a semantic image segmentation task where each pixel in an aerial
or satellite image must be classified as belonging to one of a variety of land cover classes.
This process of turning raw remotely sensed imagery into a summarized data product is an

important first step in many downstream sustainability related applications. For example,
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Table 6.8: Landcover Mapping Tested on Maryland 2013 Test Tiles

Method mloU (%) | Pixel Acc. (%)

UNet + BN 76.69 87.15
UNet + GN 74.15 85.18
UNet + LCN 76.51 86.96

the Chesapeake Bay Conservancy uses land cover data in a variety of settings includ-
ing determining where to target planting riparian forest buffers [42]. The dataset can be
found at [134] and contains 4-channel (red, green, blue, and near-infrared), Im resolution
imagery from the National Agricultural Imagery Program (NAIP) and dense pixel labels
from the Chesapeake Conservancy’s land cover mapping program over 100,000 square
miles intersecting 6 states in the northeastern US. We use the Maryland 2013 subset -
training on the 50,000 multi-spectral image patches, each of size 256 x 256 x 4, from the
train split. We test over the 20 test tile Each pixel must be classified as: water, tree

canopy / forest, low vegetation / field, or impervious surfaces.

Implementation Details. We trained different versions of U-Net architecture used on [[12]
for different normalization layers without doing any data augmentation and compared re-
sults. We used the Adam optimizer with a batch size of 96. All networks were trained
from scratch for 100 epochs with a starting learning rate of 0.001 with decay to 0.0001
after 60 epochs. The multi-class cross-entropy loss was used as criterion. The best [GN|
results are obtained using 8 groups. [LCN|results are obtained using 4 channels per group
and and a 31 x 31 window.

Table[6.8]shows the mean IoU and Pixel Accuracy of the different normalization layers
for land cover mapping. outperforms for this task with performance slightly
lower than[BN| We notice that[LCN|benefits from larger input images. When input images

are small like in this setting the performance boost from using becomes smaller.

3Consisting of ~ 900, 000, 000 pixels
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6.3 Chapter Summary and Conclusions

In this chapter we proposed Local Context Normalization as a normalization layer
where every feature is normalized based on a window around it and the filters in its group.
We empirically showed that[LCN| outperforms all previously-proposed normalization lay-
ers for object detection, semantic segmentation, and instance image segmentation across a
variety of datasets. The performance of[LCN|is invariant to batch size, and it is well-suited
for transfer learning and interactive systems.

We note that we used hyper-parameters which were already highly optimized for [BN|
and/or without tuning, so it is likely that we could obtain better results with by
just searching for better hyper-parameters. In our experiments we also do not consider
varying the window size for different layers in the network, but it is a direction worth
exploring: adjusting the window size during training via gradient descent may further

improve performance for
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Chapter 7

Conclusions and Future Work

This thesis presented solutions to what we see as three of the central issues in learning
from overhead imagery - high dimensionality and lack of labeled data, security concerns,
and model generalization.

In Chapter 3, we proposed a novel way to perform dimensionality reduction through
supervised feature subset selection on the input space jointly with the process of training a
neural network to perform the task of interest. Integrated Learning and Feature Selection
(ILFS), as we named it, reduces data dimensionality while at the same time also improves
performance of the machine learning models for the task of interest. We showed that
for the task of pixel-wise image classification ILFS greatly improves performance over
standard models trained using all spectral bands as input.

Our study about adversarial examples on neural networks trained using multispectral
images presented in Chapter 4 is, to the best of our knowledge, the first rigorous study
of the robustness of non-RGB (VNIR, SWIR, Panchromatic) image-based models against
adversarial examples. We show that it is not only feasible to generate deceptive examples
for machine learning models based on non-RGB images, it is easier than attacking mod-
els for RGB images. However, we show that performing band selection using ILFS can
substantially improve the robustness of machine learning models against these adversarial
examples. We also introduced a framework that integrates input subset feature selection,
adversarial training, and a detector network to drastically improve the robustness of this
type of models without sacrificing performance.

Lastly, we focused on one of the more important issues for overhead image analysis,

the generalization across geographies. In Chapter 5, we presented conditional networks as
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a network architecture that leverages conditional information to improve generalization to
different types of geographies. We showed that conditional networks consistently reduced
the loss in performance observed when there is a shift of the underlying distribution at test
time. After carefully studying the network feature activations, we found that the improved
generalization ability of the proposed network is not due to the ability of learning more
invariant features. However, conditional networks learnt a smaller collection of features
more relevant to the task of interest.

Unfortunately, models are still unable to generalize to types of geographies far away
from any geography seen in the training data. This forced us and other researchers in
the area to consider a more interactive approach where humans and machines interact to-
gether through model fine-tuning where users provide immediate feedback on mistakes
and tune the machine learning models until they are happy with the results [27]. This type
of systems require models which can be easily tuned. To tackle that issue we proposed,
in chapter 6, Local Context Normalization as novel normalization layer which fa-
cilitates transfer learning and improves performance for overhead image-based tasks, like
land cover mapping, and for object detection and segmentation in general with state of the
art performance across multiple datasets. [LCN]is a very efficient generalization of other
previously proposed normalization layers including and [Positional Normal-|
It is invariant to batch size and it is well-suited for transfer learning and

interactive systems.

Now we discuss different research directions for overhead image analysis that we con-
sider are worth studying. The model generalization issue is far from being solved and
remains one of the more important areas the research community should focus on to cre-
ate real impact. Besides the fact that we see a lot of room for improvement in the neu-
ral network architecture design, perhaps by using causal learning and/or meta-learning
techniques, we consider a hybrid human-machine interactive system to be a much more
compelling approach. In this scenario, for users the machine learning model is simply a

powerful tool to augment their work. Users can easily identify the correct labels from over-
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head imagery, the issue is scalability. However, it is not feasible for users like NGOs and
other nonprofits to hand label every area they care about and even if they do those labels
will change with time and the objects of interest change with time and from organization
to organization. We argue that a hybrid human-machine interactive system is more suit-
able in this type of settings. Designing proper ways of interaction between human users
and machine learning models including finding better ways for users to provide feedback
to the models, designing models with efficient and fast adaptation, and novel fine-tuning
techniques are critical in our opinion.

Another very exciting area of future research relates to the task of change detection
from overhead imagery. Satellite companies are collecting data from everywhere on Earth
frequently, but integrating temporal information has been under study. Most approaches
to change detection from overhead imagery has been mostly limited to doing prediction in
different timestamps and calculating the difference as the change. Novel network archi-
tectures must be developed for optimally exploiting the temporal information jointly with
the spatial and spectral information of overhead imagery. Smarter ways to exploit this
temporal data could have great impact for applications like glacier mapping and climate
change monitoring. Remote sensing data is often available from different sensor and data
modalities at a wide variety spatial and spectral resolutions. Sensor data fusion aims to use
these complementary sources of information jointly to create better models. Already prior
to a joint information extraction, a crucial step is to develop novel architectures for the
matching of images taken from different perspectives and even different imaging modali-
ties.

A particular feature of overhead imagery is the vast availability of raw data and the
scarce amount of labels. To make use of this much larger amount of unlabeled data, one
way is to set the learning objectives properly so as to get supervision from the data itself.
Self-supervised learning does just that and should be exploited for overhead image analy-
sis. Conditional networks proposed on Chapter 5 indirectly uses self-supervised learning

by exploiting metadata to get supervision from it. In self-supervision the self-supervised
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task, also known as pretext task, guides initial supervised learning. However, we usually
do not care about the final performance of this invented task. Rather we are interested in
the learned intermediate representation with the expectation that this representation can
carry good semantic or structural meanings and can be beneficial to a variety of practical
downstream tasks. Certain pretext task developed for natural image analysis like predict-
ing image rotation [106]] might not work because the rotation concept doe not apply to
overhead imagery. However, other approaches that use unsupervised contrastive pretrain-
ing [[135], where representations are learnt by contrasting positive and negative examples,
like contrastive predictive coding, MoCo, and SimCLR [107, 108, [109] are promising and
should be explored.
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