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Abstract

Problems related to transportation and inspection of valuable or sensitive assets such as
commercial products and materials, cultural items and works of art, and hazardous ma-
terials share similarities and can be modeled by a core set of abstract entities including
a payload, a vehicle, a driver, and an inspector. To make the load-handling capabilities
of security monitoring and inspection systems more scalable, security can be increased by
reducing the variability of transportation routes to a finite set of authorized routes be-
tween trip origin and destination locations. Then trip anomalies, which are unexpected
trip variations, can be used in inspection targeting criteria. In addition, the effectiveness
of the inspection sampling rate can be increased by always inspecting trips with unjusti-
fiable anomalies and fulfilling the remainder of the sampling rate with other trips. While
some anomalies can be automatically detected by vehicle tracking systems, other anomalies
can be detected by inspectors based on information provided by drivers. This creates a
need for an independent objective verification of the quality of the information provided
by the driver, as this information can be used to detect transportation anomalies and, in
some cases, justify the anomalies to avoid costly inspections. This thesis proposes the use
of a geographic awareness modeling (GAM) system to determine whether route-following
anomalies of monitored vehicles can be justified by driver detection of adverse road condi-
tions. While current GIS applications provide geographically accurate representations of a
road network, they do not provide mechanisms or information to corroborate or contradict
scenarios describing trip conditions along a given route. This thesis also presents a design
and one implementation of a GAM system which can provide independent, reliable verifi-
cation of route-related information provided by vehicle drivers. A benefit of implementing
such a system would be to complement the expertise and the experience of inspectors to

increase the effectiveness of inspection targeting policies and sampling rates.
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Chapter 1

Introduction

Logistic monitoring environments in which vehicles must follow preassigned routes due to
concerns such as scheduling control, fuel efficiency, environmental protection, and vehicle or
cargo security, must detect and deal with route deviations, as they may represent increased
operational costs or risks. In addition, cases in which deviations can be justified may
be handled differently from the way cases without a justification are handled. In the
former case, driver road awareness modeling can be used to determine if route deviations
of monitored vehicles are justified by driver detection of adverse road conditions. In this
case, road conditions of interest would be detected by the driver of the monitored vehicle
in a route region ahead of the monitored vehicle current location. For instance, conditions
such as traffic accidents, traffic congestions, road blockage due to maintenance, and weather-
affected road segments could be justifications for route deviations, provided that the vehicle
driver can see such conditions in time to divert from an authorized to another authorized
route.

This thesis presents a geographic awareness modeling (GAM) system which can analyze
the effects on a road network of events related to weather conditions, road traffic conditions,
and other conditions on a trip instance in order to determine if a route deviation may be
justified. While current GIS applications provide geographically accurate representations of
the road network, they do not provide mechanisms or information to verify the consistency
of trip descriptions along a given route. In addition, other sources of information, such
as weather reports and road traffic reports, only provide aggregate data which identifies
affected zones, but such sources do analyze the effect that such zones can have on a specific

trip instance description. The GAM system is based on a stratified representation model



where the base stratum is provided by standard GIS information and the upper strata
provide ancillary information that helps to create a complete analysis context for a trip
instance.

The GAM system models a monitoring environment by using trip descriptions as in-
dependent analysis targets. A trip description, which may include information about the
vehicle, the driver, the cargo, the source, the destination, and so on, is instantiated in the
system with default or preassigned information for all of the instance attributes. Once the
vehicle arrives at a trip inspection point, information collected while the vehicle is in route is
compared to information captured during trip instantiation to assess the risk or threat level
associated with the trip, i.e., actual data is compared to expected data. The architecture
of the GAM system is based on stratified semantics where every stratum models and makes
available information for upper strata. Models in a given stratum have independent seman-
tics from those on other strata but they also provide the building blocks for upper strata
models. While the lower strata information is modeled through a geographic information
system (GIS), information in the upper strata is modeled in a knowledge base. Between
the lowest stratum and the highest one, models transition from points in longitude-latitude
coordinates to road networks and trip routes and from trip data to trip descriptions that
can be analyzed to assess the trip threat level.

The interdisciplinary study of statistics, mathematics and computer science provide
the foundation for geographic information science which, merging database and software
technology with cartography, has produced geographic information systems. A GIS enables
the user to represent spatial data of geographic objects (e.g. mountains and rivers in a
region), maps (e.g. political boundaries) and demographic data (e.g. city population and
road networks) in the same space while keeping relationships between objects in the data.
The user can query and analyze the system to obtain information concerning both regular
data and geographic data. For instance, a simple query would be the following: find all
the gas stations where gas price is lower than 2.95 dlls per gallon within a radius of 20

miles from a specific geographic location. Query results could appear in a map for the



user to visualize. Applications of GIS include urban planning, archeology, and resource
managing and logistics. A problem with GIS is that beginning users face a steep learning
curve to learn how to operate such systems, as many GISs require the end user to become
familiar with technical details of data representations and formal ways to query data and
get reports.

The GAM system is focused on solving a problem which requires the strong spatial
analysis included in a typical GIS and using the resulting data to infer potential risks
or threats associated with transportation of mission critical assets. For instance, trans-
portation of hazardous materials, cultural assets, unique objects, or expensive merchandize
requires close monitoring. A logistic monitoring environment which must track the shipped
cargo can rely on precise timing to satisfy its monitoring goals. However, the monitoring
system must also take into consideration delays and route deviations in order to account
for the impact of allowable events in the road network. For instance, a cargo vehicle driver
might be forced to deviate from a preassigned route due to obstacles such as road work
or accidents. A monitoring system must detect and deal with route deviations through
strategies such as recommending cargo inspections or justifying the deviations to reduce or
eliminate the need to perform cargo or vehicle inspections.

Any route deviation should be justified and the validity of the justification provided
must be verified. The ability to prove if a driver could see a possible obstruction on the
road ahead plays an important role in the justification validation.

This thesis presents a novel approach to solve the logistic monitoring problem described
above using a GAM system based on GIS technology, analysis of visibility on a road net-
work through line of sight computations, detection of route deviations and validation of
deviation justifications through logical inferences, and visualization of inferences by a proof
visualization tool.

This thesis is organized as follows: Chapter 2 presents theoretical concepts used as a
basis for the work presented in this thesis. Chapter 3 discusses related research. Chapter

4 presents the solution approach and algorithms introduced by the GAM system. Chap-



ter 5 provides GAM system implementation details and results. And chapter 6 presents

conclusions and future work.



Chapter 2

Theoretical Concepts

The work presented in this thesis is based on concepts from geography and computer
science. From the former, a Geographical Information System (GIS) enables creation and
manipulation of various layers of spatial data and the relationships between them. From
the latter, logical foundations are used to assess threats and justify route deviations if
possible. In addition, this thesis models geographic awareness using a line of sight (LOS)
algorithm within a GIS environment to support reasoning about threats and justifications.

The following sections cover basic concepts in detail.

2.1 Geographical Information System

A GIS has various definitions which depend on the areas where a GIS is applied to deal
with spatial analysis problems. Dueker’s definition [10] centers on the use of a computer-
based system with database capabilities as a toolbox with the purpose of capturing, storing,
retrieving, and displaying spatial data. However, that definition also implies that a GIS
application can be related to storage and manipulation of temporal and social information
such as activities and events. GIS linkages among distinct types of data provide powerful
means to analyze geographic information.

From a spatial analysis viewpoint, Goodchild[16] states that a GIS should adopt a model
consisting of modules for input, storage, output, and analysis. The input module takes care
of the digitalization of map documents by setting standards that allow a computer system
to correctly display them on a screen. The storage module has built-in data structures to

manipulate spatial data and perform operations on it. The output module is concerned



with presenting data and map documents to the user in a legible and useful way. Finally,
the analysis module enables the user to perform queries on spatial data to support decision-
making tasks.

Since the GIS acronym is also associated with geographical information science, through-
out this document geographical information science will be referred to GIScience to reserve
GIS for a geographical information systems. GIScience provides the theoretical foundation
for building a GIS, i.e., GIScience is concerned with the implementation and application
of GIS environments. However, there are other areas of interest of GISience which include
spacial perception, representation of spatial concepts, and human psychology effects on
spatial reasoning.

In general, a GIS is focused on:

e capturing, converting and storing spatial or geographic data (also referred to as

geospatial data) of real-world entities that may lay in, over, or above the Earth
e analyzing geospatial data

e integrating geospatial data with other data types, i.e., textual data representing at-

tributes of real-world entities

e presenting geospatial data as maps, tables, and charts in order to support a decision-

making process

A GIS contains a considerable amount of spatial data referenced into a map-base data
structure where each classifiable data is called a feature. A map has any number of features
in it, e.g., all rivers in the surroundings, interstate highways, or a group of buildings in an
area. Features can show topography, roads, parks, urban areas, and many other types of
geographic data. A map can be seen as the where representation of data. However, the map
may not be complete without additional information about the map-base data structure.

This additional information along with spatial data enables a GIS to create relationships



between the two data types as shown in figure 2.1. jRR Note: Replace fig. 2.1 with your
own 2.1 figure. /RRy,

Overlapped display for analysis and modeling

i
o

1

-

D=l

Altributes and boundary data input

Figure 2.1: Generic design of a GIS with attribute data and digital boundary data.

A GIS supports tasks such as:

Select and visualize a map or parts of it

Count, group, reclassify, and quantify features and their patterns on a map

Measure features, i.e., get the width, distance, height, etc. of objects in the map

Combine maps by overlaying them and compare features to form new maps

Slice, interpolate, and analyze surfaces

Track, predict, and exploit patterns in spatial data



e Locate potential customers, find shortest/fastest paths, and locate businesses

Finally, a GIS enables users to answer questions such as: ”Show all the water pipes
that have failed more than twice in the last 2 years,” "Show the spatial distribution of
car ownership compared with bus route locations for these suburbs,” and ”Show all the

contamination within 100 meters of this watercourse.”

2.2 Line of Sight Computation

A GIS may support visibility analysis which would help to determine whether target points
in a region are visible from specific observer points. Visibility analysis can be performed
using a line of sight (LOS) algorithm. Several LOS algorithms have been developed to
directly examine the visibility of one point from another point or to create a visibility
viewshed, which is a region visible from an observer point.

The information gathered by a LOS analysis is used in applications such as urban
planning, archeology, and military science. An urban planer may use LOS analyses to
identify an optimum distribution of buildings for a given urban project. An archeologist
can use LOS analysis to identify the potential meaning and functionality of ruins and old
buildings. A military unit may greatly benefit from visibility analysis of the terrain and
road networks in a battle region.

Visibility can be determined using the elevation values of a topographic surface. There
are two different formats for representing a surface: digital elevation models (DEM) and
triangulated irregular network (TIN). While a DEM representation of a surface as a raster
image is well suited for analysis of the surface slope, a vector-based representation of the
physical land that is utilized by the TIN format is preferable for visibility analysis due to
the TIN format ability to portray terrain in three dimensions [17].

Lee [21] states that two points on a topographic surface are inter-visible if there is a
straight line connecting the points without intersecting any part of the surface except at

the two points. In this case, visibility analysis consists in finding the area of visible regions,



R, for a given set of viewpoints F,. To define this problem more precisely, let A; represent
a subregion of the entire region that is under consideration and P; a point in the region.

The visibility from P; on A; is defined as
Vi; = 1if A; is visible from the point P; and 0 otherwise.
Moreover, the membership ¢; of the point F; in the set V), is defined as
¢; = 1 if P; belongs to V}, and 0 otherwise.

The goal of visibility analysis is to find all subregions A; that are visible from a point in
the set V);:
U Aj (2.1)

JERyY

where
RU:{]‘|ZV;]~@¢21}, (2.2)

which implies that a subregion A; belongs to the set of visible subregions if and only if

both of the following conditions are satisfied:
e V;; =1 (the subregion A, is visible from the point P;) and
e ¢; = 1 (the point P; belongs to the set P,).

In the algorithm above, each point of the surface should be considered individually to
determine its visibility from the observer point(s), which might result in a large computa-
tional complexity. To reduce the number of calculations, an improved LOS algorithm was
presented in [24]. The main idea of this algorithm is to consider elevation of points and the
geometric relationships between the slopes defined by the start and the end points. The
line of sight is determined by taking and comparing the elevation values of two points, P,
and P,. If the points form an uphill slope (i.e., P, < P,), the points are recorded, start-
ing at P, until we find the point P. such that P, initiates a downhill slope (i.e., P. > P,

for some point P, that immediately follows). When a downhill slope is encountered, the



slope between the points P, and P, is used to “draw” a line whose intersection with the
surface determines the next visible point. Following this method until reaching the point
P, allows identification of segments along the line of sight that can be discarded and the
segments that should be recorded as visible. From previous point computations, segments
ahead should not or should be visible, respectively. This algorithm improves the efficiency
of LOS calculation by drastically reducing the number of calculations, but it also reduces
the precision of results due to approximations of points at which the visible segments start
and end.

To allow for precise LOS computation while saving computational resources, a LOS
algorithm which utilizes the characteristics of the R3-Tree data structure was designed [34]
to allow early filtering of spatial areas without needing an extensive LOS analysis. The
algorithm has a multiple step architecture in which the first step is the filtering phase to
quickly discard areas that are surely not visible from the observer point. Subsequent steps
are refinement phases which closely compute LOS visibility in an area that is a candidate
to be visible from the observer point. As in the previous algorithms, the main criterion for
visibility analysis is the elevation of the terrain.

LOS algorithms have been modified to suit applications which require visibility analysis
such as urban simulations [37], combat activities [36], and autonomous vehicle movement
[26]. To allow for real-time rendering in urban simulations, an online occlusion culling sys-
tem was created [37]. While visibility computations can be parallelized to shorten rendering
time, dynamic changes to the environment can not be handled by this algorithm.

Tuft presented a method for computing LOS visibility in simulations with moving en-
tities [36]. Using region-based visibility, the environment can be divided into smaller areas
allowing region to region comparisons to determine if a closer LOS operation is needed.
Discarding unnecessary LOS operations speeds up the visibility analysis, but variations in
object positions might represent a problem in such approach because the dynamic nature
of the environment may reduce its visibility efficiency.

Terrain elevation is the starting point for the LOS implemented in ESRI’s software [14],

10



which is mainly used as a part of a commercial software for GIS analysis. This software uses
slope angle comparisons between two points to compute visibility. The result is presented
as a Boolean figure within a polynomial line of alternating visible and invisible segments.
Obstruction points are also identified on the terrain. Besides the terrain elevation, this
algorithm uses criteria such as Earth curvature and light refraction to aid in determining
the visibility region. Finally, ESRI’s ArcMap software enables the user to perform spatial
queries about visibility that are handled by the ESRI’s GIS environment.

11



Chapter 3

Related Work

The focus of this thesis is on geographic awareness modeling which can be used in a lo-
gistics monitoring system to detect and attempt to justify route deviations within a road
network. While GIS technology is utilized to perform visibility computations, an inference
engine is utilized to detect, verify, and attempt to justify each route deviation instance. A
proof visualizer can be used to learn which logic rules and inferences were made to obtain
the final threat assessment result. A line of sight algorithm implemented within a GIS
environment is used to perform visibility analysis over a road network to determine what
onward parts of predefined transportation routes can be seen from previous points within
a given route. Within each route, visibility information can be used to check whether a
driver’s justification for a route deviation can be validated. Precomputed visibility is used
to speed up analysis of a transportation trip instance. Rules and assumptions are modeled
with a logical programming language to use its inference engine for analyzing visibility of
problem scenarios. Proofs are output to allow analysis of facts and rule applications to help
advanced users to understand and audit inference results. The following sections describe
work related to this thesis based on the problem being addressed, on solution approaches

used, or on related applications of tools and environments used for the GAM system.

3.1 Related Applications of GIS

A GIS has been used as the key component to find solutions for goods and materials
transportation problems. For instance, the transportation of hazardous materials (hazmat)

within an urban area is a very complex problem because a disaster involving hazmat can

12



pose a significant threat to the population in the affected area and because such a disaster
could also cause costly damages to the urban infrastructure, i.e., buildings, highways, parks,
etc. To analyze and solve hazmat transportation problems, it is necessary to create systems
to asses the risks of transporting hazmat in a given area, simulate the damage caused by a
disaster in the area, monitor the transportation operations, assist in an emergency response
situation, and select routes that can prevent a hazmat disaster. As an example, the work
of[23] demonstrates the use of a GIS to simulate a plume disaster by gathering and using
real-time data. Such simulations display affected areas in a map and predict the extent of
the problem. Another example is presented by [2] which shows how network problems such
as finding the shortest path and route planning can be modeled in a GIS. These techniques
have been used together for planning, response, recovery, and disaster mitigation related
to hazmat transportation.

Zhang [38] explores using GIS with risk assessment models to select routes which would
have the smallest consequences in a hazmat accident. While other risk assessment tech-
niques model disastrous events through probability distributions or wind dispersion of air-
borne material as in the Gaussian Plume Model (GPM), the authors proposed placing all
available routes in a network which can be represented in a GIS environment. GIS can use
rasters which have the advantage of discretizing the geographical space in order to reduce
the computations needed by complex techniques such as GPM.

Huang [20] presents a solution for hazmat transportation problems based on proper
route planning using a GIS and genetic algorithms (GA). Criteria for defining the charac-
teristics of a route include the following: 1. Exposure - the population that is exposed in
a hazmat disaster. 2. Socioeconomic impact - infrastructure costs. 3. Risks of hijacking
- a route in an unpopulated area represents a greater opportunity for a transport to get
hijacked. 4. Traffic conditions - traffic speed and flow affect travel time. And finally, 5.
Emergency response - the capabilities of the emergency response teams to contain a hazmat
disaster. The following expression for cost uses GA to compute the weights that minimize

the cost of R:

13



ne Nef
R B (Z (wc Z waSCf)>
c=1 cf=1

where R =cost; ¢ =criteria; n. =number of criteria; w. =weight of criteria ¢; c¢f =factor
under criteria ¢; n.; =number of factors under criteria c; w.; =weight of factor f under
criteria c; s.; =score of factor f under criteria c.

Govindan [18] utilizes a GIS to monitor a maritime transportation network. A spa-
tial sensor network is created with different hand-held devices which, like personal digital
assistants or global positioning systems, which send real-time information to a GIS envi-
ronment which can process received data and provide a user with actionable information.
For instance, the user can deploy emergency response teams to a disaster area or contact

law-enforcement agencies in case of a security threat along the maritime network.

3.2 Naive Geography and Geographic Context Rep-
resentation

Problems like the one introduced in this thesis expose limitations in GIS environments as
many rules needed for a solution to the problem can not be modeled through a GIS without
expert analysis, representation, and manipulation of the data. One aspect of this analysis
refers to the representation of geographical concepts in a manner that humans understand
them. One approach to dealing with this situation is offered by naive geography [12], which
deals with the knowledge that people have about their geographic environment. Naive geo-
graphic reasoning joins spatial and temporal computations available in a GIS with intuitive
operations to guide the design of GIS applications which are based on human geographic
perception. By adding a naive geographic context to GIS applications, work described
below models human assumptions to enhance modeling beyond capabilities offered by GIS
environments.

This author [35] models prepositions such as near, between and in front of for inclusion

in a GIS to provide the context in which humans use them. For instance, near refers to

14



proximity between objects and it also conveys an intuitive geographical awareness about
user preferences. For example, when a user who happens to be a student in a given
university queries a GIS about all the restaurants near that university, the user expects to
get restaurants close to that university which fellow students favor. However, a user who
is a tourist visiting the university, would expect to get restaurants suitable for tourists in
the same area. These authors proposed adding criteria such as popularity to GIS search
tasks and using a search engine to categorize results as well. Once a GIS produces a set
of results, logical rules implemented in Prolog can evaluate the set to rearrange it. This
can be implemented using an importance index computed from popularity data in a search
engine to look for each result in the set. A similar approach in [11] and by[19] proposes the
creation and use of a semantic geospatial web instead of using the results of regular search
engines. These authors propose enriching the data found on the Internet with metadata
and management rules to create a framework where geographical locations can be modeled
and stored with more than just geographic coordinates. For example, a query like Find
data sets which allow me to analyze Lakes in Maine would get every data set related to
lakes in Maine showing the results categorized by counties or by how many counties a lake
touches. The authors’ proposed semantic geospatial web is important and a clear example

of context-awareness modeling techniques which improve a GIS to solve complex problems.

3.3 Line of Sight and PML on Geographic Applica-
tions

Visibility analysis within a GIS can be useful for applications in civil engineering, land-
scape engineering, and urban planning. Line-of-sight algorithms (LOS) compute visibility
between an observer point and a target point (see additional details about LOS in chap-
ter 2). The work by[34] incorporates LOS into a problem about combat units in military

exercises. The authors simulate terrain visibility in a GIS by computing LOS between two
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combat positions in order to decide the best course of action, which could be anything from
choosing an alternative route to deploying more combat units into the area. Chapter 4 of
this thesis includes details about the application of LOS computations to model geographic
awareness in the GAM system.

Proof Markup Language (PML) is based on proof theory, which allows it to encode jus-
tifications as formal proofs. Each proof is a sequence of rule applications which generate an
answer. A proof may include formal logic derivations, natural deduction derivations, infor-
mation retrieval operations, and natural language processing. For instance, [29] illustrates
the use of Probe-It!, a PML application which can be used for explanation visualizations.
Additional details about Probe-It! and PML can be found in chapter 2. The next chapters
discuss how these tools are utilized in the approach to solve the transportation monitoring

problems addressed in this thesis.

3.4 Related Transportation Problems

Problems related to transportation of assets which are valuable because of their commer-
cial value, uniqueness, toxicity, scarcity, strategic importance, and so on, share similarities.
This section discusses approaches for solving problems related to transportation. While
highlighting their applicability to work presented in this thesis, this section identifies dis-
advantages of blindly implementing such approaches into the solution model used in this
work.

Security problems associated with transportation of cultural assets are presented by[7].
Museums, curators, and collectors, the authors claim, are often concerned about the risks
of material loss associated with transporting their invaluable assets. The authors evaluated
use of a Geo-Time Authentication system (GTAs)[27] which takes care of identifying the
assets, checking their integrity, and monitoring them throughout the transportation pro-
cess. According to the results presented in [8], however, GTAs produce such an abundant

number of false alarms that the authors decided to look for a solution which would help to
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identify and dispose of false alarms. They proposed the use of multi-agent systems which
are composed of sensors and an artificial intelligence layer that interprets the sensor values
and uses reasoning to produce results. For example, temperature sensors are placed in
each package being transported and inside the cargo containment in order to detect any
temperature change in case of an illegal package opening. However, when a sensor reads a
value higher than a predefined security threshold, the system does not throw an automatic
alarm. First, it compares this value to the values measured by the rest of the sensors,
including those in packages and in the cargo containment, because it is possible that the
environmental temperature is just high and the threshold should just be raised. The imple-
mentation of the reasoning module is done with the DALI language [5] [6]. This research
shows that a monitoring system including just tracking capabilities and sensors to detect
changes may be insufficient to deal with false alarms which are prone to happen during the
transportation process.

Work in [25] presents a problem in which waste-carrying trucks travel to the Waste
Isolation Pilot Plant (WIPP) to deposit their cargo, which may be sensitive or dangerous
material such as chemical waste and nuclear material. Thus, real-time monitoring of each
truck is essential. Initially, each truck was being monitored only by its on-board shipment-
tracking systems. However, the authors realized that monitoring in that fashion was not
enough when a driver took a wrong turn at some point and exposed the system’s low degree
of monitoring control. The new developed system consists of a more advanced tracking
system and a reasoner (i.e., an artificial intelligence application) to detect anomalies along
a truck trip. Anomalies are defined as a prolonged stoppage, a communication failure
between the truck tracking system and the monitoring headquarters, or route deviations.
The system operation is composed of four major elements. First, it establishes the locations
and initial points of all the trucks enroute to the WIPP site. Second, it verifies that tracking
system location signals are being received properly and continuously. Third, it determines
whether a truck has stopped or not. And fourth, it checks if the shipment is on the correct

route. This approach does not care about the reason for an alarm, as its only goal is to
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identify it for someone to elaborate on its cause. Work presented in this thesis, however,
presents an approach that goes one step further because it provides support to analyze a
detected trip anomaly.

In the work presented by[15] another transportation problem is discussed. The scenario
consists of a road network in which overpasses such as bridges, railways, or other forms of
pedestrian crossing between highways are common. In this scenario, overpasses are often
used to throw hard objects to transport vehicles below or to carry out similar transgressions
in which the advantage of being in the overpass is used by the offending individuals. A
simple yet insufficient solution is the implementation of a visual surveillance system that can
monitor an area in the road network in real time but can not easily distinguish between
a suspicious activity of an individual and a regular crossing of a pedestrian using the
overpass. The authors proposed a vision-based system that can automatically classify the
different behaviors of unknown objects entering a controlled scene. Their idea is to identify
a sequence of events that can lead to an alarming situation such as a person throwing stones
to vehicles from the overpass. Their system is composed of two main modules. One includes
the image processing software and the architecture responsible for identifying objects and
situations in camera feeds. The second is an alarm detection system using logical rules
that can classify the pictures into different levels of dangerous situations. For instance, the
logical rules define a danger area as a space in the overpass that can be used for a suspicious
behavior such as the back of a fence in which a person can hide. Additionally, the time, t,
is also important because the system analyzes sequential frames from a camera feed. The

following are examples of system rules:

Vit if [Jobject(t,i) A Jobject(t + 1, )] :
Distance(object(t,i), object(t + 1, 7)) < SpaceThreshold
then SlowTransitEvent = TRUE

where object represents an entity approaching a danger area. The rule states that for every

time instance, if there is an object appearing in two consecutive frames, i.e., t and ¢t + 1,
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then the distance between the two adjacent object positions should be computed to see if
it is less than a space threshold representing closeness between them and which translates
into a minimum speed threshold. If this is true, a slow-transit event should be triggered

by the system. In the following rule:

V(t, k) if 37 : Distance(DangerArea(k), object(t, j) < SpaceThreshold)
then LevelO fWarning(k) grows
else LevelO fWarning(k) decreases

where k is a danger area, it is stated that for every danger area and all time, the distance
between the area and any object must be computed to adjust the warning level associated
with the area. If the distance is less than a safe minimum threshold, the level of warning
for the area should increase, otherwise it should decrease. This rule establishes a standard
level of warning which means that an event might be suspicious. The next rule elevates an

area level of warning to the highest value in the system:

Vk LevelO fWarning(k) > TimeT hreshold
then Critical LevelO fWarningFEvent = TRUE

The system has a user interface that displays color-coded warnings and other helpful
data whenever it detects suspicious behavior in a sequence of frames taken from the camera
feed. A trained system user can take decisions on whether to act upon alarms thrown by
the system or not. Using a similar approach for geographic awareness modeling, which
is a key aspect of this thesis, would have some drawbacks. First, installing a surveillance
system inside each cargo vehicle cabin to capture the road and recognize objects ahead
of the vehicle would be an expensive operation as all the vehicles would have to acquire
the new hardware. Second, problems addressed by this thesis do not include defining
a specific object along the road network to identify it. Instead, the addressed problem
requires visibility analysis to determine how far along a route a driver can see in order to

get a better understanding of the circumstances surrounding a trip anomaly such as a route
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deviation. Thus, an object recognition module is not suitable or necessary in a solution for
the awareness modeling requirements in this thesis.

Ideas and approaches included in research reviewed in this chapter provide a reference
for the models created for this thesis. Using a GIS with visibility analysis functionality, i.e.,
a line of sight algorithm, building a Prolog application with logic rules to model geographic
awareness, and finally, using inference visualizer to verify the results, the GAM system

presented in chapters 4 and 5 was designed and implemented.
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Chapter 4

Problem Definition and Approach

Problems related to transportation of valuable or sensitive assets such as commercial prod-
ucts and materials, cultural assets and works of art, and hazardous materials share similar-
ities. For instance, the elements involved in the transportation process can be abstracted
as a core set of entities including the following: a payload, which contains all the assets
being transported in a single trip; a vehicle, which carries the payload on the road, through
the air, or over a body of water; a driver, who is in charge of controlling the vehicle; and
an inspector, who is in charge of ensuring that the payload, the vehicle, the driver, and
the transportation process are in compliance with a set of applicable rules and regulations.
A particular transportation scenario will include one or more connected trips to trans-
port a payload along a number of locations and a variety of vehicles, drivers, inspectors,
rules, regulations, monitoring mechanisms, and procedures to deal with compliant and
non-compliant trips. This chapter focuses on land-based transportation of assets, but some
of the concepts presented can be extrapolated to other types of transportation, including
multi-modal trip combinations. To allow discussion of specific details, this chapter utilizes
international transportation of assets as the main target scenario.

Ground transportation of assets across an international border is a complex operation
where many entities have to interact in order to achieve their independent goals. For in-
stance, to transport goods and materials between the cities of Juarez, Chihuahua, México
and El Paso, Texas, U.S.A., every time a shipper sends a loaded vehicle from Juérez to
El Paso, an officer at the U.S. port of entry (POE) will stop the vehicle to verify that the
vehicle, the driver, and the payload are in compliance with the importation rules and regu-

lations of a number of U.S. organizations including Immigration and Customs Enforcement
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(ICE), the Environmental Protection Agency, the Food and Drug Administration, and
many others. While documentation for the vehicle and the driver tends to be fairly con-
stant, which allows a quick and reliable verification of compliance, documentation for the
payload and the payload itself will vary for every trip. Not only that, other factors will also
vary for a given shipper, vehicle, and driver including the route followed from the shipper
location to the POE, the time taken to cover the route, the number, place, and length of
vehicle stops while en route to the POE, and so on. Thus, in addition to documentation
provided, information provided by the driver can be used by the POE ICE officer to deter-
mine whether a vehicle and/or payload inspection is necessary. This creates a need for an
independent objective verification of the quality of the information provided by the driver,
as this information can be used to detect transportation anomalies.

Some of the detected anomalies can flag the payload as potentially dangerous or illegal,
which could result in an expensive and slow inspection of the vehicle and the payload. How-
ever, since it is not economically or otherwise feasible to perform a one-hundred percent
inspection of vehicles and their payloads, it is important to ensure the effectivity of inspec-
tion targeting criteria. This provides additional reasons to verify the quality of information
obtained by ICE officers from vehicle drivers. The GAM system presented in this thesis,
which models the driver’s geographic awareness and supports validation of the driver’s
justifications for route deviations, can provide independent verification for route-related

information provided by the vehicle driver.

4.1 Problem Background

Transporting assets across an international border requires careful planning in order to com-
ply with importation requirements that are verified at the ports of entry. Since commercial
traffic has been used for trafficking of illegal substances, goods, and people, the work of
inspectors at international ports of entry can be supported by remote monitoring systems

which can help in the detection of transportation anomalies. To make the load-handling
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capabilities of such monitoring systems more scalable, the variability of transportation
trips can be reduced by defining a finite set of authorized pre-established routes between
shippers and ports of entry. Trips which must follow such routes can be flagged for anoma-
lies faster and more reliably in an automated way. For instance, if a driver must follow
a preassigned route, abandoning the route without justification can be an undisputable
reason for inspection. By the same token, taking longer than a predetermined travel time
of a route, including some tolerance for varying road conditions, can also be a reason for
inspection. The GAM system presented in this thesis addresses detection and justification
of transportation anomalies caused by route deviations. By definition, a route deviation
is an anomaly in which a trip did not follow its preassigned route entirely. Notice that all
authorized pre-established routes for a shipper start at the same origin point and they may
share road segments and a U.S. POE, but these two latter points may not be true for all
sets of pre-established routes. When a trip fails to follow its assigned route, some segments
of the trip actual route are not included in the assigned route, the system should raise and
record a route deviation anomaly.

Monitoring vehicle movements becomes a very important task because it allows determi-
nation of whether authorized pre-established routes were followed consistently throughout
a trip. A GIS in combination with a Global Positioning System (GPS) device, as discussed
in this thesis, is the perfect tool for such a monitoring task. When a vehicle arrives at a
POE, an ICE officer can verify whether trip data indicates that the driver followed the as-
signed route. Upon finding an anomaly through comparison of the actual trip data against
the assigned route data, the officer can ask the driver for information which may justify
the change of plans or indicate a need for an inspection. As mentioned in the previous sec-
tion, validation of the driver justification is critical because false justifications can be used
to prevent detection of illegal trafficking and valid justifications can avoid costly detailed
vehicle and cargo inspections.

A system which models the driver’s geographic awareness, such as the GAM system,

can assist the officer to distinguish between valid and invalid justifications and make more

23



effective inspection targeting decisions, i.e., by deciding to inspect those trips where invalid
driver justifications are used as a reason for route deviations and by only sampling those
trips with valid justifications or without anomalies. This thesis presents a novel approach
to support the POE officer in getting more accurate results at the time of detecting route
anomalies and classifying anomaly justifications. The next section includes an example
where it is difficult to distinguish between a valid and an invalid justification for a route

deviation.

4.2 Problem Scenarios

To show the difficulty in classifying a driver justification for a route anomaly as valid or
invalid, the following different scenarios are presented and explanations of the interactions

between the driver and the POE officer are included.

_____

—....Route 1
—---Route 2
a ----Route 3

Preassigned Route

Figure 4.1: a. Authorized routes b. Preassigned route

e Scenario 1: Figure 4.1 illustrates a 2D map with the authorized trip routes and a
preassigned trip route. In this scenario, a vehicle is traveling along the preassigned
route (from the bottom to the top of the figure) when suddenly the driver spots an
obstacle up ahead. In addition, the driver is able to deviate from the preassigned
route because there is an intersection of authorized routes between the vehicle and
the obstacle locations. The driver decides to avoid the obstacle by deviating to a
secondary authorized route. However, this act will be recorded by the GIS monitoring

system as an anomaly. When the driver arrives at the POE, an officer will definitely
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ask the driver for an explanation for the deviation. Under this scenario, the driver
has a valid justification for the raised trip anomaly and the vehicle may be granted
a green light to continue the trip into the U.S. without an inspection. The driver’s

ability to see the obstacle is key to validate the justification for the route deviation.

e Scenario 2: Using the same authorized routes and preassigned route as in scenario 1
and figure 4.1, the driver decides to abandon the preassigned route and follow another
route for an arbitrary reason. Because this act will raise an anomaly at the time of
inspection, it is possible for the driver to lie about the reason for the deviation. The
driver can claim a situation like the one described at scenario 1 and expect the officer

to give the trip a green light into the U.S. even if such situation never happened.

In both scenarios, verifying the driver’s justification is not straightforward because there
is no exact way of validating whether the driver saw an obstacle or there is some other cause
for the deviation. For this reason, many ideas have been proposed to protect cargo vehicles
from any illegal access, e.g., putting certified seals in the vehicle’s container door. The
objective behind such protective measures is to lessen the importance of route deviations
by focusing on protecting the vehicle’s payload. In this case, an ICE officer only needs
to check the integrity of the door certified seals to ensure that the payload has not been
compromised or lost during the trip. However, the container is not the only place where
illegal cargo can be transported. Thus, a way to monitor the route followed by the vehicle

is still important despite the use of certified door seals.

4.3 Problem Set Up

The two scenarios above justify the need for an efficient, reliable way to validate the driver’s
justification for route deviations. This thesis explores the use of visibility analysis based
on a line of sight algorithm to create a model that enables the POE officer to make better

informed decisions about anomaly justifications and vehicle and payload inspection targets.
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By performing a visibility analysis along all the authorized routes, which is the set of all
routes that can be preassigned for vehicle trips, visibility between all pairs of points within
each route can be determined. For example, considering figure 4.2 and assuming that
visibility analysis can be performed, is it possible to prove whether a route obstacle in
point P2 is visible from the vehicle driver’s position at point P17 The GAM system utilizes
a logic component to perform the necessary queries and computations to arrive at a result
which an inspection officer can use to conclude whether a driver’s justification is valid or

not.

Preassigned Route

Figure 4.2: Two points along the preassigned route.

4.3.1 Formal Definitions

To support logical processing of scenarios to corroborate or reject deviation justifications,
several scenario elements must be formally represented. A transportation vehicle of any
type, carrying any type of payload, is represented as Vj,...,V,. In the general case, a
vehicle can be an airplain, a ship, a train, or any other means of transportation which can
transport a payload. In this thesis, however, the focus is on ground transportation of assets.
Thus, a vehicle will most likely represent a loaded truck moving along a road network.
Routes are defined as sets of elements of a road network, including highways, boulevards,
avenues, drives, and so on, which are available for a vehicle V, to move from a starting point
to a destination point. Also, a vehicle V;, will have one preassigned route R,,, which has been

defined as the required route to complete a trip from the starting point to the destination
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point. Additionally, there exist more routes that can lead to the destination point called
secondary routes R, ..., R,,, these routes are available for the trip planner and vehicle
driver, but they are not the preassigned route. Finally, the actual route R, represents the
route taken by a vehicle Vj and it can be any of all the available authorized routes.

In the GAM system, all routes from R, to Ry, ..., Ry, are uniformly discretized into
points with the purpose of performing visibility analysis throughout the routes. By sam-
pling a route Ry to represent it as a set of points Py, ..., P,, it becomes possible to check
whether a target point P, is visible from an observer point P,. In systems where deviations
of route travel time are also processed, each vehicle V) will be associated with a time to
complete a trip. T, may represent the expected travel time and T, may represent the actual
travel time.

A trip instance starts when vehicle Vj is associated with a preassigned route R,, a set
of secondary routes R, ..., R,,, and, if time deviations will be detected, an expected time
T. to complete the trip, i.e., to arrive at an inspection point. V; is supposed to follow R,
and reach an inspection point after 7T,. An inspection officer or a system at the inspection
point could query Vj for its trip data and check if R, has been followed in a timely manner.
For this to occur, a GIS/GPS tracking device must be installed on V; to record all of Vj
movements. If the officer or a tracking system determines that R, has not been followed
or that T, differs significantly from 7., the officer will have to ask the driver of V{ for a
justification. The driver of Vj can justify the route or time deviations with a number of
reasons. It will be up to the inspection officer to validate those justifications and decide
whether Vj can continue its trip beyond the inspection point or not.

This thesis focuses on driver justifications that have to do with route deviations caused
by obstacles, e.g., accidents, traffic jams, road work, and so on, along R, which the driver
is able to see before running into them. When the driver claims that in order to avoid a
delay he or she changed from R, to R,, this claim must be validated by the system. The
GAM system performs visibility analysis along R, and R, ..., Rs, in order to prove if

it is possible to see a route obstacle from the location where the driver of V{ claims that
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he or she spotted it. GAM also includes a logic application using a set of rules which
can be loaded into an inference engine to derive a conclusion about whether the driver’s
justification for a route deviation is valid or not.

For a route deviation the next rules must be checked:

e Ensure that the road obstacle identified by the driver is in an area inside of the
preassigned route, in other words, is F; in R,? where P, refers to the visibility

analysis target point observed by the driver of Vj.

e [s the vehicle before an intersection of authorized routes that would allow the driver to
deviate into a secondary route? This is important because, without visibility before
the intersection, the driver must decide to deviate from R, before seing any obstacle,
flagging this behavior as suspicious. Is the vehicle position, observer point, P, inside

R, and R,?

e Finally, do P, and P; have positive line of sight? If the driver cannot see P; from P,

then the driver’s justification should not hold.

If needed, to detect or justify a time anomaly, compare T, with T, including an autho-
rized time tolerance. If the difference between T, and 7. falls outside of the time deviation
tolerance then the driver’s justification should not hold either.

A Geographic Information System performing visibility analysis and an inference engine
deriving conclusions about route deviations and justifications are the key working compo-
nents of the GAM system. The next section goes into detail about the system components

and the modeling approach.

4.4 Solution Approach

To address the problem of validating or rejecting route deviation justifications in land

transportation scenarios like those discussed in the previous sections, this thesis proposes
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a system with a stratified architecture where each stratum solves a subset of the problem.
Figure 4.3 shows a diagram of the stratified architecture of the proposed GAM system.

Before presenting each stratum in detail, it is important to mention that a simpler
solution which would not utilize all of the components used in the presented architecture
would fall short of producing the intended results. For instance, a solution based on a model
which only uses GIS technology would allow only representation of GIS data layers such as
ground elevation data, commercial road networks, and authorized pre-established routes.
This solution could also allow performing visibility analysis on the road network layer.
However, it would need a trained GIS user to analyze the results and produce an actionable
conclusion. Moreover, without a reasoning component for non-GIS items, it would be
very difficult to define and execute the rules presented in the problem definition section.
Although it would be possible to create a logical component within a GIS application, this
task would be better implemented on a language or environment which is suitable for logic
programming such as Prolog. Thus leaving the GIS components to perform what GIS does
best: spatial analysis.

GAM'’s stratified architecture encompasses the following components:

e Commercial road network and terrain elevation. The first stratum contains all of the
highways, avenues, boulevards, drives, and so on, generically referred to as roads,
included in the geographic area where shippers and ports of entry of interest are
located. This stratum can be used to monitor each vehicle Vy more precisely as we
can see the very road it is following while in route to a POE. Terrain elevation data is
very important because it will be used as one of the inputs for the visibility analysis
operations, i.e., for LOS computations. This stratum component is comprised of a

series of layers in a GIS map.

e Authorized pre-established trip routes. This is the set of all authorized routes for
all shippers in the model. This stratum has very detailed information about all the

routes, i.e. R, and R, ..., Ry, for all trips for all shippers, but it only shows the
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Road network and terrain Authorized routes and Route discretzation
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Road network, terrain elevation, trip route and discretized route Strata
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justification

validator [DJv)

Inference Result
visualizer displays

Proof visualization Stratum

Figure 4.3: Stratified solution architecture of the GAM system.
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routes that are available for a given trip instance. Identifying such routes is important
because all the logical rules used to detect route deviations and validate justifications
are based on known facts about the authorized preassigned and secondary routes.
Having these data on a separate layer enables quick access to the information. This

stratum component is comprised of a series of layers in a GIS map.

Discretization of routes. Each authorized route, i.e., R, and Ry, ..., Ry, for all trips
of all shippers, has to be discretized from its uniformly sampled segments. The result-
ing route Ry made out of evenly distributed sample points represents an area of the
map over which LOS visibility analysis can be performed. This stratum component
uses an algorithm to create and navigate each discretized route which runs as a GIS

process.

Visibility analysis. This stratum performs LOS computations for all the authorized
pre-established routes. For each route, the algorithm iterates over all pairs of sampled
points along the route to compute LOS visibility in the route origin to destination
direction. The utilized line of sight computation has three input parameters: the
observer point P,, the target point P;, and the terrain elevation data underlying the
road network containing the discretized routes. The computed output is a true or
false value indicating whether P, is visible from P,. This stratum component uses

LOS algorithms and it runs as a GIS process.

Route Deviation and Justification Validator (DJV). This component has all the logic
behind the decisions and rules created to validate driver justifications. All the facts
and rules were written in Prolog to build an application which could use the results

of the route visibility analyses computed by the previous component.

Proof visualization. The last component is a visualization tool which shows how
the inference engine arrived at a result. Since it is hard to follow the inference

process when working with numerous logical rules and abundant facts, having a proof
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visualization tool simplifies the manual checking of the steps taken by the inference
engine to produce each result. Probe-It! is used as the proof visualization tool

supporting the DJV Prolog application.

By designing the GAM system based on independent stratified components, components
are logically isolated to allow modification and replacement of individual components with-
out inadvertently making unintended changes to other components. For instance, this
allows the use of different software tools and technologies with a minimalist framework
for interoperability. This allows use of a commercial GIS, the DJV logic program written
in Prolog, and an off-the-shelf proof visualization tool in the same solution model. The
next section discusses how the objectives of each component are related. The GAM system

implementation is discussed in chapter 5.

4.5 Algorithms

This section discusses each component of the GAM system in detail. The objectives of
each component from the previous section are matched to the algorithms, assumptions,
limitations, and configuration settings used. Each major piece of the GAM system is
analyzed to show how it solves a subset of the the problems presented in this thesis with
an aim to achieve two goals: the first goal is to present a general approach to solve similar
problems; and the second goal is to use a proof-of-concept approach to show one way to
implement the presented ideas. The next subsections have all the details and specifications

for building the GAM system and chapter 5 shows the integrated working implementation.

4.5.1 Route Discretization

Figure 4.4 presents an authorized route, which is Ry in figure 4.1, divided into sampled
segments. Each segment is sampled once in the middle of the segment and the resulting

point is used to build a discrete representation of the route for LOS computations and sym-
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Preassigned Route

Figure 4.4: Preassigned route with discretized points.

bolic processing in DJV. The discretization of the route provides a way to identify specific
points along R, which have both a geographical and a logical representation for symbolic
processing by the DJV Prolog application. The discretization of Ry will also control the
performance of the visibility analysis algorithm, as the sampling distance determines how
many pairs of the points representing each route are used as input for visibility compu-
tations. Without route discretization, the visibility computations along each route and
the corresponding symbolic representation of their results would have required a different
representation and logic processing approach. This is briefly explored in the Future Work
section of this thesis.

The route sampling distance may be selected on a case-by-case basis as each road
network will have unique characteristics that the modeler could consider. For example,
modeling a geographic region that does not have a lot of buildings or an interstate highway
on a plain terrain that is mainly a straight line may dictate different values of the sampling
distance. For a region with a dense set of buildings along a route, a very small sampling
distance may be appropriate. In contrast, a long straight flat highway could be sampled
with well-dispersed points with a low risk of losing visibility information. However, to
sample a route which includes a highway that goes around a mountain a small sampling

distance value may be needed.
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4.5.2 Visibility Algorithm

Once each route is discretized, point-to-point visibility can be computed. The visibility
algorithm below starts by taking the first point of a discretized route and using it as an
observer point P,, the target point P, is the next point P, along the direction from route
origin to destination. For each (FP,, P;) pair, if the computed visibility is true, the pair is
added to the KB as a fact. To continue, P, is dropped and the next point along the route
is selected as the new P, to compute the visibility of the new pair. For each route, each
point in the route will be paired with all the points ahead of it in order to compute route

visibility.

Algorithm 1: Route visibility analysis algorithm using LOS computations

Input: Each route R containing sampled points

Output: A True/False value for each pair of points with positive LOS
foreach R in Routes do

for i — 0 to R.length do

for j <141 to R.length do
IsVisible «— ComputePointToPointLOS(i,7);

if IsVisible = True then
| AddRuleToKnowledgeBase(R, 1, j);

The visibility analysis is performed with LOS algorithm which uses terrain elevation
data to compute if P, is visible from P, for all (P,,P;) pairs in the model. The GAM system
uses ESRI’s LOS algorithm, which is located in the Military Analyst Toolbox extension of

ArcMap 10. The following assumptions were taken into consideration:

e The LOS algorithm uses terrain elevation and point coordinate data to compute
visibility. It does not take into consideration weather conditions, vegetation, time of
day, position of the sun, or any other criteria for its analysis. The addition of such
criteria is the topic of ongoing research and future related work which started with

work in this thesis[22].
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e The driver has no sight problems or any other obstacles for visibility along a route. All
outdoors environment conditions are optimal and all drivers have the same visibility

range.

e Visibility analysis will only be used within each route, no cross-route visibility analysis
will be used or necessary. The driver’s ability to see an obstacle up ahead in the
preassigned route is all that matters because that is the only information used to

leave a preassigned route for a secondary route.

e The visibility analysis is pre-computed once for all the routes in the road network
and visibility data is added to the KB. Visibility data can be used any number of
times by DJV without having to perform on-the-flight visibility analysis.

4.5.3 The Threat Detection System and Deviation Justification
Validator

The following logic rules represent the core assumptions, constraints, and criteria modeled
in this thesis. The rules below are embedded into GAM’s DJV and the Threat Detection
System (TDS), a Prolog application which was designed and implemented for the Car-
goTrust project of The University of Texas at El Paso. CargoTrust was funded by a grant
of the U.S. Department of Homeland Security (DHS). TDS models threat detection for
land transportation problems of interest to DHS. There are three assumptions considered

in the creation of rules for DJV:

e The visibility analysis pre-computed with the LOS algorithm is valid for all times

and visibility facts are always present in the KB for rule application.

e The time dimension is not considered in the analysis. This means that any time
stamp of a given obstacle in a route is discarded and there is no need to match the
time span of an obstacle to the time span of an approaching driver and visibility

information of the obstacle. The consideration of the time dimension in the GAM
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system is out of the scope of this thesis. However, use of timing criteria is discussed

in the future work section.

e The focus of this thesis is on checking whether a driver could see an obstacle ahead in
the preassigned route to support a justification to abandon the route for a secondary
route. Reasons for choosing an alternative route over another are out of the scope of

this thesis, but they are additional opportunities for future research.
The following are the core logic rules used for the DJV Prolog application:

e hasThreat(V') < hasAnomaly(V') A (1) V hasUnjustifiable Anomaly (V')

HasThreat is the entry point for evaluating threats and deviation justifications. If
HasThreat evaluates as true for a vehicle V', there is a problem in the trip instance
being evaluated. HasAnomaly detects problems that automatically stop the eval-
uation because of deviations which cannot be justified such as when the KB lacks
monitoring information about V', i.e. a vehicle appeared out of nowhere at a POE.
hasUnjustifiable Anomaly is true for anomalies without a valid justification includ-

ing those representing route deviations.

e hasUnjustifiable Anomaly(V') < hasRouteT'ime Anomaly(V)A
—(hasJustification(V, P,, P;))

hasUnjusti fiable Anomaly becomes True if there is a time or route anomaly i.e.
hasRouteTimeAnomaly is True and there is no justification for that anomaly, i.e.
the negation of hasJustification. hasJustification for the vehicle V| the observer
point P,, and the target point P, returns the justification computation for those

precise points.

e hasRouteTimeAnomaly(V') < hasTimeDeviation(V') V hasRoute Deviation(V)

This rule is the first half of the previous rule and hasRouteTimeAnomaly is True if

either the time or the route are the cause of the anomaly.
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o hasTimeDeviation(V') <« =(timeOK (V)
timeOK (V) < hasExpectedTime(V,T.) N\ hasActualTime(V,T,) A onTime(T.,T,)
timeTolerance(T) «— T =5
onTime(T,,T,) « timeTolerance(E) N (T, > T, — E)YN (T, < T. + E)

hasTimeDeviation checks whether the time data caused a time anomaly or not and
whether it has a proper justification. hasFEzxpectedT'ime checks whether there is an
expected time T, for vehicle V' in the KB and hasActualTime checks whether there
is an actual time T, for V in the KB. onTime uses a value of E time units as the
deviation tolerance to detect whether a time anomaly is justified. (7, > 7. — E) and
(T, < T.+ E) are evaluated and if the T, and T, are not approximately equal within

that range the anomaly is not justified.

e hasRouteDeviation(V') «— =(routeOK (V'))
routeOK (V') « hasPreassignedRoute(V, R,) A hasActual Route(V, R,) N (R, = R,)

hasRouteDeviation becomes True if the V' does not have a preassigned route R, and
an actual route R, in the KB. It also checks whether the routes are equal. Otherwise

this rule will flag a route anomaly for the system to justify.

o hasJustification(V, P,, Py) «—
—(invalidPoints(P,, Py, allpointsinR,,, allpointsinR,))
V (jamJustify(A) Atraf ficJam(V)) V (accident Justi fy(A) Atraf ficAccident(V'))
V weather Justify(A) A weather Delay(V)

hasJusti fication models justification validation for route deviations and other jus-
tifications processed by DJV. invalid Points receives F,, P;, and all the points in R,
and R, in order to whether the target point is visible from the observer point and

the latter is part of both routes.

o invalidPoints(P,, Py, R,, R,) < processPointsVisibility(P,, Ps, Ry, R,)

37



This rule was made to isolate the process of checking the points’ visibility. The next

rule will go over the detail of such operations.

processPointsVisibility(P,, Py, R,, R,) < —(isValidPoint(P,))
V =(isValidPoint(Py)) V —(isFinal PointInPreassigned RouteOnly( Py, R,, R,)) V
—(isInitial PointInBothRoutes(P,, R, R,)) V —(isPositive LOS(P,, Py))

processPointsVisibility evaluates symbolic point-to-point visibility and route posi-
tion rules for two points. isValidPoint checks whether P, and P, are part of the
KB by determining whether those points belong to any route. isFinal PointInPre-
assignedRouteOnly becomes true if P, belongs to R,. This is important because in
order to justify a deviation, the driver would have to be observing a point along R,.
1sInitial PointInBothRoutes makes sure that the driver is before an R,,R, intersec-
tion, i.e., it is possible to abandon the preassigned route for a secondary route. To do
this, it checks if P, is inside both R, and R, and that the driver is in condition to see
an obstacle and deviate to another route if needed. Finally, ¢sPositiveLOS provides
the visibility data of the two points (i.e. P, and F;), if there is a positive LOS the

rule becomes True. LOS values are pre-computed by the GIS and added to the KB.

isValidPoint(P) « discrete Point(P)

This rule goes through the KB searching for the given point P. If it is found the rule

becomes True.

isPositive LOS(P,, Py) < positiveLOS(P,, Py)

This rule goes through the KB searching for a fact stating that points F, and Py have
positive LOS.

isPointInRoute(P, R) < pointInRoute(P, R)

This is an important rule because it takes a point P and checks whether it belongs

to the set of points representing route R.
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o isFinal PointInPreassignedRouteOnly(Py, R,) « isPointInRoute( Py, R,)

1sFinal PointInPreassigned RouteOnly becomes True if the target point P, belongs

to the preassigned route Iz,.

o isInitial PointInBothRoutes(P, Ry, R,) «—
isPointInRoute(P, R,) N\ isPointInRoute(P, R,)

This rule checks whether point P is in both routes R, and R2,.

4.5.4 Results and Proof Visualizer

The rules in the previous section, which are implemented in the DJV Prolog application,
produce a logic value indicating whether the driver’s justification is valid or not. If the
novel work presented in this thesis is implemented in a production system, there will be
a need to check specific results for system auditing and testing. Probe-It! can be used to
see exactly how DJV arrived at a conclusion. This part of the GAM system would only be
accessible when there is the need to check the reasoning of a specific instance, as during
audits and debugging sessions. Moreover, the day to day use the GAM system would not
have the option to use Probe-It! This functionality would only be available for advanced

users and system developers.
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Chapter 5

Implementation Details and Results

The algorithms and ideas presented in chapter 4 were implemented in the GAM system.
The implementation architecture is based on several software tools including applications
developed as part of this thesis, off-the-shelf tools, and commercial software. Figure 5.1
depicts the system architecture and software applications which will be discussed in this

chapter.

DS =

Geographic Probe- It!

==

Deviation Justification Validator (DJV)

ﬂ

GIS — Visibility Modeling Toolbox ~ Lr

Compute Get Send Points
Route Positive To Inference
Visibility LOS Engine

GIS — Data Lavers

Figure 5.1: The GAM system architecture

At the bottom, the GIS data layers model the underlying road network, terrain eleva-

tion, and route definitions used in this thesis. All the layers are based on the same coor-
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dinate system: GCS_North_American_1983, projected coordinate system NAD_1983-
_StatePlane_Texas_Central FIPS 4203 _Feet and projection: Lambert_Conformal-
_Conic. A coordinate system is a three-dimensional reference system that locates points
on the Earth’s surface, the projected coordinate system is a two-dimensional planar surface
used to locate points in a computer system with a 2D view. A projection is a mathematical
transformation to convert three-dimensional coordinates into two-dimensional coordinates.

Terrain elevation is defined by a raster layer which is the preferred layer type for el-
evation data. The commercial road network layer has all major highways in the area
utilized for visibility analysis. These two layers represent the first stratified component
in the Solution Approach section of chapter 4. The second stratified component are the
available pre-established trip routes, i.e. the authorized preassigned and secondary routes,
which are also represented in the road network layer. The third stratified component is
the discretization of routes and is represented by a point layer on top of the road network
layer.

In figure 5.1, there is a Geographic Information System on top of the GIS Data which
contains both the data and the necessary programming tools to compute the visibility
analysis. The GIS software used for this thesis is ArcGIS ArcMap 10[13] and it represents
the fourth stratified component introduced in the Solution Approach section of chapter 4.
ArcMap 10 offers functionality to perform spatial operations on data layers. These opera-
tions are grouped into Toolboxes and can be accessed in the Toolbox section of ArcMap 10.
Moreover, it is possible to create customized toolboxes and perform specialized operations
on data. Thus, a Visibility Modeling Toolbox was created in order to carry out the work
being presented.

A GAM Visibility Modeling Toolbox for LOS computations over each route of a road
network was written using ArcMap. The GAM Toolbox includes three elements: The
model named Generate LOS Layers and two scripts named Get Positive LOS and
Get Positive LOS DATA, respectively. A diagram and detailed specifications of the

Generate LOS Layers model can be found in Appendix B of this document. However,
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it is worth mentioning that its main component is the Linear Line of Sight from Features
tool available in the Military Analyst Tools extension of ArcMap 10. The model receives
the discretized points of each route and computes point to point visibility with the line
of sight tool. Figure 5.2 shows the on-screen results after running the model; green line
segments indicate positive visibility along a route. When the only goal is to find the target
point’s visibility from the observer point, that is, to calculate whether a target point P, is
visible from an observer point P,, only the visibility information adjacent to P, has to be
considered.

The task of extracting the visibility information on F; is done by the Get Positive
LOS script. It is written in Python[32] and the source code can be found in appendix B.
This script also identifies a visible point pair and it records it in two places: A table inside
the GeoDatabase where all layers are saved and in a Prolog file (i.e., .pl extension file)
which is uploaded into the KB. The last script, Get Positive LOS DATA has variable
names and other information used to run the first script, its source code can also be found
in appendix B.

The next application shown in figure 5.1 is the DJV application written in Prolog and it
can be mapped to the fifth stratified component mentioned in the Solution Approach section
of chapter 4. DJV is based on the Thread Detection System, an application designed to
model problems related to transportation of valuable and sensitive assets. Every logical rule
from the Logic Rules section in chapter 4 was implemented in DJV. Appendix A contains
the source code for the rules. Geographic awareness is modeled through the combined
application of DJV logic rules, the visibility facts for points in discretized routes produced
by the GAM Visibility Modeling Tools, and DJV’s ability to answer queries related to
threats, anomalies, and justifications related to land transportation problems.

Figure 5.3 shows the TDS interface where an end user can select option from the main
menu. Menu options for adding facts to the KB are used to model a transportation scenario.
For instance, facts about a trip vehicle V', preassigned route R, actual route R,, expected

time T, and actual time T, are initially created. Furthermore, information computed by
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Figure 5.3: Main menu of the Thread Detection System application used by DJV.
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the Visibility Modeling Toolbox implemented for this thesis, i.e. discretized route points
and point-to-point visibility, can also be added with options in this menu.

Scenario information to be processed is added to the KB as facts which are described
in the Prolog section of chapter 2. Once the KB is populated with the information, the KB
can be queried to obtain new information. For an inspection officer who needs to verify a
route deviation and whether it has a justification, using GPS provided location information
for an accident, which is also identified by the driver, and the location of the driver where
the accident was spotted, which must have been before reaching an intersection between
the preassigned route and a taken secondary route,the user can verify visibility using the
system. For input data which does not contain any threat, the result would be a “No
threat detected in vehicle!” message indicating that there is a positive line of sight between
those points which can be used as part of the validation for a driver justification for a route
deviation.

For the case above with a modification of the KB facts about the segment of the road
network, the same vehicle would be evaluated with a new observer point p3 and a new target
point p4. In case the resulting message were “Points are not visible: p4, observed point is
not in the preassigned route. RED LIGHT!”, this would indicate that the target point is
not part of the preassigned route. Hence, there should be no need for the driver to mind
an accident at that location of the road network. This scenario would give good reason for
an inspection officer to doubt and further question a driver’s route deviation justification.
Modeling geographic awareness in this manner, the DJV logic application was created to
process queries for evaluating the validity of a driver’s trip anomaly justifications.

The last component in figure 5.1 to discuss is Probe-It!, which can be mapped as
the sixth stratified component mentioned in the Solution Approach section of chapter 4.
Probe-It! is an information visualization tool for rendering proofs encoded in the Proof
Markup Language (PML) [30]. For instance, such visualizations provide advanced users
and developers with details about how logic rules are applied by a Prolog application. For

the purpose of this thesis, Probe-It! allows auditing of the processing implemented by the
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Prolog application, i.e., it helps users to understand all the inference steps taken to arrive
at certain conclusion. Probe-It! takes as input a PML file which has information about the
rules and facts used for a logical inference, builds a graphical view of the inference process,
and displays the graphical representation to allow exploration of the proof.

Figure 5.4 depicts DJV application of the rule isPositive LOS(Po, Pf) : —positive-
LOS(Po, Pf)., which receives two points as input, an observer point and a target point,
and evaluates whether there is positive LOS visibility between them. If the points are
present in the KB, the visualization generated by Probe-It! will confirm the result of
applying the rule. The graphical view of the inference process taken to arrive at this
conclusion can help the user to understand the rule application and the result better.

This chapter presents the implementation and sample execution results of the three
main software components designed, developed, and/or used for this thesis: the GAM GIS
application, the DJV Prolog application, and Probe-It! The overall goal of the GAM system
is to show one way to model geographic awareness in order to provide a reliable verification
of a driver route deviation justification. The following chapter presents conclusions and

ideas for future work.
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Chapter 6

Concluding Remarks

6.1 Significance of the Result

This thesis presents the analysis and a solution for problems related to the ground trans-
portation of valuable or sensitive assets such as commercial products and materials, cultural
assets and works of art, and hazardous materials. By using pre-established, authorized
routes between shipper and inspection locations, vehicle trips can be monitored for route
following compliance and deviations. This thesis presented a solution approach in which
the GAM system can detect route deviations and validate driver-provided justifications for
such anomalies. By combining the results of GAM GIS visibility analysis with DJV’s logic
rules and facts, this thesis models driver geographic awareness which can be used in an
inspection support tool to detect route deviations and validate driver justifications.

The presented solution approach implemented in the GAM system can enable enhanced
monitoring of land transportation operations through validation of driver provided informa-
tion about route deviations. By modeling and gathering various facts about trip instances
such as road network visibility, vehicle locations, predefined trip routes, and actual trip
routes, the presented work can be used to assist vehicle and payload inspectors to make
better informed decisions about the need for detailed inspections of a trip elements. The
GAM system aims to complement the expertise and the experience of inspectors by pro-
viding extra information about route deviations and justifications which can increase the
effectiveness of inspection targeting policies and sampling rates. As a complement for ad-
vanced users and developers modifying the DJV logic application, the presented solution

also uses Probe-It!, a PML proof visualization tool, to enable users’ analysis of the inference
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derivation process supporting a route deviation detection or deviation justification result.

To speed up application performance and leverage the slow rate of change of actual road
networks, the implemented solution precomputes visibility analysis along the predefined
routes once. The computed results are added as KB facts at the beginning of an application

session.

6.2 Future Work

The following are recommended starting points for continuing and future research based

on the work presented in this thesis.

e [t would be interesting to use a complex LOS algorithm, such as the one presented
in [22], which uses diverse criteria to analyze visibility. Having complex LOS com-
putation capabilities would enable a monitoring application to deal with visibility

constraints which are present in various road networks.

e The discretization of predefined routes used in this thesis to perform visibility analysis
could be replaced by a model based on constraints and interval computations to
reduce the potential impact of errors caused by location approximations based on

route sample points.

e The Threat Detection System used in this thesis utilizes elapsed time to measure ex-
pected and actual arrival times to indicate a potential trip anomaly when arrival time
values are not within an authorized tolerance. This and other time-related criteria
and processing could be considered to support processing of dynamic transportation

scenarios.

e The GIS implementation utilized in this Thesis is based on 2D visualizations of the re-
sults of visibility analyses. Extending the implementation to utilize three-dimensional

visualizations may enhance the usability of the displayed results.
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Appendix A

DJV /TDS Prolog Source Code

The Prolog source code included in this appendix is the implementation of the TDS/DJV

logic rules introduced in chapter 4. The rules were written with SWI-Prolog version

5.6.64[33].

Listing A.1: Threat and unjustifiable anomaly entry rules
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Listing A.2: Route and time anomaly rules

Listing A.3: Has justification rule




Listing A.4: Point processing rules

Listing A.5: Visibility and route processing rules




Appendix B

GAM Visibility Analysis Tools

B.1 Generate GAM LOS Layers Model
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Figure B.1: This model triggers the line of sight tool along the road network.

Figure B.1 shows the Generate LOS Layers model created in ESRI’s ArcMap 10. It

has three processes, the first one is the Linear Line Of Sight From Feature tool represented
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as the first yellow rectangle. This tools can be found under the Military Analyst Tools
— Analysis — Terrain Analysis — Linear Line of Sight from Features. Its inputs are the
observer point, target point and the workspace, it also needs two variable names to use as
the output features name. The next process is the Make Feature Layer tool and it can be
found under Data Management Tools — Layers and Table Views — Make Feature Layer,
its objective is to convert the features created in the previous process into layers because
the third process needs layers as input. The third process, Apply Symbology From Layer
receives a layer and a template in order to format the resulting layers in such a way that
they can be shown in the screen. This process can be found under Data Management Tools

— Layers and Table Views — Apply Symbology From Layer.

B.2 GetPositiveLOS and GetPositive LOSDATA

The GetPositiveLOS and GetPositiveLOSDATA scripts work together to evaluate
each LOS element produced in the Generate LOS Layers model with the purpose to
identify elements with positive line of sight. If such an element is found, it is written in a
table placed under the default GeoDatabase and into a Prolog file as Facts to be added to
the DJV KDB. A batch job performs all the operations. While the GetPositive LOSDATA
script has input data, the GetPositiveLOS script performs the LOS computations. Below

is the Python source code of each script.

7
# GetPositiveLOS . py

# Description: This script evaluates visibility in the
# destination point and writes the result in a table and pl file.
# Created by: Ari Kassin

#
import sys, string, os, arcgisscripting , GetPositiveLOSDATA

# Create the Geoprocessor object

29



Listing B.1: Get Positive LOS script




Listing B.2: Get Positive LOS DATA script
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