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Abstract

Programs routinely use complicated pointer (linked list-type) data structures such as linked lists,
doubly linked lists, different types of trees, etc. These data structures are usually defined inductively:
e.g., a tree can be defined as a structure that results from an empty tree by an arbitrary sequence of
adding and deleting elements.

When the program runs, these data structures take dynamically changing shapes. To test program
correctness, it is important to check, at run-time, whether a current shape is a correct implementation
of the corresponding structure. Algorithms are known for checking the “shape correctness” for basic
pointer-based data structures such as linked list, binary tree, etc.

In this paper, we show that the general problem — verifying that a given shape is an instance of an
inductively defined data structure —is algorithmically undecidable.

1 Introduction

Pointer (linked list-type) data structures: brief reminder. Programs routinely use complicated
pointer data structures such as linked lists, doubly linked lists, different types of trees, etc. Unlike static
data structures (such as static arrays or (non-variable) records) which have the same shape throughout the
run-time, the “shape” of a pointer data structure is dynamically changing: new elements can be added or
deleted, connections can be changed, etc.

A pointer data structures is, usually, a collection of records; each record contains:

o (one or several) data fields and

o (one or several) pointer fields, i.e., fields that contain pointers to other records (i.e., addresses of other
records).

For example, a typical implementation of a linked list 1s:

[ral [ fral [+ Inil]

o 1 T2

where * indicates data, each record points to the next one, except for the last record that does not point
to anything (this is expressed by giving a pointer a special non-address value of nil). Similarly, we can give
examples of a double-linked list:

r1| |nil| % |r2| |r1] * |rs] |ra| * |nil|

o 1 T2 3




and of a binary tree:

p

70| * [r1]

r

|7“00| * |7“01| |Il11| * |7“11|

o 1
[nil] * |nil| |nil| * |nil| [nil| * |nil]|
00 o1 11

These data structures are usually defined inductively: e.g.,; a tree can be defined as a structure that results
from an empty tree by an arbitrary sequence of adding and deleting elements.

It is important to check the shapes. When the program runs, pointer data structures take dynamically
changing shapes. To test program correctness, it is important to check, at run-time, whether a current shape
is a correct implementation of the corresponding structure: e.g., that it is indeed a linked list, or a binary
tree, etc.

If we only know the current shape, and the data structure is defined inductively, then it is not immediately
clear how to check whether the current shape is indeed a (correct) implementation of the desired structure.

What is known. Algorithms are known that check shape correctness for basic pointer data structures such
as linked lists, doubly linked lists, binary trees at run-time (see [1]).

What we show. In this paper, we show that the general problem — verifying that a given shape is an
instance of an inductively defined data structure — 1s algorithmically undecidable.

This area of research is important. Theorists should find this to be an important class of applied
problems.

Our result is natural and expected. By proving the impossibility of a general algorithm, we wanted to
emphasize the importance of partial algorithms, e.g., the ones developed in [1].

Related results. Several related problems are known to be undecidable, e.g., the problem of static shape
analysis, i.e., the problem of checking, for a given program, whether it is possible, for some inputs, that at
some moment of time, two pointer variables will point to the same place (i.e., be aliases) [3]. For a general
overview of related undecidable and NP-hard problems, see [4].

2 Definitions and the main result

Comment. Our formal description of pointer data types is somewhat similar, e.g., to the formalism proposed
in [2].

Definition 1. By a record type t, we mean a finite sequence 1y ...1p in which each t; is either a symbol d,
or a symbol p. The total number F' of elements in this sequence is called a number of fields.

e Ift; = d, we say that i-th field is a data field.

e Ift; = p, we say that i-th field is a pointer field.

Erample. In the above linked list example:
e 7r( 18 a record of type p, with only one field £; = p of pointer type;
e 7y 18 a record of type dp, with two fields, of which:

— the first field ¢t; = d is of data type, and
— the second field t5 = p is of pointer type.



Definition 2. By a shape, we mean a triple S = (R, T, P), where:
e R is a finite set; its elements are called records;
e T maps each record v € R into a record type t = T'(r); and

e P maps, for each record v € R, each pointer field of the corresponding record type T(r) either into an
element v € R, or Into a special symbol nil; if the filed is mapped into a record v € R, we say that
the corresponding pointer points to r’.

Frample. The shape of the above linked list is a triple Sy = (R, T, P}, where:
o the set R consists of three records R = {rg, ri,r2};
e the mapping T is defined as follows: T'(rg) = p and T'(r1) = T'(r2) = dp;
e the mapping P does the following:

— for the record rg, P maps the only pointer field of the record type T(rg) into rq;
— for the record r1, P maps the only pointer field of the record type T(r1) into ra;
— for the record r2, P maps the only pointer field of the record type T'(r2) into nil.

Motwation for the next definition. If we take only some records from a shape, then we get a subshape. The
main difference between a shape and a subshape is as follows:

e In a shape, for each pointer, we have two options: the pointer is either nil, or points to some object
from the same shape.

e In a subshape, we can have a third option, when a pointer is not nil, and it is not pointing to anything
in this same subshape; instead, it points instead to an object outside this subshape.

Formally, a subshape (“pattern”) can be defined as follows:
Definition 3. A pattern is a quadruple P = (Rin, Rout, T, P), where:

e Ry, Is a finite set; its elements are called internal records of this pattern;
e Ryt Is a finite set; its elements are called external records of this pattern;
e T maps each record v € Ry, Into a record type t = T(r); and

e P maps, for each record r € Ry, each pointer field of the corresponding record type T(r) either into
an element r' € R;, U Roys, or into a special symbol nil, in such a way that for each record r € Rgy;,
there is exactly one field that is mapped into r.

Frample. We can view the beginning of the linked list

as a pattern Py = (Rin, Rout, T, P), in which:
e we have two internal records Ri, = {ug, u1};
e we have a single external record Ryt = {ua};
e record types are T'(up) = p and T'(u1) = dp; and
e the mapping P does the following:

— for the record ug, P maps the only pointer field of the record type T'(up) into uy;
— for the record uy, P maps the only pointer field of the record type T'(uy) into @s.



Definition 4. Let S = (R, T, P) be a shape, and let Ry be a subset of the set R of its records. We say that
the pair (Rg, S) is isomorphic to a pattern P = {Rin, Rout, T, P} if there exists a mapping f : Rip U Rout —
R U {nil} for which the following four conditions are satisfied:

e The function f is a one-to-one mapping between records from Rj, and records from Ry;
e For each record r € Ry, the records r and f(r) have the same record type (i.e., T(r) = T(f(r))).
e The function f maps each record from R, into some record ' € R — Rg or into nil; and

e For each record r € Ry, and for each pointer field of this record, if in Ry,, this field was pointing to
7', then in Ry, the corresponding field of the record f(r) is pointing to f(r').

The mapping f that satisfies these four conditions is called an isomorphism.

Frample. For example, if Sy = (R, T, P) is the above linked-list shape, and Ry = {rg, 71} C R = {ro, 71,72},
then the isomorphism between the pair (Rg, Sp) and the pattern Py (described after Definition 3) is estab-
lished by the following mapping f: f(ug) = ro, f(u1) = r1, and f(tuz2) = ro.

Definition 5. By an elementary transformation (or simply a transformation, for short), we mean a tuple
E= <Pbeforea Paftera T6f>, where:

® Pretore and Pasier are patterns; and

o ref maps each record (internal or external) of the pattern Prefore Into either a record (internal or
external) of the pattern Pagter, or into nil.

FEzample. For example, adding an element at the beginning of a linked list means going from the initial
pattern

to a new pattern

|tnew| [* fua| |+ |ds]
up Unew U

Let us show that this transformation Fy 1s indeed described by Definition 5. Indeed:

e The original pattern Ppefore 18 the same pattern Py as described after Definition 3.

e Similarly, the new pattern, which after re-naming takes the form

s1| | *[s2]

S0 S1 S2

* |53

bl

can be represented as a triple Pasrer = (Rin, Rout, T, P}, in which:

— we have three internal records Ri, = {sq, s1,82};

— we have a single external record Rout = {33};

— record types are T'(sp) = p and T'(s1) = T(s2) = dp; and
— the mapping P does the following:

* for the record sg, P maps the only pointer field of the record type T'(sp) into sy;
* for the record s1, P maps the only pointer field of the record type T'(s1) into sa.
* for the record sy, P maps the only pointer field of the record type T'(s2) into 33.

e The mapping ref maps ug into sg, w1 into so, and @y into Ss.



Definition 6. We say that a transformation E = (Pyetore, Patter, ref) transforms a shape Spefore =
<RbeforeaTbeforeaPbefore> into a Shape Safter = <RafteraTafteraPafter> if there exists a set RO g Rbefore such
that:

o the pair (Ry, Spefore) 18 isomorphic to the pattern Ppefore, under some isomorphism f;
e the new shape Sqaster 18 obtained from Spetore as follows:

— the set Ry is replaced by an (equivalent) set Pasrer;

— every pointer from each pointer field of each record r € Ryefore — R that points to a record r' € Ry
is replaced by a pointer to re f(f=1(r'));

— every pointer from each pointer field of each record s € ref(f~(Ry)), that points to a record
s € ref(f~(Rpetore — Ro)) is replaced by a pointer to v = f(ref=1(s")).

Frample. Let us apply the above transformation Fy to the following shape Spefore = { Rbefores Thetore, Phefore)

] [*lg2| |+ [nill

q0 q1 q2

For this shape, Rpefore = {40, ¢1,92}. If we take a set Ry = {qo, 1} € Rbefore, then the pair (R, Svefore) 18
isomorphic to the initial pattern Ppefore of the transformation Ejy, 1.e., to the pattern

uy| | * [yl

up U

bl

under the isomorphism f for which f(uo) = qo, f(u1) = q1, and f(@2) = ¢a.
So, we can the above transformation Fy to the original shape Sperore. To describe the result of this
transformation, let us follow the three steps listed in Definition 6:

e First, we replace the records from the set Ry by the records from the set Pager. As a result, we get
the following picture:

si [xlsa] |*[3s] |*[nil

S0 S1 S2 q2

e Second, we must replace all pointers from all pointer field of all the records r € Rpecfore — R that point
to records ' € Ry. In our example, the difference set Rpefore — R contains only one record rsz, and
the only pointer field of this record does not point to a record from Ry. Thus, in our example, we do
not make any replacements on the second step.

e Finally, we must replace, for each record s € ref(f~(Ryp)), each pointer which points to a record
s' € ref(f~(Rpetore — Ro)) by a pointer to ' = f(ref~1(s")). In our example:

—~ We have Ry = {qo,q1}, so [~ (Ro) = {ug,u1}, and ref(f~1(Ro)) = ref({uo,u1} = {so, s2}.

- Simﬂaﬂy, Rbefore - RO = {Q2}, 50 f_l({QZ}) = {az}, and ref(f_l(Rbefore - RO)) = ref({QZ} =
{ss}.

Thus, we are looking for pointers that go from a record s € {sg,s2} to a record s’ € {§3}. One can
easily see that there is exactly one such pointer: from s to §3. According to our definition, we replace
it with a pointer to f(ref™*(53)) = f(@2) = g2. As a result, we get the following shape:

si| | *[sal | *lga| |*[nil|

S0 S1 S2 q2

In this example, we started with a linked list with two data-containing records, and ended up with a linked
list with three such records.



Definition 7.

e By a pointer data structure D, we mean a set consisting of finitely many shapes (called basic shapes)
and finitely many elementary transformations.

o We say that a shape S is a (correct) implementation of the pointer data structure D if S can be
obtained from one of the basic shapes from D by using a finite sequence of elementary transformations
from the list D.

Erample. For example, a linked list can be described as a set D that consists of the two basic shapes

|nil]
o
and _
7°_1| | * |nil]
o 1

and of a single transformation (the above-described one). One can easily see that if we apply this transforma-
tion to a linked list with £ data-containing records, then we get a new linked list with £ + 1 data-containing
records. Thus:

e cach shape that can be obtained from the basic shapes from D by applying transformations from D is
a linked list, and

e every linked list shape is either in D already (if it has 0 or 1 data-containing records), or it can be
obtained from the single-data-record linked list by applying an appropriate number of transformations
from D.

Thus, we get exactly shapes that correspond to linked list.
Similarly, we can describe doubly linked list, binary tree, and other pointer data structures.

PROPOSITION. The problem of checking whether a given shape S is a correct implementation of a given
pointer data structure D is algorithmically undecidable.

3 Proof

To prove the Proposition, we will show that the halting problem for Turing machines (that is known to be
algorithmically undecidable, see, e.g., [5]) can be reduced to the problem of checking whether a given shape
is indeed a correct implementation of given data structure.

For this reduction, we will represent a state of a Turing machine by an appropriate shape. This shape
will include the following:

e records that correspond to possible states sq,..., s, of the head; each of these records consists of a
single field: a pointer filed, with a pointer pointing to nil;

e records that correspond to possible symbols ai, ..., a, of the tape (empty cell A corresponds to nil);
each of these records also consists of only one field: a pointer filed, with a pointer pointing to nil;

e a doubly linked list that describes the contents of the tape; each element of this linked list describes
a cell on the tape, and the middle field of this element points to the symbol written in this cell; and,
finally,

e a special record sp with two pointers that indicate:

— the current state of the head, and

— the current location of the head.

For example, consider a Turing machine with:



o states {s1,s9,83};

e an alphabet {ay, as, as, a4, a5}
e current state ss;

e its tape consists of:

— an empty 0-th cell (e¢g = A),
— cell 1 containing aq,
— cell 2 containing as, and

— cell 3 with as,
(i.e., the tape contains a sequence |Alaj|as|az|), and
e the head pointing to the second cell.

Then, this state of this Turing machine is represented by the following shape:

[nilnil|ei| |eolai|es| |e1lasles| |ez]az|nil]

Co C1 C2 C3

|s3]cal
S0

The initial state of a Turing machine is thus naturally represented as a shape. Each step of a Turing
machine is local and therefore, can also be naturally represented as an elementary transformation of shapes.

To complete the proof, we must add transformations that delete (record by record) everything except the
halting state cell if the machine has reached the halting state. After this translation, checking whether the
Turing machine will halt is equivalent to checking whether a one-record state is a correct implementation of
the corresponding data structure. Since halting problem is undecidable, checking whether a given shape is
a correct implementation of a given data structure is, therefore; also undecidable.

4 Future plans

For inductively defined data shapes, it is necessary to check whether a given shape is indeed a (correct)
implementation of the desired structure.

e Algorithms are known that check it for basic pointer-based data structures.

e In this paper, we have shown that, in general (for arbitrary pointer data structures), this problem is
algorithmically undecidable.

Our main future plan is to find reasonable classes of data structures for which such shape-checking algorithm
1s still possible.
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