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Abstract

In inter-connected systems, where several computers share information with each other,
problems may arise when inappropriate information starts to flow through. For example,
let us consider a simple scenario of a university composed of three departments: payroll,
financial aid, and academic services. We know that the payroll department deals with
sensitive information, such as social security numbers, dates of birth, amounts of wages,
etc. The financial aid department may use information that payroll owns. Similarly, the
academic department communicates with the financial aid department. An intruder might
take advantage of this network connectivity and create an inappropriate flow of information
across the network, leading to the so-called Cascade Vulnerability Problem (CVP).

Several approaches have been proposed to solve this problem. Among them, the ap-
proach of Bistarelli et al. [9, 13] is of particular interest, as they express a solution of the
problem using Constraint Programming, more specifically, soft constraints. This approach
not only enables the detection of vulnerable paths in a network, but also eliminates the
links in the network that provoke the security leakage.

This paranoid approach to network connectivity, although trivial to compute, is im-
practical because it neither considers the organizational value nor risk of each individual
network link. When either is quantified and overall limitations are specified, CVP can be
reduced to a constraint optimization problem.

In our proposed approach, we apply and implement the approach of Bistarelli et al,
using soft constraints to model, detect and solve the cascade vulnerability problem, but we
extend it by using the minimum weighted hitting set approximation algorithm to deal with
the connection values. This way, we are able not only to detect the CVP, but also to make

the least expensive cuts in the networks connections.

vi



Table of Contents

Page

Acknowledgements . . . . . ..o iv

Abstract . . . . . . vi

Table of Contents . . . . . . . . . . . vii

List of Tables . . . . . . . . . . X

List of Figures . . . . . . . . . . xi
Chapter

1 Imtroduction . . . . . . . .. 1

1.1 Thesis” Overview . . . . . . . . . e 5

2 Background . . . ... 7

2.1 Constraint Programming . . . . . . . . .. ... ... 9

2.1.1 Constraint Programming: preliminary concepts . . . . . .. .. .. 10

2.1.2  Soft Constraints . . . . . . . . . . . ... 16

General Description . . . . . . .. . ... L 16

Frameworks for soft constraints . . . . . ... ... ... ... .. 17

2.2 Optimization . . . . . . . .. 20

2.2.1 Optimization: preliminary concepts . . . . . . . . ... .. .. ... 20

2.2.2  Optimization subject to constraints . . . . . . ... ... ... ... 21

2.2.3 Techniques for solving optimization problems . . . . . . .. .. .. 22

2.3 Computer Security: Background . . . . . . . .. ... 25

2.3.1  What is Security? . . . . .. ... 25

Security models . . . . . . ..o 26

2.3.2  Cascade Vulnerability Problem (CVP) . . ... ... ... ... .. 28

2.3.3 Assurance Levels . . . . .. ... L o 29

2.4 Current Approaches . . . . . . . . . .. 29

vii



3 Proposed Approaches:

Bistarelli’'s and ours . . . . . . . . . ..o 31
3.1 Definition of the Problem . . . . . .. ... ... ... ... ... 32
3.2 Modeling links . . . . . . . . 33
3.21 Whatisalink? . .. .. ... 33
322 Typesoflinks . . . . . . . .. ... 34
3.2.3 Constraints on links . . . . .. ... ... o oL 35
Informal description of the constraints . . . . .. . ... ... ... 36

Formal description . . . . . . ... ..o 37

Example . . . . . .o 37

Limitations . . . . . . . ... Lo 39

3.2.4  General description of the soft problem . . . . . . .. ... ... .. 39
Informal description . . . . . . .. ..o 40

Effort . . . . 40

Risk . . . o 41

The assurance matrix . . . . . . . . . ..o 41

Risk and Effort in Paths = . . . . . . ... ... ... ... ... .. 43

The soft CSP: formal description . . . . . . . .. ... ... .... 43

3.3 Detecting a CVP inanetwork . . . . . . ... ... ... L. 44
3.3.1 How to determine whether a network has a CVP? . . . . . . .. .. 44

3.4 Example . . . . . 44
3.5 What if we take weights in links into account? . . . . . . . .. ... .. .. 48
3.5.1 Optimizing the links removal subject to constraints . . . . . . . .. 49
Relaxing constraints . . . . . . . .. ... Lo 49

Weighted links: what constitutes a weighted link? . . . . . .. . .. 50

3.5.2  An algorithm that optimizes the CVP cuts . . . . . . ... ... .. 50

The Minimum Weight Hitting Set: An optimization algorithm . . . 51
Formal definition . . . . . . .. .. ... o o 51

viil



3.5.3 Algorithms . . . . . .. ... 52

4 CVP Tool Simulator . . . . . . . . .. ... 54

4.1 CVP Tool Simulator . . . . . .. . ... ... ... . 54

4.1.1 Solving constraints with SWI-Prolog . . . . . .. .. ... ... .. %)

4.1.2  Features/Functionalities . . . . . ... ... ... ... ... ... . 95

4.2 Architecture Design . . . . . . . ... 56

4.3 The CVP Simulator Tool and its Components . . . . . . . ... ... ... 56

4.3.1 Constraint translator . . . . . ... ... o000 62

4.3.2 Prologsolver . . . . .. ... 63

4.3.3 Parser . . . . ... 63

5 Experimental Results / Examples . . . . . . .. .. ... ... ... 66

6 Conclusions . . . . . . . . 78

6.1 Our Contribution . . . . . . . ... .. 78

6.1.1 Significance of our contribution . . . . . ... ... 78

6.2 Future Work . . . . . . . L 79

References . . . . . . . . . 80
Appendix

A Sensitivity Matrices . . . . . . ..o 85

B Prolog Source Code . . . . . . . . . . . 87

C Java Source Code . . . . . . . . . e 102

D CVP User's Manual . . . . . . .. . ... . 125

Curriculum Vitae . . . . . . . . . . 126

1X



2.1
2.2

2.3
2.4

2.5
2.6

3.1

3.2
3.3
3.4
3.5

3.6

5.1
5.2
5.3

List of Tables

All constraints are satisfied, this is a solution . . . . . . . . .. . ... ...
The value for B used on ¢; and ¢y conflicts with constraint ¢y := B = D.
This is not a solution. . . . . . . . . . .. ...
All constraints are satisfied, this is a solution . . . . . . . .. .. ... ...
Constraint c3 := C' > D is not satisfied, when C' and D = 0. This is not a
solution. . . . . . . ..
Constraint ¢, := B = D is not satisfied, since B # D. This is not a solution

All constraints are satisfied, this is a solution. . . . . . . . ... ... ...

This table shows the relation between the source (src) and destination (dest)
levels. . . . . .
Security index matrix for open security environments . . . . . . .. .. ..
Rating scale for minimum user clearance (Ryin) - - - o o o o o o oo oL
Rating scale for maximum data sensitivity (Rjaz) - - - - - - o o o o o L
Assurance matrix: summarize the risk indices corresponding to the various
associations of clearance levels. . . . . . . . ... .. o000

Three different types of links and a corresponding value assigned . . . . . .

The assurance matrix for secure levels e, f, g, h, i,and j .. ... ..
Network configuration # 2 analysis . . . . . .. ... ... .. ... ....

Network configuration # 3 analysis . . . . . .. .. ... .. ... . ....

13

13
13

13
13
13

36
41
42
42

A.1 Minimum User Clearance and the corresponding rating for each security level 85

A2 Assurance matriX . . . . . ...

86



1.1

2.1
2.2
2.3

2.4

2.5

2.6

3.1

3.2
3.3

3.4

3.5

3.6

3.7
3.8

List of Figures

These figures depict four different hospital’s network configurations. . . . .

Example of a network representing a discrete CSP. . . . . . .. .. .. ..
Intersection of two functions. . . . . . . . .. ... L oo
depicts a function f(x) that has local minima at B, D, and F' and has local
maxima at A, C', and D. The global minimum is B and the global maximum
Isat B, . . o e
Secure: An intersection between confidentiality, integrity, and availability .
A simple MLS network composed of two computers. C'1 shares information
with C2 through the secret level compartment. . . . . . . .. .. ... ...
A potential CVP. Information from a higher clearance level (top secret) leaks

to a lower clearance level (classified) through this MLS network. . . . . . .

A simple MLS network composed of three computers. Each computer has
one or more security levels. . . . . . . ...
A MLS computer. This computer contains two inner security levels. . . . .
Ten computers (cpy, ..., cpo). Each computer may contain several security
levels (e.g., T,S,C;P,and U). . . . . . . . .. ... .. .. .. ......
After applying ¢; : isValid() to all original connections in the network, we
eliminate several invalid links. . . . . . . .. ... ... ... ... ... ..
After applying ¢; and ¢ : isnotRisky() to all the connections, we eliminate
all the risk links in the network. . . . . . . . . . ... ... ... ...
A network with a potential CVP. . . . . . . . ... ... ... ... ...
Network modeled based on [13].. . . . . .. .. ... ... ...
Network modeled based on [13].. . . . . .. .. ... ... ... .. ...

x1

22
26

27

29

32
34

38

38



3.9

4.1
4.2
4.3

4.4

4.5
4.6

4.7

5.1
5.2
5.3

A MLS network with weights on the links. In this network the weights
represent the operational value, e.g., Lg has the highest operational value

with 42 units. . . . . . .

The model-view-controller pattern for the CVP simulator tool . . . . . . .
The CVP simulator tool architecture design . . . . . . . . ... ... ...
Customize panel: enables adding a new computer to the network. *Feature
not available in this version. . . . . . . . .. ... ... L
Configure panel: Allows to establish connections between computers. The
functionalities in this panel includes the constraints checker to ensure that
link’s constraints are satisfied. *Feature not available in this version.

Simulate panel: simulates the specified algorithm to eliminate the CVP. . .
The program flow about how to find the links in the network that are valid
and risk-free. . . ...

Detailed component of the program . . . . . .. .. ... ... ... ...

Network configuration # 1 (motivated example from [10]) . . . . . . . . ..
Network configuration # 2 . . . . . . . . . ... oL
Network configuration # 3 . . . . . . . . .. ...

xii

20

56
57

o8

60
61

64
64

67
70
74



Chapter 1

Introduction

Managing security in an organization is a serious issue. To prevent inappropriate disclosure
of sensitive information among an organization’s departments, the disclosure rules must be
carefully managed. In many practical situations, it is desired to combine information from
different departments, i.e. information from different security contexts.

For example, consider the following scenario. A hospital’s staff are aggregated into
departments based on the hospital’s function, e.g., pharmacists, nurses, doctors, fund-
raisers, etc. A description of a set of connected links it is depicted in Figure 1.1a. Now,
consider the following:

Celebrity Paulette arrives to the ER with a severe injury. After she was treated in the
ER, Nancy the room nurse, is assigned to take care of Paulette’s health. In the meantime,
while Paulette is in the hospital’s room, a reporter Ralph shows up at the hospital asking
for information about Paulette’s health to Nancy, who does not use discretion, provides
details about Paulette’s incident. Ralph obtains and publishes information from celebrity
Paulette in a weekly magazine, specializing in celebrity news.

This is an example of how information can inappropriately “leak” through multiple
intermediaries using available “network” connections, eventually leading to a loss of confi-
dentiality. In [9], Bistarelli categorizes such leakage of confidential information as a Cascade
Vulnerability Problem (CVP) [40].

In our ER’s example, observe that the principal problem of information leakage is caused
by Nancy. Nancy the nurse has many roles in the hospital. For instance, she has to inform
doctors about the patient’s condition, treat patients’ preferences, interact with guests,

and, in this scenario, it was not prevented that a guest could have access to information



of a particular patient. Therefore, like all “network connected” entities, Nancy poses a
potential information leakage risk to the hospital. If the organizations only objective is
to eliminate risk of cascading information leakage, they can sever all communication links
between workers, thus isolating them from each other as shown in Figure 1.1b We observe
that, in this absurd scenario that ignores the value of communication, the hospital will fail
to function.

Several approaches have been proposed to characterize and detect CVP. Our work
extends the work of Bistarelliet al. [9, 13]; which provides a framework for quantifying and
constraining aggregate risk through the selective severing of communication links. Bistarelli
implicitly assumes that each communication link is of equal value and it expresses a solution
to the problem in terms of constraints that can be solved using constraint programming.

Bistarelli et al. provide an algorithm to determine the minimal number of link cuts
necessary to solve the CVP. However, this approach overlooks the operational value of
providing connectivity. For example, some connections among computers are more valuable
than others (i.e., staff in the hospital that generates a CVP may be greater than other staff
that generate this problem too.)

Therefore the solution provided by Bistarelli et al. may lead to choose to remove a link
that is essential to providing services. For instance, in our hospital example, there is a need
for nurses to talk with patient’s guests, control the medication’s amount to patients and
report patient’s status to the M.Ds. By applying the current approach, we determine that
Nancy’s connection is the responsible of causing a CVP. However, the latter “minimum
number of cuts” solution could definitely disconnect Nancy’s from Ralph, but also from
Paulette, the pharmacist, and the MD as shown in Figure 1.1c.

We notice that cutting this edge, we eliminate all benefits of having a nurse in the
hospital’s room. Clearly another approach to prevent Ralph obtaining information about
patients and to keep the organization’s resources benefited (i.e., Nancy the nurse) needed.
By assigning values to the connections within the network, we constrain the elimination

process proposed by Bistarelli et al. by considering the operational value of the connections



(a) Initial set of communication (b) Conservative solution, where
paths. all possible paths are eliminated.

(c) Algorithm proposed proposed (d) Proposed different types
by Bistarelli et al. , select mini- of communication links between
mal path cuts. Observe that as parties in the network.

selected above, the communica-
tion of patient is eliminated.

Figure 1.1: These figures depict four different hospital’s network configurations.

that are generating the CVP. Considering these values, we are interested in finding the
least expensive connections to eliminate in the network that are causing the CVP. These
least expensive connections are called solutions, and it is desirable to find the best solution,
among the available solutions. The process of finding the best solutions among the possible
available considering constraints is called constrained optimization problem. For instance,
by considering different values of the links, e.g., critical, marginally valuable, and not
valuable, at the time of eliminating the links, we remove the solution that generates the
lowest cost in the network as shown in Figure 1.1d.

Constraint Programming (CP) is a paradigm in which the problem at hand is expressed
in terms of what goal should be achieved and not in terms of how to achieve it. In CP,
problems are modeled in terms of their constraints (or requirements), the variables the
constraints bind, and domains for each variable: this formulation is called a Constraint
Satisfaction Problem (CSP). A solution of a CSP is a complete instantiation of the variables

of the CSP, such that all constraints are satisfied. Most of the constraint solvers provide all



solutions: such solvers are called complete solvers. In this thesis, we consider only complete
solvers.

In some cases, the traditional constraint framework is limited. It may happen that
a CSP has no solution, i.e., when there are conflicting constraints. Such problems are
called over-constrained problems and cannot be solved as CSPs. When dealing with over-
constrained problems, we might be able to relax some conflicting requirements in order
to obtain solutions. For example, suppose that a person must meet with five people who
have different schedules. There might not be a time that fits everybody’s schedule. In this
situation, some schedules can be modified to make the meeting possible, or maybe holding
the meeting with fewer people might offer a solution. Either of these options constitutes a
relaxation of the original constraints. There is a specific research field dedicated to studying
such relaxed problems: it is the research area on so-called soft constraints, also known as
flexible constraint.

Bistarelli et al. used a soft constraint framework [11, 12] to solve the cascade vulnera-
bility problem. This approach modeled the problem in terms of valid/invalid connections
between computers, and the information flows that these connections generate. These flows
of information are called paths. The approach of Bistarelli et al. enables the detection of
vulnerable paths in a network, and it also identifies the computers links in the network
that are causing a security leakage.

In this thesis we present an extension to the algorithm proposed by Bistarelli et al.
considering valued connections into account. Our contribution in solving the CVP consists
in determining the cost of the communication between computer systems by quantifying
the value associated with their connections (we call these values weights). A number of
connections in a network are more valuable than others and we are interested in the impact

of removing the least expensive and vulnerable connections in the network.



1.1 Thesis’ Overview

The thesis is composed of five chapters. Chapter One (Introduction) describes the problem
we are solving, the motivation behind this work, and the difficulties of solving this problem.

Chapter Two (Background) presents the concepts, definitions, and notation that I used
throughout the thesis. The preliminary concepts related to the fields of Constraint Pro-
gramming, Optimization, and Computer Security are summarized.

The first section in Chapter Two presents Constraint Programming (CP.) It defines con-
straints and Constraint Satisfaction Problems (CSP), discusses the stages of the constraint
solving process. Also, it discusses different frameworks for soft constraints, and presents
widely-known methods and techniques for optimization. Subsequently, mention what a
constrained optimization problem is. The second section introduces Computer Security
concepts. Computer Security is a wide and large area to discuss, however, our work focuses
in fundamental concepts and defines what is considered to be “secure.” We also mention
the problem we are solving and its impact on Computer Security. The third section in
Chapter Two discusses existing approaches that solve the Cascade Vulnerability Problem
(CVP), the techniques and tradeoffs of each approach. The shortcomings of the existing
constraint programming approach that serves as a basis to this thesis are identified.

Chapter Three (Problem and Solution) introduces an extension to the Bistarelli et al.
algorithm to solve the Cascade Vulnerability Problem that addresses the shortcomings
presented in the previous chapter. This chapter defines the notation, then describes the
problem and the solution in detail.

Chapter Four (Implementation) introduces the implementation of a CVP detection
simulator tool. This tool graphically demonstrates the proposed solution as well as the
previous approach. The user manual of the tool can be found in Appendix D.

Chapter Five (Results and Evaluation) reports the experiments we conducted on a
real-world network configuration and the significance of its results.

Chapter Six (Conclusion) recapitulates the contribution of this thesis, discusses the



impact of the experiments and results, and proposes future work.



Chapter 2

Background

In this chapter, I present preliminary concepts in the fields of Constraint Programming (CP)
and computer security. Both of these fields are broad and deep in scope. This chapter is
devoted to providing a context of both fields that gives a reasonable understanding about
why the cascade vulnerability problem is a computer security issue, and why it is reasonable
to solve the problem using constraint programming.

In the CP subsection, the main concepts, vocabulary, and formal definitions for con-
straint programming are presented. In particular, the concept of Constraint Satisfaction
Problem (CSP) is introduced, and solutions are defined. Different kinds of constraints (such
as discrete or continuous constraints) are also described. More specifically, we introduce
the notion of Soft Constraints. Such constraints are helpful when no solution is obtained
when trying to solve a CSP. Indeed, in such a situation, it might be desirable to soften
the constraints that are not considered as “crucial constraints”, in order to find a solution.
Several frameworks of soft constraints are presented, and we later narrow our scope to the
semiring-based soft constraints framework, since it is the framework we use throughout this
thesis.

Now, regardless of the kind of soft constraints used, the idea is to obtain the best possible
solution among the available ones. Hence optimization can be used as a naturally way to
find the best solution among the available ones. Optimization considering constraints is
called constrained optimization. In this chapter we present constraints, soft constraints, and
optimization problems. In Section 2.2, a general overview about optimization problems with
and without considering constraints is discussed. Widely-known methods and techniques

to solve optimization problems are discussed in Section 2.2.3.



Also, this chapter includes a section on computer security, and for the sake of simplicity,
we limit this thesis’ section to fundamental knowledge about what is considered to be secure
and to security models that are designed for trusted operating systems. Section 2.3 is an
overview of the three main properties of a secure system are described, i.e., confidentiality,
integrity, and availability. This section defines these properties and explains why it is
important to find a “correct” balance between these three properties. Section 2.3.2 delves
further into the most outstanding security models that have been proposed through time.
In particular, we describe the models that are focused on a particular network environment
called the Multilevel security (MLS). One problem that may arise in the MLS is the so-
called Cascade Vulnerability Problem (CVP), and in this chapter, we describe what a CVP
is and why it is considered to be a security problem.

Finally, in Section 2.4, the current approaches for solving the CVP along with their
limitations are presented. In this, we discuss the approach of Bistarelli et al. that we

extend in this thesis.



2.1 Constraint Programming

Constraint Programming (CP) is a powerful programming paradigm that has been success-
fully applied in many applications: natural language processing in linguistics [14], industrial
problems such as vehicle routing [3], operational control of water systems, optimization and
scheduling [6, 26|, and protein folding in bioinformatics [1, 4, 5].

CP has attracted the attention of researchers because of its potential to efficiently solve
hard real-world Science and Engineering problems. At the present time, the research in
the field consists in enabling computers to solve the given constraint problems. The range
of research goes from programming languages to algorithm design, covering applications of
constraint programming techniques to better identify the needs of real-world settings.

CP has been identified by the Association of Computer Machinery (ACM) as one of

strategic directions in computing research. Eugene Freuder once said:

“Constraint Programming represents one of the closest approaches computer
science has yet made to the Holy Grail of programming: the user states the

problem, the computer solves it” [24].

People from computer industry have expressed interest in applying CP to their future
products. Recently, at the 2007 international conference on Principles and Practice of
Constraint Programming, companies such as Google, IBM, ILOG, Nokia discussed the
impact of solving their tasks using CP. These companies also discussed the need for training
more constraint programmers, for designing constraint solvers, and developing techniques

to solve optimization problems. Recently IBM bought ILOG.



2.1.1 Constraint Programming: preliminary concepts

Constraint Programming is a paradigm that allows the user to express the problem’s re-
lations in terms of what goal should be achieved and not in terms of how to achieve it.
Constraints are relations between variables or unknowns. Each variable or unknown has a
corresponding range of values. We can illustrate this with an example:

Example: A student is driving late to school on the highway. There is a maximal speed
limit of 60 miles per hour on the highway. The current time is 7:30 a.m. and the class
starts at 8:00 a.m. The person is 15 miles away from school, and he/she must arrive on
time to class.

Every single sentence is either a fact or a constraint:

time =7 : 30
distance = 15 miles

speed < 60 miles an hour

arrival time < 8 : 00 // depends on the speed.

These constraints define restrictions, relations on the only variable of this problem: the
speed. This variable may have a range of possible values of [0,80], but we can see that it
is restricted to 60 as a maximum value, due to the speed limit on the highway. In order
to arrive at 8:00 a.m. and not violate the speed limit constraint, the speed must be in

the range of [40,60]. Therefore, any instanciation of speed in [40,60] is a solution to our

problem.

Definition 1 [Constraint]. Let X = {z1,...,x;} be a finite sequence of variables, with
their respective associated domains D = {dy,...,d;} (so each variable x; ranges over the
domain D).

A constraint ¢ on X is the subset of the cartesian product Dy x ... x D;. When k = 1,

it is said to be a unary constraint, and when k£ = 2 it is said to be a binary constraint.

In CP, problems are modeled in terms of their constraints (or requirements), the vari-

10



ables the constraints bind, and domains for each variable: this formulation is called a

Constraint Satisfaction Problem (CSP).

Definition 2 [Constraint Satisfaction Problem (CSP)]. A CSP is a triple ¢ = (X, D, C),

where:
o X ={x,...,x,} is a finite set of variables;
o D ={d,...,d,} is a finite set of domains, where each domain is a set of values for

the corresponding variable;

e C'={cy,...,c,} is a finite set of constraints restricting the values that the variables

{z1,...,2,} can simultaneously take.

Definition 3 [Solutions]. A solution of a CSP is a complete instantiation of the variables
of the CSP, such that all constraints are satisfied. An instantiation of the set of variables
{z1,...,2,} of a CSP is a tuple of values for each variable (as,...,a,), where each pair

(x;,a;) represents the assignment of value a; to variable x;.

Most of the constraint solvers return all solutions: such solvers are called complete solvers.
In this thesis, we only consider complete solvers. There exist different types of constraints

used to represent a variety of problems. The main two types of constraints are:

e discrete constraints: they are constraints whose variables’ domains are discrete. The
variables can take on a finite number of values. Example 2.1.1 is an example of a

constraint problem with discrete domains.

e continuous constraints: they are constraints whose variable’s domains are continuous.
The variables can take on an infinite number of values. Example 2.1.1 is an example

of a constraint problem with continuos domains.
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Now let us see an example of each such type of constraints:

Example of discrete constraints

Let us consider the graph illustrated in Figure 2.1.1. The graph is composed of four
vertices (A, B, C, D), one for each vertex. Each vertex is defined on the following domain
values: A = {0,1}, B = {0,1}, C = {0,1,2}, and D = {0,1}. The problem is to find the
possible assignation to each vertex that satisfy the constraints stated to each edge. Given

the constraints:

c1:= A= B;
e =B #C;
cs:=C > D,
cy:=B=D.

Figure 2.1: Example of a network representing a discrete CSP.
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Result 1
const/vars || A| B | C| D
C1 0 0 - _
Co _ 0 1 _
C3 N N A |
Cy _ 0 - 0

Table 2.1: All constraints are satis-
fied, this is a solution

Result 3
const/vars || A| B | C | D
C1 0 0 - _
Co _ 0 2 _
C3 _ _ 2
Cy - 0 - 0

Table 2.3: All constraints are satis-
fied, this is a solution

Result 5
const/vars || A| B | C | D
C1 1 1 _ _
(6)) _ 1 2 _
C3 - - 2
Cy _ 1 - 0

Table 2.5: Constraint ¢4 := B = D
is not satisfied, since B # D. This
is not a solution

The problem has three solutions: sol = {solution;, solutions, solutions}, where:

solution, = (0, O,
solutiony =

solutions

Result 2
const/vars || A| B | C| D
C1 0 0 - _
Co _ 0 2 _
C3 - - 2 1
Cy _

Table 2.2: The value for B used on ¢;
and ¢, conflicts with constraint ¢4 :=
B = D. This is not a solution.

Result 4
const/vars || A| B | C | D
C1 1 1 - _
Co - 1 0 _
C3 _ _ 0
Cq - - - _

Table 2.4: Constraint c3 := C > D
is not satisfied, when C' and D = 0.
This is not a solution.

Result 6
const/vars || A| B | C | D
C1 1 1 - _
Co 1] 2] _
C3 21211
Cq - 1 - 1

Table 2.6: All constraints are satis-
fied, this is a solution.

1, 0). // that comes from result 1
(0, 0, 2, 0). // that comes from result 3
1, 1, 2, 1).

// that comes from result 6
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Example of continuous constraints: Intersection of two functions

Let us consider two functions:

=
S
=

g(x)=2-si
Given the two functions illustrated in Figure 2.1.1, find the intersection of these two func-
tions, where = € [0,4], and y € [0, 3].

This problem can be expressed as a CSP:

Variables: z and y
Domains: x € [0,4]
y €10,4]

24
e JlaN| i)

(x)
08

" I + 4
+ + t + »
0 08 16 24 3 4
X

Figure 2.2: Intersection of two functions.

Here, to find the intersection of these two functions we use a constraint solver specialized

in continuous domains called Realpaver ' and we obtain the following result:

'Realpaver: http://www.sciences.univ-nantes.fr/info/perso/permanents/granvil /realpaver /
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INITIAL BOX

x in [0 , 4]
y in [0 , 3]
OUTER BOX 1

x in [2.690632487075013 , 2.690632487075014]
y in [0.8716598252655083 , 0.8716598252655087]

precision: 1.33e-15, elapsed time: O ms

OUTER BOX 2
x in [0.9182281742617513 , 0.9182281742639904]

y in [1.589053928019064 , 1.58905392802176]
precision: 2.7e-12, elapsed time: O ms

END OF SOLVING

Property: reliable process (no solution is lost)

Elapsed time: O ms

This result means that we obtain two solutions that satisfy the constraints of f(x) and

g(x), the ones mentioned in OUTER BOX 1 and OUTER BOX 2.
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The traditional CSP framework has been successfully applied to solve problems in dis-
crete and continuos domains. Nevertheless, in many real-world problems, it is desired to
express preferences or priorities to the problems, hence it cannot be expressed or solved us-
ing the traditional CSP framework. The idea behind expressing these preferences/priorities

over a problem is called soft constraints and it is described in the following section.

2.1.2 Soft Constraints
General Description

Although the framework of classical constraint satisfaction problems is very expressive and
offers a natural formalism for representing problems, it has evident limitations, mainly due
to the fact that it does not offer enough flexibility to represent real-life scenarios where the
knowledge is neither completely available nor crisp [12]. Besides regular constraints that
express strict requirements, as described above, there exists the option to relax requirements
that are not crucial.

In 1987, Alan Borning et al. introduced hierarchical constraints [15, 17, 16], as an alter-
native scheme for extending constraint logic programming. The main motivation behind
this scheme, was the need to express preferences as well as strict requirements for applica-
tions such as graphics, page layouts, and decision support systems.

The Hierarchical Constraints framework consists in eliminating all potential solutions
that are not as good as other potential solutions. This idea, later on, led to the definition
of several frameworks to express soft/flexible constraints.

From a general point of view, soft constraints are constraints that do not necessarily
have to be satisfied (but will be in general if this is possible). Such constraints are very
convenient when the user is not sure whether the constraints can be satisfied or not. The
description of soft constraints is usually similar to that of regular constraints, but the
solving process is different, since “solutions” can be found even when the original CSP did

not have any.
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Best compromises (between the constraints) are sought rather than solutions to all
constraints. As a result, solving soft constraints comes down to solving an optimization
problem.

Soft constraints (or sometimes also called flexible constraints) are particularly useful to
model and solve over-constrained problems. A problem is said to be an over-constrained
problem when constraints cannot be satisfied.

For example:

A student has a list of tasks to do during the day, including:

1. attending class from 8:00 a.m. to 3:30 p.m.;

2. doing his/her homework;

3. making bill payments at store before 4:00 p.m.;
4. doing his/her laundry;

5. picking up baby at daycare before 4:00 p.m.

In order to accomplish all these tasks, it is necessary to prioritize them. In this particular
list, the student might want to prioritize the tasks as follows: class, pick up his/her baby
from daycare, make bill payments, do homework, and finally do the laundry. However, it
may be possible that h/she will not make it to pay the bill at the store (depending on
the distance and the time left). In case the student would like to be able to complete all
the tasks, h/she should be able to accept that either, arrive late to pick up baby or pay a
late-fee to the store (e.g., pay the least expensive late fee for either the baby or the bills).

Frameworks for soft constraints

Several frameworks exist to express soft constraints; e.g., possibilities, priorities, probabil-
ities, costs as detailed in [11, 12, 19, 35, 36]. For instance, instead of concluding that there
is no solution for a problem, we can reconsider the problem by excluding the constraints

that are not obligatory. Let us review some of the most classical frameworks:

17



e Hierarchical CSP. In order to make full usage of the constraint programming
paradigm, this framework introduced the notion of preferences. This framework con-
siders hard requirements and preferential requirements (soft constraints), where the
preferential ones are satisfied only if the hard constraints were satisfied. In Hierar-
chical CSP, detailed in [15, 17, 16|, different levels of strength are proposed to each
constraints as a way to denote preferences at the time of solving the CSP, i.e., required,

strong, preferred, default, and weak.

e Max CSP (MAXCSP). In this framework, it was proposed to search for the solu-
tions that satisfy all the obligatory requirements and as many optional constraints as
possible [23]. The objective is to find a total assignment to the variables that satisfy
the maximum number of constraints. Solutions are elements of the search space that

maximize the number of constraints that are satisfied.

e Partial CSP (PCSP). This framework is used in situations when the problem is
too difficult to solve completely but it is desired to obtain a “good enough” solution
for this over-constrained problem. Partial constraint satisfaction, detailed in [23],
consists in weakening the CSP? in order to obtain alternative versions of the original

problem.

e Weighted/Valued CSP (WCSP). This framework is used to associate a cost to
each constraint in order to minimize the total cost of the solutions from the CSP.
Similarly, the Valued CSP framework is used to represent a total order of violation
degree of a problem. In this framework, the solutions are considered to be the elements

of the search space for which its constraints violation value is minimal, i.e., [36].

e C-semiring. The c-semiring framework, detailed in [11, 12], is based on a semiring

structure besides the constraints. A semiring: (A, +, X, 0, 1), consists in:

—aset A, and 0,1 € A.

2i.e., a CSP (] is weaker than CSP C5 if the solutions of Cy is included in the solutions of Cj.
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+ is the additive operation, is a commutative and associative operator with 0O

as its unit element;

— X is the multiplicative operation, is an associative operation such that 1 is its

unit element and 0 is its absorbing element;

— X distributes over sum (i.e., for any a,b,c € A, a x sum(b, c) = sum((a xb), (a x

c))).

The solutions for a c-semiring are the instantiations with the maximum evaluation
with respect to the x operator. Also, several frameworks have been proposed that

can be expressed as a c-semiring, for example:

— Fuzzy CSP. It extends the classical CSPs by associating a preference level with
each tuple of values. The preference level is represented by a value in the interval
[0, 1], where 0 represents the worst value (e.g., the tuple that is not allowed),
and 1 represents the best value (e.g., the tuple that is allowed). A solution of
this formalism is defined as a set of tuples of values which have the maximal

value [20, 34]. The semiring: ([0, 1], maz, min, 0, 1):

— Probabilistic CSP. It is used to represent uncertainty in constraints. This
framework was introduced to model real-life scenarios where each constraint ¢
has a certain probability p(c) that is independent from other constraints to hap-
pen. This framework introduces new tuples to represent controllable decision
variables and uncontrollable parameters, and a probability distribution over the
possible values of the parameters [21]. This framework permits to model prob-
lems that are partially known and provides a probabilistic solution of the real

problem. The semiring: ([0, 1], max, x,0, 1)

Soft constraints are particularly useful to model and solve over-constrained problems.
The side effect of weakening constraints is that we might end up with too many solutions.

In many situations, it is not enough to find the solutions that satisfy all given constraints,
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we might as well need some kind of optimization involved in the process of finding solutions
to find the best solution among the many solutions of the constraints alone. Thus, finding
the best solution requires solving an optimization problem, where the “best solution” is

defined by an objective function.

2.2 Optimization

In this section, a general overview about optimization and constrained optimization is
presented. The term optimization refers to the branch of mathematics, which goal is to
minimize or maximize a quantity/quality. Optimization is widely used in a variety of
real-world problems, such as in engineering, science, operation research, finance, e.g., see
Magoc [30]. Many algorithms, techniques, and theoretical frameworks exist to solve opti-
mization problems in both discrete and continuous domains. Most of these techniques come
from the disciplines of Operations Research (OR) and Combinatorics. In this section, we
recall some of the popular ones, including greedy approzimation algorithms that are usually
applied to problems that are NP-Hard. NP-Hard problems are the type of problems that are
considered very hard to solve, meaning that algorithms are likely to require too much com-
putational time to find a solution even for inputs of reasonable size (e.g., see [18, 32, 38] for
further details). Besides traditional optimization techniques, there is also the constrained
optimization, i.e., in addition to optimize a function, we consider constraints as part of the
formulation of the problem. These problems are called Constrained Optimization Problem
(COP). Within the field of optimization, the special branch dedicated to special problems
that on top of having an objective function to optimize, we have a set of candidates that

is determined by constraints, this branch is called constrained optimization.

2.2.1 Optimization: preliminary concepts

In many practical situations, it is desired not only to obtain solutions to the constraints of

a given problem, but to obtain the solution that is the best according to some criterion, or
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objective function. This is optimization. Let us define what an optimization problem is:

Definition 4 [Optimization Problem]|: Given a function f : X C R" — R, minimizing f

over X consists in determining the set Y C X such that: Vy € Y,

min f(z) = f(y)

zeX

Similarly, maximizing f over X is equivalent to minimizing (—f) over X

min(—f) = max(f).

From now on, we will only talk about minimization.

there are two main kinds of optimization problems:

e Global optimization consists in finding the best solution over the whole search

space.
e Local optimization consists in finding solutions that are minima in a neighborhood.

In this thesis, we only consider global optimization

Figure 2.2.1 illustrates an example of each.

2.2.2 Optimization subject to constraints

When we talk about solving an optimization problem under/subject to constraints, it means
that is desired to minimize an objective function f subject to given constraints. The idea is

to filter the solution set by adding a criterion over it in order to produce a better solution.

Definition 5 [Constrained Optimization Problem (COP)]

Given:
e f: X CR"— R an objective function

e and constraints:
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Figure 2.3: depicts a function f(z) that has local minima at B, D, and F and has local
maxima at A, C, and D. The global minimum is B and the global maximum is at E.

— ¢ fi(x) 0, for i € {1,...,p} where fi(z): X CR" - R, and xe {=,<}

determine: Y C X such that: Vy € Y,

fly) = min f(z)

zeC(X)

where: ¢(X) C X, x satisfies ¢;, Vi € {1,...,p}. and C'(X) is maximum for inclusion

2.2.3 Techniques for solving optimization problems

There are different approaches to solving optimization problems. Here we describe the

most intuitive as well as the most used ones:

e Enumeration: In discrete problems, in order to find solutions to the problems, we
can enumerate all possible instanciations of the variables. This particular technique,
although naive, is still used as a general problem-solving technique to enumerate all

possible candidates to a solution and checking whether these candidates satisfy the
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problem constraints or not. The enumeration technique, sometimes called “brute-
force search enumeration”, will always find a solution (if it exists). However the time

complexity is in most cases proportional to the number of candidate solution.

Branch and Bound: Branch-and-Bound (B&B) methods belong to the category of
traditional divide-and-conquer algorithms to find optimal solutions in optimization
problems without having to consider all possible solutions one by one i.e., without
having to enumerate. B&B is primarily used in global optimization. The B&B

algorithms consist of two procedures; the branching (splitting) and the bounding.

— Branching: is the part consisting in covering/exploring the search space. In the
branching process, the domains of the variable are split in order to create two

sub-domains needed to be explored.

— Bounding: it is the process of calculating the lower bound and the upper bound
of the currently explored sub-domains. The bounding part removes the solu-
tions from the search space that violate some current bound according to the

evaluation of the objective function f(z).

Dynamic Programming: it is a technique to solve optimization problems based
on: 1) breaking the problem into small subproblems which are reused several times
(overlapping subproblem), 2) finding a solution that can be constructed efficiently
from optimal solutions to its subproblems (optimal solution), and by 3) recording
previously-processed results to avoid repeating calculations (memoization). [2] Dy-
namic programming is usually applied to sub-problems that overlap with other sub-

problems in the same problem.

Dynamic programming is usually applied to sub-problems, which solution has already
been computed and such solution is the optimal so far. In other words, each sub-
problem keeps track of the optimal solution in order to avoid re-computation, so later

on we can keep the optimal solution among the optimal ones. This property makes
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the difference between these algorithms and the divide-and-conquer ones, where the

divide-and-conquer solutions depend on the subproblems’ solutions in order to finish.

Greedy Approximation Algorithm: The approximation algorithms are the ones
used to find approximate solutions to optimization problems. Usually, we apply
approximation algorithms when the problem is NP-Hard. The greedy approximation
algorithms select the option which is based on the current “local optimum” according
to a given criterion, which consists in making the choice “the best” and then solve

the subproblems that arise later; this selection is called “greedy choice property.”

Greedy algorithms guarantee an approximation to the optimal solution of the prob-
lem. As a difference of dynamic programming, greedy algorithms are not exhaustive,
therefore do not cover the entire search space. These algorithms can be the fastest
ones if the candidate solutions result to be the optimal, otherwise can lead to an
inefficient results. For example, the path finding problem is a clear example that by

selecting the “best solution so far” can lead to a deadened solution.

These algorithms are widely used in graphs, e.g., shortest path algorithm and vertex
cover algorithm detailed in [29, 41]. The Minimal Weighted Set Cover is a general-

ization of the vertex cover problem, and we will mention later on in this thesis.
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2.3 Computer Security: Background

Computer Security has become an important concern to computer users, organizations,
and the government. Computer users concern about how secure their information is. Of
course, the term secure is vague for many of these people. Questions such as: are the
users in my computer the only ones authorized to access my files? or are my friends in my
facebook application able to break in my privacy? or what are the risks of using file-sharing
programs such as Napster or Kazaa? have a specific meaning according to the context that

are used.

2.3.1 What is Security?

Pfleeger [33], illustrates the notion about what is considered to be “secure”, see, e.g.,
Figure 2.3.1 as a relationship between Confidentiality, Integrity, and Availability (CIA) with
respect to computer assets (files, folders, programs, information). When we are referring
to a “secure computer system” (architecture, firmware, hardware, software, management

system) we are addressing computer-related issues that are evaluated in CIA terms.

e Confidentiality makes sure that assets are accessed by authorized users/parties/ sys-

tems.

e [ntegrity regards about assets that can be modified only by authorized users or only

in authorized ways such as writing, changing status, deleting.

o Availability regards about the accessibility of assets to authorized users/parties/sys-

tems at appropriate times.

Undoubtedly, to pursue a “secure computer system” it is important to find the inter-
section of these three aspects, and then, we can have a notion of what is secure. Nowadays,
there is a need for secure computer systems that detect and prevent unauthorized users
from accessing unauthorized information in an efficient and reliable manner. For the sake

of this work, we will concentrate in the computer security policies and secure models.
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Confidentiality

Availability

Figure 2.4: Secure: An intersection between confidentiality, integrity, and availability

Security models

Several models have been proposed through the time to establish computer security policies.

There are three main lattice-based models:

e Bell-Lapadula: concentrates in protecting the confidentiality of a system.

Bell-Lapadula model [7] characterizes the flow of information by to two mandatory

access control (MAC) rules:

1. The Simple Security Property states that a subject at a given security level may
not read an object at a higher security level (no read-up), e.g., a subject with

classified security level cannot read an object with secret security level.

2. The *-property (read star-property) states that a subject at a given security
level must not write to any object at a lower security level (no write-down), e.g.,
a subject with secret level cannot write to an object with a classified security

level.
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e Biba: is a model designed to maintain the integrity of a system. In contrast to the
Bell-Lapadula that only address data confidentiality, the goal of this model is to
prevent inappropriate modification of data. Biba model [8] defines a set of properties

to maintain the integrity of a system.

1. The Simple Integrity property states that a subject at a given level of integrity
can have write access to an object at a lower integrity level (no read down), e.g.,
a subject with classified security level cannot write on an object with a secret

integrity level.

2. The *-property states that a subject at a given level of integrity must not write

to any object at a higher level of integrity (no write up).

e MLS: A Multi-level Security (MLS) mechanism enables users with different levels
of security clearance to simultaneously access computer systems. As a result, these
security clearances prevent users from obtaining access to information for which they
do not own authorization. MLS permits users from a higher clearance level to access
lower clearance information. For instance, a user with a clearance level top secret can
access a secret level whereas in the same manner, a user with a secret level can access
information that owns classified clearance level, but not vice-versa. An illustration of

this mechanism is shown in Figure 2.5.

C1 Cc2
Top
Secret
Secret |« »| Secret

Figure 2.5: A simple MLS network composed of two computers. C'1 shares information
with C2 through the secret level compartment.

This MLS mechanism enforces a lattice-based security policy ¢ of security levels,
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which has ordering relation <. Given z,y € ¢, x < y means that information may
flow from level x to y; e.g., C < S < T, where C is classified, S is secret, and T is top

secret information.

In this last mechanism, a problem arises when different computers share information
with the same security level and sensitive information from a higher level “leaks” from one

computer to another using this connection; this problem is called the Cascade Vulnerability

Problem (CVP).

2.3.2 Cascade Vulnerability Problem (CVP)

The Red book of the National Computer Security Center [40], defines the Cascade Vul-
nerability Problem as the problem that arises in approved-trusted networks. An approved
network is a network such that every computer that belongs to it agrees to own a security
assurance level, e.g., MLS. A CVP arises when an intruder takes advantage of the network
connectivity to compromise information across a range of sensitivity levels, and the span
of accessed levels exceeds the accreditation range of any computer. Let us illustrate a
potential CVP in a MLS network in Figure 2.6.

For example, let us consider a simple scenario of a university composed of three main
departments: payroll, financial aid, and academic services. We know the payroll depart-
ment stores records containing high-sensitive information such as social security numbers,
dates of birth, amounts of wages, etc. The financial aid department may use information
stored on the computer managed by the payroll department, e.g., to check student’s bank
information. Similarly, the financial aid department may disclose information to the aca-
demic department for registration purposes. All these computers are network-connected,
which means that there exists a potential cascading vulnerability problem from payroll (a
high-sensitivity information computer) to academic services department (a low-sensitivity

information computer).
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Figure 2.6: A potential CVP. Information from a higher clearance level (top secret) leaks
to a lower clearance level (classified) through this MLS network.

2.3.3 Assurance Levels

The security criteria define a lattice, A, of assurance levels with ordering <. Given x,y € A,
then # < y means that a system evaluated at y is no less secure than a system evaluated
at x, or alternatively, that an intruder that can compromise a system evaluated at y can
compromise a system evaluated at z. Let S define a set of all possible systems. We define
accred : S — A where accred(s) gives the assurance level of system s € S, and is taken to

represent the minimum effort required by an intruder to compromise system s.

2.4 Current Approaches

Several approaches have been proposed to solve the cascading vulnerability problem. These
approaches attack the problem in different manners, for instance: there have been several
approaches proposed to decide whether a network contains a CVP. For example, in [22, 27|
detect a single case of a cascade vulnerability path in polynomial time. The approach
suggested in [22], was developed to help answer the security question if two secure systems
are connected together, is the resulting system secure?.

In [25], define an algorithm based in a simulated annealing algorithm to detect and

correct the cascading problem. The proposed solution provides a more efficient search
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strategy, however, finding the optimal CVP elimination, is in general, NP-complete [28].

In [28], the authors proposed an algorithm to detect and correct the cascading paths in
a time complexity of O(an?®), where a is the number of paths that generate a CVP, and n
is the number of computers in the computer network. In [31], also proposed an algorithm
that requires O(n3logsn) steps to correct all paths in a network. Once more, the principal
shortcoming in these approaches resides that only works for a small number of computers
in a network.

In [13], Bistarelli et al. proposed a paradigm shift in the modeling and detecting of
the CVP. The authors proposed a soft-constraint-based framework, more specifically in
the c-semiring framework, to solve the problem in a MLS network. The results from this
approach demonstrated the usefulness of constraint solving as a general purpose modeling
technique for security problems.

Subsequent, in [9], the authors carried on the soft-constraint work, and proposed an
algorithm to correct this problem. This algorithm consists in determine the minimal number
of link cuts necessary to solve the CVP.

This approach, although efficient, overlooks the operational value of providing connec-
tivity. For example, some connections among computers are more valuable than others
based on a criterion, e.g., critical impact in a network, electricity, bandwidth, money, be-
sides others. The operational value of providing connectivity is not uniform. For instance,
applying [9] provides a solution in eliminating the minimum connections that generate the
problem in the network including the more valuable ones. Therefore the solution provided

by Bistarelli et al. may lead to choose to remove a link that is essential to providing services.
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Chapter 3

Proposed Approaches:

Bistarelli’s and ours

In this chapter, we present the approach proposed by Bistarelli et al. to model a MLS
network in terms of constraints [9] and solve the Cascade Vulnerability problem using soft
constraints [13] in a Multi-Level Security (MLS) environment. We present an extension to
the algorithm of Bistarelli et al. that addresses the shortcomings that we described in the
previous chapter.

This chapter is structured as follows: first, an overview about the problem we are solving
is presented in Section 3.1. Next, the modeling stage is presented in Section 3.2; e.g., the
flows of information within the computer systems and the links among other computers.
The modeling part is based on the existing approach suggested by Bistarelli et al. This
approach proposes a paradigm shift to solve the CVP using soft constraint programming,
where a computer network is modeled with constraints. Then, we explain how to detect
the computers that provoke the CVP in a network in Section 3.3. An example explaining
the approach of Bistarelli et al. is shown in Section 3.4, and in Section 3.5 we describe
the shortcomings of this approach. The key observation is that some connections within
a computer network are more valuable than others and Bistarelli’s approach overlooks the
operational value in the connections at the time to eliminate the CVP. Up to Section 3.4, we
present the work proposed by Bistarelli et al. . However, up to this section still containing
our contribution for the implementation.

Finally, the rest of Chapter 3 is devoted to describing our proposed approach. This

approach consists in extending the current approach for solving the CVP using soft con-
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straints, proposed by Bistarelli et al. by assigning values to the computer’s connections.
By assigning values to the connections within the network, we constrain the elimination
process proposed by Bistarelli et al. by considering the operational value of the connections
that are generating the CVP. Considering these values, we are interested in optimizing the

elimination process by finding the least expensive connections responsible for generating

the CVP.

3.1 Definition of the Problem

A Multi-Level Security (MLS) network is a network N of computers cpy, ..., cp,, where
each computer may have different security levels ¢. For instance let us consider a small
network composed of three computers ¢pl, ¢p2, and cp3 as shown in Figure 3.1. Computer

cpl owns a Top Secret level, cp2 owns a Top Secret and a Secret levels, and cp3 a Secret

and a Classified levels.

cp1l cp2 cp3

Top Top

Figure 3.1: A simple MLS network composed of three computers. Each computer has one
or more security levels.

Problem

Note that the given connectivity between these three computers, top secret information
from cpl can inappropriately be copied/downgraded from the classified level at cp3. This
flow of information is due to the inter-connectivity that cp2 owns between its top secret

and secret levels.
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In order to solve this problem, it is necessary to remove the computer links that are
generating this problem. In the example of Figure3.1, it can be either the link that connects
cpl with c¢p2 or the one connecting cp2 with c¢p3. The goal is to determine which link has the
minimal impact on the network. For this, we propose to assign different values to the links
that represent the operational value in the network. By extending the approach suggested
by Bistarelli et al. we obtain the minimal number of link removals, and by assigning values
(i.e., costs) to the links, we are able to remove the minimal and the least expensive links

in a CVP network.

3.2 Modeling links

In this section, we describe what a link is, the different types of links that we can have in

a network, and how these links can be represented with constraints.

3.2.1 What is a link?

The connections among computers are established through security levels in each computer.
We call these connections links. A link is a connection from level k in a computer cp; (;, )
to level m in computer cp; ( [;,). Therefore a link is fully described by a 4-tuple: a

source computer, a destination computer, the source’s level, and the destination’s level.

link = (source, destination, src level, dest level)

For instance in Figure 3.1, we can see the two computers cpl and cp2 sharing information
through a link at the same security level —top secret level; cp2 and cp3 share information
through the secret level. In the same way, cp2 has an inner connection with two security

levels — top secret and secret. In this computer network we count three links:

1. (cpl, cp2, top secret, top secret)
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2. (cp2, cp2, top secret, secret)
3. (cp2, cp3, secret, secret)
4. (cp3, cp3, secret, classified)

In the MLS environment we deal with connections within the same computer’s levels
and between different computer’s levels.

As we know, a MLS network can have multiple security levels, where information at
different levels can be stored in the same computer: e.g., a computer can have multiple
users with different levels of administration, i.e., superuser, administrator, user 1, user 2,
etc. Therefore it is also important to consider the links that connect these inner security
levels. For instance, Figure 3.2 depicts a single computer with three security levels (top

secret, secret, and classified), an inner computer link connects these two security levels.

cp

Top
secret

I

\
\
\ /
\Y,/
7
secret
A /
\ /
o
NA

classified

Figure 3.2: A MLS computer. This computer contains two inner security levels.

These links as well as the links shown in Figure 3.1 are classified into three types of

links, wvalid, invalid, and risk. These links are described in the following subsection.

3.2.2 Types of links

A computer can have inner connections that establish a communication between security

levels within the same computer. Also, computers can communicate with other computers
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that have the same security level. For instance, a computer with a top secret level can
transfer information to another computer whose security level is also top secret; this is a
simple example of a permitted link.

Among all the possible links in the network (and within the computer), we have three

types of links:

e the links that are permitted and constitute no risk, e.g., a link connecting the same

secure levels — e.g., from top secret to top secret;

e the links that are permitted but also have a degree of risk, i.e., a link connected from

a high sensitivity level to a lower sensitivity one — from top secret to secret level; and

e the links that are not permitted, i.e., the remaining links in the network — e.g., from

top secret to classified.

Now that we know what types of links we have in a network, we need to make sure to
keep the links that do not represent a problem to our network. Our goal is to have only
permitted links in our network, so removing all nvalid links is crucial. However, among
the permitted links, we can have the risk links, which represent a potential problem in our
network. Therefore, it is important to identify what links represent a degree of risk, which

is described in the following section.

3.2.3 Constraints on links

Based on the matrix shown in Table 3.1, we can determine the link’s classification based
on the security level’s source and the destination. This table is based on the computer
security requirements established for the Department of Defense (DoD) detailed in [39]. In
this matrix we can see four different security levels: Top Secret (TS), Secret (S), Classified
(C), and Unclassified (U). Based on the description from Table 3.1, let us describe our

constraints.
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| Src\Dest || TS ‘ S C U
TS permitted risk invalid invalid
S permitted risk invalid
C permitted risk
U permitted

Table 3.1: This table shows the relation between the source (src) and destination (dest)
levels.

Informal description of the constraints

We are interested in determine the valid, invalid, and the risk links from a network. There-
fore, we define two kinds of constraints, ¢; and ¢y, that are based on the information

provided from Table 3.1.

e Constraint ¢y enforces that the links from the network be are valid. The corresponding

values are 0 and 1 if the link is not valid or invalid respectively.

e Constraint ¢y enforces that the links from the network have not risk. The correspond-
ing values are 0 and 1 if the link does not represent a risk or if the link represents a

risk respectively.

To determine if the links from the network are valid, we rely on the assurance matrix,
where the relation between secure levels is expressed.

For example, let us consider our network depicted in Figure 3.1. The first link (cp1,
cp2, top secret, top secret). has a source at top secret level, and a destination at
top secret level. Constraint ¢; encodes the values from the matrix, e.g., matrix(source,
destination): in this case it will be matrix(top secret, top secret) = permitted
(=1).

Constraint ¢, also encodes the values from the matrix, in the same way, if we take link
2: (cp2, cp2, top secret, secret), where source is top secret and destination is secret,

we obtain: matrix( top secret, secret) = risk (= 1).
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Formal description

Our goal is to have a network that contains only links that are valid and without risk.
Given a set of links X = {x1,...,x,}, we define two constraints ¢; and ¢z, that encode
the function matrix(src, dest), which given a link z; determines if the link is valid,

invalid, or represents a degree of risk.

e Variables and their respective domains:

— x; € X, Vi, ie., x; = (cpy,, CPiy, iy, l1,), Where: z; € {0,1}, 1 meaning that x;

exists in the network, 0 that it does not.
e Constraints

— ¢ isValid(x;) < matrix(l;,,1;,) # invalid

— ¢y :isnotRisky(z;) < matrix(l;,,l;,) # risk

Example

The solution that we aim to obtain from the above CSP is to have only links that are valid
and without risk in the network. Let us illustrate these constraints with an example. For
example, consider the network depicted in Figure 3.3. Let us see the transformations of
the network when we apply constraints ¢; and c,.

By applying constraints ¢; and ¢y, we are able to remove the invalid and the risky links
from the network. However, the resulting network configuration leads to isolate most of

the computers from each other, as shown in Figure 3.5.

Observation

It is important to notice that there are two possible scenarios that we can deal with.
The first one is to take a network without any connections and build the permitted and
risky connections between secure levels. The second scenario is to take an already existing

network (with the connections between secure levels), detect and correct the CVP.
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Figure 3.3: Ten computers (cpy,...,cp1o). Each computer may contain several security
levels (e.g., T, S,C, P, and U).
cp3

cpi

"
[sJ—{c]
cp6

7
-]
©]

cp5

cp9

:i U

(o]

cp4
»
il cp8
Y
I

cp7

]

cp10

Figure 3.4: After applying c¢; : isValid() to all original connections in the network, we
eliminate several invalid links.
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Figure 3.5: After applying ¢; and cs : isnotRisky() to all the connections, we eliminate all
the risk links in the network.

Limitations

If we decide to apply these two constraints, very often we can expect isolated computers
(or even perhaps no computers connected at all) in the network, which is unacceptable for
a computer network. This means that these constraints are too strong and that we should
reconsider the constraints.

However, we are not willing to give up on ¢; since isolating it would make the network
totally unsecured. The only constraint that we can reconsider is c; : isnot Risky, since we
can determine and put up with different “degrees of risk” in the links. If we reconsider c,,
we can redefine solutions based on the degree of risk that they involve. To do this, we can

rely on several formalisms to solve soft-constraint problems or relaxed constraints.

3.2.4 General description of the soft problem

If we reconsider ¢y, we are able to obtain more solutions (at least more satisfiable solutions).
However, by considering only links with a degree of risk is limited, since we cannot quantify

the risk of the information we have from the links by themselves. Hence we expand the
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notion of risk through a set of links (paths). Having a path we can determine whether
there is a CVP. This can be determined by comparing the risk and the effort.

If we reconsider ¢y, we can redefine solutions based on the degree of risk that they
involve. To do this, we can rely on several formalisms to solve soft-constraint problems or
relaxed constraints. One option that seems reasonable is by using the c-semriring framework

like it was done in [9, 13].

Informal description
Effort

Informally, the effort of a computer is the amount of time that an intruder takes to break
the computer’s security. For instance the amount required to defeat a computer protection
mechanisms, e.g., firewalls, encryption protocols, intrusion detection systems. An effort of
a computer can be evaluated in different terms. One example is the number of dollars or
number of hours an intruder must spent in order to obtain unauthorized access to a secure
level. For instance, the effort of a work-study to access CS Faculty confidential information
from the CS office is smaller than access confidential information from the office of the VP
affairs.

In the point of view of the intruder, the cost/reward that the intruder shall receive
must be greater than the effort that will spent defeating the security system. In a MLS
environment, a possible way to calculate the effort is by gaining secure levels from one
computer to another. For instance, The TCSEC, Computer security requirements [39],
define a minimum criteria class, which represents the minimum effort required in order to
obtain clearance to access a higher secure level. For instance, a computer has two security
levels, top secret and secret, and has some users who are cleared to only read level secret
but not level top secret. In order that users access top secret information, the user must

gain an accredited class of B2 (see Table 3.2 for further details).
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Maximum Data Sensitivity
u | N |C |[S |TS|1C | 1M
U Cl|B1|B2|B3|* * *
KR N Cl|C2|B2|B2|Al|*
Ex C Cl1|C2|C2|B1l|B3|A1 |*
SR Cl|C2|C2|C2|B2 B3 |Al
Lo P TS(BI) c1|Cc2 | C2(C2|C2|B2 |B3
§gg TS(SBI) || C1|C2|C2|C2|C2|Bl |B2
=< 1c Cl|C2|C2|C2|C2|C22|BI13
MC Cl|C2|C2]C2|C2]|C22]|C22
Table 3.2: Security index matrix for open security environments
Risk

The Security evaluation criteria defined a function risk, which defines the minimum accept-
able risk of compromise a security level £ to security level ¢'; it represents the minimum
acceptable effort required to “compromise security” and copy/downgrade information from
security level ¢ to security level ¢'.

This matrix encodes the assurance matrix as shown in Table 3.5: So for instance the
risk obtained from a link between a classified to a top secret level is 0; the risk obtained
from a secret to a classified level is 1, and so forth. Further details about the assurance

matrix can me found in Appendix A.

The assurance matrix

As we mentioned in Sectionthe security evaluation criteria matrix defines the minimum
acceptable risk of compromising security levels; meaning that it represents the minimum
acceptable effort required to “compromise security” and copy/downgrade information from
one level to another. This matrix encodes the assurance matrix as shown in Table 3.5. So,
for instance, the risk generated by a link between a classified level to a top secret level is 3;
the risk generated by a secret to a classified level is 1, and so forth. Further details about

the assurance matrix can me found in Appendix A.
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Minimum Rating
User  Clear- | Ryin
ance

Unclassified 0

Not Classified | 1
Confidential 2
Secret 3

Top Secret 5)

Table 3.3: Rating scale for minimum user clearance (Ryin)

Max data sensitiv- | Rating
ity with categories | R
Unclassified 0
Not Classified 1
2
3
5

max

Confidential
Secret
Top Secret

Table 3.4: Rating scale for maximum data sensitivity (Riuqz)

| src\des ||

U[N]
U [0
N |1

2

3

5

|

C
S
TS

N
0
0
1
2
4

wl—|olololla
| ololo| ol

H
o|lo|o|o|9| A

Table 3.5: Assurance matrix: summarize the risk indices corresponding to the various
associations of clearance levels.

U = Uncleared or Unclassified

N = Not Cleared but Authorized Access to Substantive Unclassified information
C = Confidential

S = Secret

TS = Top Secret
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Risk and Effort in Paths 7

In a computer network, the notion of path is the idea that an intruder takes advantage of
the network connectivity and “moves” from one system to another conducting attacks on
protected mechanisms.

In order to find a cascade vulnerability problem in a network, we need to extend the
notion of risk and effort to a set of links that are connected with each other, this is what we
call a path. A path 7 is composed of a set of links {l1,...,[,} that are connected with each
other from a computer source (which owns the highest sensitivity information, e.g., top
secret) to a destination computer (which owns the minimal sensitivity information, e.g.,

unclassified).

The soft CSP: formal description

To determine the existence of a CVP we need to compare the risk required to compromise
the network with the effort of compromising the computer system as a whole. For that, we
calculate the aggregated risk from the links that form a path and we compare it with the
effort from this path. We introduce two functions risk(ly,...,l,) and effort(ly,...,1,),
if the risk associated with the links given as an input in function risk exceeds the effort
in function effort means that a CVP exists.

Given a set of links interconnected with each other (path 7) from a source computer
Cpsre tO a destination computer cpgess, where cpg.. and cpgess € m, determine if the risk r

exceeds the effort e from 7.
e Variables and their respective domains:

— r € N: the is the corresponding value obtained from executing risk(m)

— e € N: the is the corresponding value obtained from executing effort(n)
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e Constraints

— ¢ isValid(x;), for all links in path 7

—c3:Tr>e€

3.3 Detecting a CVP in a network

We have seen how to model the computers’ links in a network. Also, we have seen that in
occasions the constraints can be limited, that is why we need to reconsider some of them
in order to obtain satisfactory results.

In last section, we also noticed that the links are meaningless when we want to calculate
the risk in a given network. That is why we expand the notion of risk through a set of
links that are called paths. In this section, we focus on detecting the set of links that are
generating a CVP. In order to detect a CVP, we need to consider the paths that connect

one specific computer to the rest of them.

3.3.1 How to determine whether a network has a CVP?

To determine whether there is a cascade vulnerability problem, we need to compare the
effort required to compromise the network against the risk of compromising the computer
as a whole.

The risk represents the difference between the minimum clearance or authorization of
computer users and the maximum sensitivity (e.g., classification and categories) of data

processed by a computer. These risk values are obtained from Table 3.4 and Table 3.3.

3.4 Example

For example, let us consider the following MLS computer network.
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Figure 3.6: A network with a potential CVP.

Figure 3.6 depicts a computer network with a potential CVP. The first step is to model
this computer network in terms of links between the secuity levels to determine only valid
links. We apply the approach proposed in [13] to model the computer network. This model

is depicted in Figure 3.7.

%
@
f:\ L5 = (cp3, 003, ])
<
6.
&

————» risk(u1, 13)

risk(Ll, L5)

risk(Ll, L7)

risk(Ll, L9)

Figure 3.7: Network modeled based on [13].

In this network we have five computer: cpl, cp2, cp3, cp4, and cp5, with three different
secure levels: TS, S, and C, that are modeled as /¢;,¢;, and ¢; respectively. The links

established between secure levels within and between computers are the following:
1. link(cpl,cpl, TS, TS) \\ inner link
2. link(cpl,cp2, TS, TS)
3. link(cp2,cp2,TS,S) \\ inner link
4. link(cp2,cp3,S,S)
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5. link(cp3,cp3,S,S) \\ inner link
6. link(cp3,cp4,S,S)
7. link(cp4,cp4,8S,C) \\ inner link

8. link(cp4,cp5,C,C)

©w

link(cp5, cp5,C,C) \\ inner link

In this particular case, all connections are considered to be valid, since the secure levels
are properly connected at the same/lower secure level, e.g., TS and TS, TS and S, and so

forth.

Finding cascading paths

Although we have valid connections in the network, we also have links that constitutes risk.
The second step is to find these links. Let us do so by calculating their respective risk and
effort as shown in Figure 3.8.

Now, let us calculate and compare the risk and effort from the 7 = {ly, 15,13, 14,15}
risk(T'S,TS) =0

risk(T'S,TS) =0 risk(S,S) =0
risk(TS,S) =2 risk(S,C) =1
risk(S,58) =0  risk(C,C) =0

risk(S,S) =0  risk(C,C) =0
After comparing the risk and effort we obtain the following set of links: m = {l4, (2,3}

™ = {l37l47l5;l6}
T = {l77 l87 lg}
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effort = max({0,2,0,1,0}) = 2

4

effort(cpl) effort(cp2) effort(cp3) effort(cp4) effort(cp5)
() =2 =0 =1 =0

risk(L1,L3)= 2

__‘ : }____. risk(L1l,L5)= 0

—3] » risk(Ll,L7)= 3
\/
o} p risk(Ll,L9)= 0
————p risk = max({2,0,3,0}) =3

c3: risk > effort
3>2==TRUE

Figure 3.8: Network modeled based on [13].

Remove the minimum number of links that provoke the CVP

Once we obtain the set of links that generate the CVP, we need an algorithm to find the
minimal conflict sets of links. Here we apply the Bistarelli et al. algorithm based on the
Minimal Hitting Set (MHS) — an algorithm used to select an approximation of a minimal

set of removed links. The algorithm is as follows:

1. Maintain a counter for each link involved in the set of cascading path generators that

need to be removed.

2. Remove the most common link (the link with the highest counter), thus removing
all cascading path generators involving that link; in case of a tie a random one is

selected.

3. Update the link counters built in Step 1 to reflect the effect of reducing the set of

cascading path generators that we need to consider.
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4. Continue removing links and updating the link counters until all cascading paths have

been removed.

Observations

After applying the approach proposed by Bistarelli et al. for modeling [13], and to detect
the links that case the CVP [9], we obtain that the potential solutions, (i.e., the candidates
links to remove from the network) are ls, Iy, and Is.

Although, the work in [13, 9] provide a transparent explanation how to soft a CSP for
the CVP, it was necessary to form a better explanation for implementation purposes, since
no implementation was provided before. Also, our contribution consists in extending the
detection and elimination of the CVP in networks that are not limited to “linear shapes”
(e.g., see Figurefig:acvp2). Up to Section 3.4, we present the work proposed by Bistarelli et

al. . However, these past sections still containing our contribution for the implementation.

3.5 What if we take weights in links into account?

The results provided by Bistarelli et al. ensures the “minimum number of cuts” when
eliminating the CVP. However, these results may lead to choose to remove a link that is
essential to providing services as mentioned in Section 3.4.

We notice that cutting network’s links we eliminate potential benefits from the network.
Clearly another approach is needed to prevent information leakage.

By assigning values to the connections within the network, we consider the operational
value in the connections that are generating the CVP. In this way, we constrain the elimi-
nation process proposed by Bistarelli et al.

Considering these values, we are interested in finding the least expensive connections to
eliminate in the network that are causing the CVP. The process of finding the best solutions
among the possible ones considering constraints is called constrained optimization problem.

For instance, by considering different values of the links, e.g., critical, marginally valuable,
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Type Value
Critical weight < 30
Marginal Valuable | 20 < weight < 30
Not Valuable weight < 20

Table 3.6: Three different types of links and a corresponding value assigned

and not valuable, at the time of eliminating the links, we remove the ones that generates

the lowest cost in the network.

3.5.1 Optimizing the links removal subject to constraints

In the process of solving the CVP using our approach, we face two situations:

1. Reduce the risk on the network: The purpose is to reduce the risk on the network.

This can be done by applying constraint ¢y, which removes the minimal number of
links that generate risk. However, by satisfying ¢, we might end up with results that
lead to an unsatisfiable solution. Hence, we are willing to accept a degree of risk in

order to obtain solutions.

2. Reduce the cost of the removals: The links that have a degree of risk also have an

operational value (or cost). We are also interested that when we eliminate the minimal
number of links that generate the CVP, we also remove the links that generate the
lowest cost in the network, e.g., the least expensive ones. Therefore, we need an
objective function that not only minimizes the links removals but also the cost of the

removals.

Relaxing constraints

In our earlier example mentioned in Chapter 1, Section 1, we discussed that an alternative
to eliminate links with a degree of risk is to classified them with different values according
to their impact in the network. For instance, if we have three different links, we can assign

values as shown in Table 3.6.
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Weighted links: what constitutes a weighted link?

We extend the definition of a link by incorporating a weight to the corresponding link, that

represents the operational value between computers.

(source,destination,src level,dest level, w;)

For instance, Figure 3.6 depicts a MLS computer network, by incorporating weights on

the links we deal with a network that looks like Figure 3.9.

cpl

cp2

Ts L1=24 Ts

L2=15

cp3 [L3=10

cpa

- cp5
L4 =30 s P

- )

L5524

c L6 =42 { c

Figure 3.9: A MLS network with weights on the links. In this network the weights represent
the operational value, e.g., Lg has the highest operational value with 42 units.

3.5.2 An algorithm that optimizes the CVP cuts

In this section we present an algorithm based on the Minimal Weight Hitting Set theory,
which goal is to minimize the results obtained from Bistarelli et al. approach. The goal is

to identify the links that generate the CVP but have a minimal impact in the network.
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The Minimum Weight Hitting Set: An optimization algorithm

Our approach to solving the Cascade Vulnerability Problem is based on the theory of
minimum weighted hitting set (MWHS). The MWHS algorithm is applied on optimization

problems that model resource-selection problems [18].

Formal definition

The MWHS takes as an input a set system, (i.e., a total number of links) (U, S) with
Uses S = U, and weights ¢ : S — Rt where U where U is a non-empty finite set, and S a
family of subsets of U [29].

The objective is to find a minimum weighted hitting set of (U, S), i.e., a subfamily R C S

where R is the solution of the following constrained optimization problem:

min » ,.cr¢;
s. t. UT‘GRR =U
and UT‘GR Sr =U

e As an input, we have:
Universe U = {s1,52,...,5},
Subsets S = {S1,5,...,5k},
Weights W = {wy, ws, ..., wi}

e The goal is:

To find a set I C {1,2,...,n} such that:

I minimizes > ;cr¢;

Uz’el Si =U
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3.5.3 Algorithms

In this section we present the main algorithm Minimum Weight Hitting Set (MWHS), and
a procedure that finds the least expensive element among a set of links. Since the following
algorithms are based on set theory, we consider the total number of links in the network

and the minimum number of links as a set.

Algorithm 1 Find the Link with the Highest Counter
Given:
counters <= {vy,...,v,} // number of occurrences v; that 1; appears in 7y
Return:
The most common link (the link with the highest counter), in case of a tie a random one
is selected.

tmp < values|0]
pos «— 0;
for all val; € counters do
if values[i] > tmp then
tmp < values]i]
Pos < i
end if
end for
return pos
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Algorithm 2 Minimal Weighted Hitting Set

INPUT:
links < {ly,...,l,} // set of links in the network
P < {m,...,m} // set of paths in the network

counters <= {vy,...,v,} // number of occurrences that [; appears in 7y
weights < {wy,...,w,} // w; is the corresponding weight for /;
OUTPUT:

weighted_hitting_set containing the least expensive (and minimal) links removals.

Process:
counter < updateTheCounter(P) // Initialize the counter
hitting_set < () // minimal removals set

while counter > 0 do
min{} < findAl1Highest( counters ) // find the set of links with the highest counter
% Find the minimal cost from all the elements in min
for all m; € P do
if 7; contains (links| pos |) then
7; — links[pos] // remove links[ pos | from ;
counters < updatecounters( counters , pos )
end if
end for
updateTheCounter (S)
end while
return weighted_hitting_set
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Chapter 4

CVP Tool Simulator

In this chapter, a cascade vulnerability problem simulator (CVP Simulator) is presented.
The CVP Simulator is an implementation of the algorithms proposed in Bistarelli et al.
approaches [9, 13] and the algorithm that we are proposing in this thesis.

A description of the features and functionalities of the tool is presented in Section 4.1.
A detailed tool’s architecture design is presented in Section 4.2, and finally, a description
of the tool’s components is mentioned in Section 4.3. A user manual describing the main

functionality of this tool can be found in Appendix D of this thesis.

4.1 CVP Tool Simulator

We present the CVP Simulator Tool, which is a Java-based application that detects if
it exists a cascade vulnerability problem in a network, identifies the elements that are
generating this problem, and properly eliminates the minimum elements that cause this
problem in the network. The objective of building this tool is to apply the work presented
in the approaches mentioned above.

The tool takes advantage of Java’s operating system portability, object oriented manip-
ulation, and graphical libraries. We mainly take advantage of Java’s portability because it
enables us to run this tool on any operating system environment as its slogan says “Write
once, run anywhere™.

The computers, links, and paths can be represented as Java’s objects, which facilitate

us the manipulation of their fields and references to other objects. Finally, we use Java to

1Sun Microsystems: http://www.java.sun.com
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render the graphical interface to enable users to interact with this tool through a network
simulation that displays the computers in the network and the weighted connections be-
tween them. An advantage of using Java among other OOP languages, is that currently is

a programming language very popular and with high demanded in industry[TODO?].

4.1.1 Solving constraints with SWI-Prolog

Constraint Solving is a generalization of Constraint Logic Programming (CLP), which
extended Logic Programming, by embedding constraints (i.e., no longer predicates) into a
logic program such as Prolog. Constraints bring important features such as logical variables
and backtracking and other solving algorithms s.a. propagation. It is natural to use a
constraint logic programming paradigm to describe problem’s constraints and to solve our
particular problem.

The constraint solver is a Prolog program that processes the constraints that are dis-

played on the interface, and returns a set of all possible solutions that satisfy the constraints.

4.1.2 Features/Functionalities

The main features and functionalities of the CVP simulator tool presents are:

e creates computers and networks,

e establishes links between computers,

e assigns weights to the links,

e detects the existence of a CVP in a network,

e extracts the cascading path generators (p) from the network in case there is a CVP,
e applies optimization algorithms,

e identifies the least expensive connections to eliminate in a network.

2TODO:reference needed
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4.2 Architecture Design

The tool is an example of a model-view-controller (MVC) architectural pattern. The model
is the representation of the algorithms used, e.g., that algorithms that detect and eliminate
the CVP. The viewer component is composed of multiple GUIs that interact with the user,
and the controller component handles the interaction between GUI and model. The MVC
pattern is shown in Figure 4.1, and Figure 4.2 shows how the tool components interact

with each other.

Controller
View Action
Listener
Solutions
Handler
Dispatcher

SWI-Prolog
Solver

Translator
Algorithms
MSC, MWHS

Load/Save
computers/
configurations

Model

Figure 4.1: The model-view-controller pattern for the CVP simulator tool

4.3 The CVP Simulator Tool and its Components

This section presents the components of the CVP Simulator Tool.

o (Customize panel: enables the user to add computers into the network and specify
the type of secure information it owns. A text field to input a description of the
computer is available. In a future version of this tool, it is desired to assign a value

to the computer, i.e., the user shall know how valuable is this computer among the
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Java GUI Java/Prolog Engine SWI Prolog Solver

Save/load

cps,links
configuratio Disk
¢ Igml:ks »l Constraint o Constraint
\Ze’i hts’ Translator processor

Output /& Notify Results No @

Yes

Results < Find solutions
Translator (apply algorithms_

Notify Results

Figure 4.2: The CVP simulator tool architecture design

computers in the network, for that, a value bar is available in this panel as well. In
the customize panel, the user can add the computer manually (by adding values to
the fields mentioned above) or by loading an existing network file by pressing the

load button. An example of the Customize Panel is shown in Figure 4.3.

Configuration panel: enables the creation of links between computers and assign a
value (weight) to that connection. The user shall add a link manually i.e., by spec-
ifying the source and destination secure level and adding a weight to that link, or
by pressing the load configuration button. Also, in this panel we count with the
feature of detecting which links are permitted, have a degree of risk, and are not per-
mitted. This is done by satisfying the constraints stated in Chapter 3 in Section???.
The output of satisfying the constraints is displayed in the text field named “Con-
straint Checker.” This can be done by pressing the Check Constraints button.
The resulting “Paths” displayed in the paths field text, are the resulting cascading
paths after satisfying the constraints mentioned in Chapter 3 in Section???.Finally,

the user is allowed to remove an existing computer or an existing link by pressing the
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Sys Information Level
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. ™ Confidential [ Private +— secret levels
: ] Public ) Restricted :
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o <«— computer's sensitivity*
T 0 o 5 0 0 0 0 0
0 10

financial aid computer
<—— computer's description

Two possible ways to

\ add computers to the

network:
Manually (as shown above)

Load Systems from File:

or by loading an existing data
+—

from a file

Figure 4.3: Customize panel:
not available in this version.

enables adding a new computer to the network. *Feature
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Remove System and/or the Remove Connection buttons. An example of the

Configure Panel is shown in Figure 4.4.

Simulation panel: shows the tracing of the algorithm in the network, and provides
the possible solutions. The algorithm is selected by the user (only three algorithms
have been implemented in this first version). An example of the Simulation Panel is

shown in Figure 4.5.

Constraint translator: extracts the computer information that is added from the cus-
tomize panel and the connections established in the configuration panel, and generates

a SWI-Prolog file with the information extracted from these panels.

SWI-Prolog solver: invokes SWI-Prolog and consults the file generated by the con-
straint translation component. This solver then processes the constraints to detect
a CVP in the network. In the case that the detection constraints are satisfied (that
indeed there exists a CVP in the network), the solver finds all the paths that are

causing this cascading problem.

Solution handler: opens a listener stream to the SWI-Prolog solver, and it stores all
the output from the SWI-Prolog solver until it finishes to process all the constraints,

then gives the results to the simulation panel.

Algorithm selection: This component enables users to select the algorithm that will
be applied in the elimination process of elements that generate the CVP. The chosen
algorithm is used in the simulator and the results are displayed in the simulator panel.
The algorithms in this first version of the application are implemented in Java, and
their APIs are provided in case the user would like to incorporate another algorithm

into the tool.
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Figure 4.4: Configure panel: Allows to establish connections between computers. The
functionalities in this panel includes the constraints checker to ensure that link’s constraints
are satisfied. *Feature not available in this version.
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Figure 4.5: Simulate panel: simulates the specified algorithm to eliminate the CVP.
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4.3.1 Constraint translator

This component is in charge of extracting the facts and constraints from a given network.
Consider the network from Figure ?7.The network is composed of 5 computer with different
security:

cp1, owns a top-secret level;

cpa, owns a top-secret, secret, and classified levels;

cp3, owns a secret and classified levels;

cpy, owns a classified level;

cps, OWNS a secret component.
these facts are translated and represented in Prolog facts called computer as follows:

computer(ep;, [t 1 ).

computer(cps, [ t, s, c ] ).

computer(cps, [ t, s ] ).

computer(cpy, [ ¢ 1 ).

In the same manner, the facts that represent the links between computers:

cpy is connected to ¢py through the top-secret level, and this connection has a value of
42 Gb/s,

cpo is connected to ¢ps through the secret level, and this connection has a value of 13
Gb/s, and to C5 with a 2 Gb/s value,

cps is connected to cpy through the classified level, and this connection has a value of
24 Gb/s,

are also represented as follows:

link(cpl , cp2, [t,t], 42).
link(cp2 , cp3, [s,s], 13).
link(cp2 , cp5, [s,s], 2).
link(cp3 , cp4, [c,cl, 24).
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In Prolog words: the rule link takes two computer objects, a computer source and a
computer destination, and returns all the links that connect computer source with computer
destination. These facts are written in a Prolog file and then passed to the Prolog solver

to solve the constraints.

4.3.2 Prolog solver

This solver is a Prolog file executed by SWI-Prolog that takes as an input the file generated
in the previous section and returns a set of paths p that are the least expensive links in the
network to eliminate in order to avoid a CVP.

The entire procedure of the Prolog solver is demonstrated in the Simulation Panel. In
this panel step is shown step by step how the algorithm is working, and the resulting set is
displayed in the Result text area. Several procedures are described in detail in Figure 4.3.2,

and Figure 4.3.2.

e is valid flow: This predicate takes as a parameters two computers: X and Y. The
predicate will check if the flow between X through Yis valid or not. is_valid_flow will

compare the source and destination secure levels from the current link.

e is risk free: This predicate is called from find_all_risk-free() predicate, which given
a set of valid links, must find all the links that are risk-free. The links that are not
considered risk-free, are removed from the main list. The risk_flow predicate, checks

from the stated rules if it is a risk between computer X and Y.

4.3.3 Parser

After the Prolog Solver component, finds the solutions, it is necessary to retrieve this
solutions in a “User’s terminology”. The Parser is a Java component that retrieves the
Prolog’s solutions and associates the prolog’s values with the current values stored in the

application, i.e., the links resulting from the prolog’s engine must be mapped with the
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Input: set of all links
in the network

Find all valid and risk-free

——— How to find all valid
INPUT: all-links:- [ L1, ..., Ln]
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find_all_valid()
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OUTPUT: set of links
that are valid links

OUTPUT: valid-links: containing valid links

How to find all risk free

INPUT:set of links that
are valid

find_all_risk()

OUTPUT: risk-free-links: containing risk free links

Output: a set of
risk-free links

Figure 4.6: The program flow about how to find the links in the network that are valid and
risk-free.

OUTPUT: assurance
value

rating
rules

INPUT: a src comp
a dest comp
a set of links
OUTPUT: a negative numeric

calculate_risk_fro find._path value -1 corresponding
m_path P path=[] o ano path founded

OUTPUT: a numeric value N
corresponding to find_risk internal_risk
the founded path

Figure 4.7: Detailed component of the program
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links provided by the user. For example, after detecting the CVP in a given network, the
prolog’s result is the following:

is parsed as follows:

P1 = {cplcp2, cp2cp7, cp7cp8, cp8cpll};
P2 = {cplcp3, cp3cp7, cp7cp8, cp8cpll};
P3 = {cplcp4, cp4écp7, cp7cp8, cp8cpll};
P4 = {cplcp5, cpbcp7, cp7cp8, cp8cpll};
P5 = {cplcp6, cpbcp7, cp7cp8, cp8cpll};

where the value of link ‘cplep2’ is 10, ‘cp8cpll’ is 25, and so forth.
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Chapter 5

Experimental Results / Examples

In this chapter, we present three examples to illustrate the algorithm proposed in Chapter 3.
We present a traditional linear shape example in Example 1. A more complicated network,
where the maximum sensitivity information leaks from a single computer’s compartment
to three compartments with a low sensitivity security is presented in Example 2. Finally,

a third example with 10 computers’ compartments is presented in Example 3.

Example 1: A network without weights
(e.g. Bistarelli [10])

Let us consider the multilevel secure computers cpl, cp2, cp3, cp4, and cpb, holding infor-
mation at security levels e, f, g, h,i,7 and k as depicted in Figure 5.1.

The assurance matrix corresponding to these secure levels is shown in Table 5.

’src\destHe‘f‘g‘h‘i‘j‘
e 0Oj1]112]2|4
f 0j(0]1|1]2)|4
g 0j0jO|1]1]|2
h 0j0jO0|10]1]1
i 0/]0]0|10]0]1
j 0/0]010]0/0

Table 5.1: The assurance matrix for secure levels e, £, g, h, i, and j

By applying the algorithm proposed in [9], we notice that the network has a cascade

vulnerability problem, and the resulting cascading paths that generate this problem are:
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Figure 5.1: Network configuration # 1 (motivated example from [10])
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We are interested in removing the minimal links that generate the CVP. By applying the

cp3
g
——
L5 cpd
h H—Le 1 h
——
L7 cp5
i
—r—
L9 cp?
I R
———
L11

MHS, the minimal links are: {Ly4, Lg} or {Ls, Lg, L1}

Example 1.a: A network with weights

Now let us consider the same configuration in Figure 5.1 with weights on links. Notice that

the answer of selecting the minimum link removal is different considering values in the links.

Ly, = 50 units;
L3 = 25 units;
L5 = 25 units;
L7 = 10 units;
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Lg = 20 units;
Total: 130 units
By considering the cost in the links, we calculate that the total operational value of the

network is 130 units. If we take the results obtained in previous example we obtain the

following;:
Links cost final network value
Lg, L6, L10 95 units 35 units
Ly, Lg 35 units 95 units

We notice that between the two results, the least expensive link removal is [Ly4, Lg] with

35 units. The operational value (after the elimination of these links) is 95 units.
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Example 2

In the next particular example, depicted in Figure 5.2, the network contains 12 computers,
and 14 links, where ¢pl owns the highest sensitivity level and the lower sensitivity levels
are stored in computers cpl0, cpll, and cpl2.

The corresponding values for the links, and the frequencies, i.e., the number of occur-

rences of a specific link on a cascading path!, are:

link | cost (units) | frequency
L, 5 0
L, 5 0
Ls 5 0
L, ) 3
Ls 10 3
Lg 20 3
Ly, 20 3
Lg 30 3
Ly 15 4
Ly 35 4
L11 45 4
Ly 2% 4
L3 ) 4
Ly ) 4
’ Total \ 240 units

The paths and the resulting cascading paths are:

'The number of link’s occurrences is needed for the MHS and the MWHS algorithms
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Figure 5.2: Network configuration # 2
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Path+# Links CVP Paths Generatos
Py | {[L1, O], [Ls, 10], [Lo, 15], [La2, 25]} | Pro = [Ls, Lo, Prs = [Lo, L12]
Py | {[L1, O], [Ls, 10, [L1o, 35, [L1a, 51} | Paa = [Ls, Lio], Pas = [L1o, Lns]
P3| {[L1, 0], [Ls, 10], [Lu1, 45], [Lua, B]} | P = [Ls, L1, Psp = [Lu1, L]
Py | {[L2, 0], [Ls, 20], [Ly, 18], [L12, 25]} | Pra = [Le, Lo], Pap = [Lo, L12]
Ps {[La, 0], [Le, 20], [L19, 35|, [L13, 5]} | Ps.a = [Ls¢, L1o], Ps.o = [L10, L13]
Ps {[La, 0], [Lg, 20], [L11, 45], [L14, 5]} | Ps.a = [Ls, L11], Ps.o = [L11, L14]
Pz 1 {[Ls, 0], [L7, 20, [Ly, 18], [L12, 25]} | Pra = [L7, Lg], Pap = [Lo, L12]
Ps | {[Ls, O], [L7, 20}, [L1o, 35, [L13, 5]} | Ps.a = [L7, Lo, Pss = [L1o, L13]
Py {[Ls, 0], [L7, 20], [L11, 45|, [L14, ]} | Pou = [L7, L11], Ps» = [L11, L14]
Py | {[La, 0], [Ls, 30], [Lo, 15], [L1s, 25]} | Piow = [Ls, Lo], Poy = [Lo, Luo]
Pyt | {[L4, 0], [Ls, 30], [L1o, 35),[L13, 5]} | Pir.a = [Ls, Lol Psy = [Lio, L13)
Pio | {[L4, 0], [Ls, 30, [L11, 45),[L1a, 5]} | Prow = [Ls, L11], Poy = [L11, L14]

Eliminating the least expensive links

If we extract the cascade vulnerability paths generators, we eliminate the minimal number
of links that generate the CVP. Yet, before eliminate the links, we consider their cost to
find the least expensive links in the network. This analysis is shown in Table 5.2.

From the analysis showed on Table 5.2, in order to obtain a CVP-free network, we have
two options. The first one is to cut the links [Lg, 15], [L19,35], and [L1;, 45], which
represents a total risk of 3 according to the sensitivity matrix. And the second option is
to cut the links [Lq5, 25], [L43,5], and [L14, 5], which represents an accumulative risk
of 6.

From this configuration we can say that if we remove the first option of links, we will
remove the links that generate the minimum risk on the network and whose operational
cost is 115 units.

If we choose to remove the second option of links, we will be removing the ones that

71



Path# Risk || Min. link | CVP generators | Cost | Final
to  elimi- Risk
nate

P1 5) Lg

P2 5) ng Lg 15 4
= 5 L1, Lo 35 |4
P, 5 Lg L1y 45 | 4
Py 5 Lo

P6 5 LH or

P7 5) Lg

P 5 Ly

Py 5 L1y Lo 25 |3
P10 5) Lg L13 ) 3
Pry 5 Lyo Ly 5 3
Py 5 Ly

Table 5.2: Network configuration # 2 analysis

generate more risk and whose total operational value of 35 units.

Given this information, we can choose the best option according to our preferences. For
instance, among the links that generate more risk, we eliminate the ones that cost the less,
i.e., L1z and Lqi4. An alternative is to choose eliminate Lg and L3, which is another way

to reduce the risk and the operational cost.

Links cost final network value
L13, L14 10 units 230 units
Lg, L13 20 units 220 units
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Example 3

The last network configuration depicted in Figure 5.3, contains 10 computers, and 12 links,
where cpl owns the highest sensitivity level and the lower sensitivity levels are stored in
computers ¢p9 and cpl0. For this example, the corresponding weights for the links and the

number of occurrences are:

link | cost (units) | frequency
Ly 10 1
Loy 10 1
s 10 1
I 10 1
Ls 30 3
Lg 20 3
L; 15 3
Lg 10 3
Ly 20 4
T 0 1
T 15 4
L1y 55 4
| Total | 260 units |

The total operational value of this network is 260 units, and has a total of 8 cascading

paths.
Path# Links CVP Paths Generatos
Py | {[£4,10], [Ls,30], [Lo, 20], [L11, 45} | Pra = [La, Ls], Pry = [Ls, Lo, L]
Py | {[£4,10]; [L5, 30], [Lg, 20], [Ln2, 55]} | Poa = [L1, L), Pas = [Ls, Lo, Lo
Ps {[L2,10], [Lg, 50], [ Lo, 20], [L11,45]} | Ps.a = [Lao, Le|, Ps» = [Le-Lo, L11]
Py | {[L2,10], [Ls, 50, [Lo, 20], [L12,55]} | Paa = [La, Le], Pas = [Lg. Lo, L1s]
Ps {[L3,10], [L7,15], [L10,40], [L11,45]} | Ps.o = [Ls, L7|, Pss» = [L7, L1o, L11]
Pg {[L3,10], [L7,15], [L10,40], [L12,55]} | Ps.a = [Ls, L], Ps.» = [L7, L1o, L12]
Pz | {[L4,10], [Ls, 10], [L1o, 40], [L11,45]} | Pr.o = [La, Ls), Py = [Ls, L1o, L11]
Psg {[L4,10], [Ls.10], [L10,40], [L12,55]} | Pra = [La, Ls|, Psy = [Ls, Lo, L12]




cp2 | S cp3 S S cp4 S cps

cp6 | C cp7 | C

L9 L10

cp8 | C

L11 L12

cp9 U U cpi0

Figure 5.3: Network configuration # 3
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Eliminating the Least expensive links

In Table 5.3 we can see that the 8 paths generate a risk of 5 according to the sensitivity
matrix. In order to eliminate the CVP, we found two possible choices. The first one is to
remove links L5, Lg, and L7; the link’s removal will reduce the risk to 2. The second choice
is to remove links L1y, and Lqo; the link’s removal will reduce the risk to 2. Notice that
either option will remove the CVP. The intuitive decision is to select the second choice,
since removes the minimal number of links in the network. However, notice that links L1,
and L5 are the most expensive links in the network, with 45 and 55 units respectively.

If we decide to eliminate the links suggested in the first choice, we will eliminate the
operational value from the network that costs 65 units. If we decide to eliminate the second

choice, the operational value removed will be of 100 units, i.e., the more expensive.

Path# Risk | Min. link | CVP generators | Cost | Final Risk
to  elimi-
nate
Py 5 Ls 15
P, 5 | Ln éf’ 35 3
P 5 | Le LG 15 5
P, 5 | L !
b5 5 | Ly or
P 5 | Ln
Py 5 Lg Ly 45 2
Py 5 Ly Lis 55 2
Table 5.3: Network configuration # 3 analysis
Observations

We have shown three different network configurations. In Table shows the results of com-
paring the MHS algorithms (without considering weights in the links), and the MWHS

(considering weights).

5



Notice that these algorithms that find the minimal links and minimal weighted links are
greedy-based algorithms, which means that more than one answer can be obtained (i.e.,
depends of the best option on a specific configuration).

Sometimes when it is obtained more than one results, the MWHS algorithm picks as a
solution the option that has the smallest impact in the network, i.e., the least expensive
choice.

In the last Table from this chapter we can analyze the results from different configura-
tions. First we mention the Total Links, which are the total number of links involved in
the network. The CVP links generators are the links responsible of generating the CVP.
The MHS are the results obtained by applying the Minimal Hitting Set algorithm (without
considering weights), similarly, the MWHS are the results obtained by applying the Min-
imal Weighted Hitting Set algorithm (considering weights). The Cost column shows the
smallest and the largest operational value from the link removal candidates. And finally,

the Total cost column shows the final operational value removed from the original network.
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Chapter 6

Conclusions

6.1 Owur Contribution

6.1.1 Significance of our contribution

In this thesis, we considered a problem of security leakage in a network of computer systems.
The particular problem we addressed is well-known as the Cascade Vulnerability problem,
in the Multi-Level Security (MLS) model.

Our approach consisted in extending the previous work of Bistarelli et al. , by taking
into account values on the connections of the network: some connections are indeed more
valuable than others, and we needed to represent such information.

Our contribution was the following: We kept the approach of Bistarelli et al. | using soft
constraints to model, detect and solve the CVP, but we extended it by including “weights”
in the links. We use the minimum weighted hitting set theory to eliminate the minimal
and least expensive links in a network affected by the CVP.

The network, after the link’s elimination provided by our approach, was leakage free.
In addition, we implemented the approaches from [9], [13], and [37].

We implemented the constraints mentioned in Bistarelli et al. approaches. We design
and implement the CVP Tool Simulator, which is an implementation of the algorithms
mentioned above. A graphical user interface was implemented as well to interact with the
CVP Tool.

Although, the work in [13, 9] provide a transparent explanation how to soft a CSP for

the CVP, it was necessary to form a better explanation for implementation purposes, since
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no implementation was provided before. Also, our contribution consists in extending the
detection and elimination of the CVP in more complex networks that are not limited to

“linear shapes” (e.g., see Figurefig:acvp2).

6.2 Future Work

As future work, we would like to see the impact that instead of transforming constraint ¢2
we will see if we can modify ¢2 in such a way that we can keep it ‘soft’ and change the
optimal problem to prevent the function to reach 0.

Also, we are considering different cost aggregation, instead of considering the minimum
weighted hitting set; for example, if the weights are not costs but probabilities of failure
in the connections. This lead us to maximize the probability to maintain reliable paths in
the network.

Finally, we realize that after eliminating the least expensive links that generate the CVP,
a cluster of computers (with potentially the same security level) will remain disconnected.
We have begin to develop algorithms that can connect these computers in the cluster in

order to keep a small network (with a small degree of risk) functioning.
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Appendix A

Sensitivity Matrices

MINIMUM USER CLEARANCE RATING
Uncleared (U)

Not Cleared but Authorized Access to 1
Sensitive Unclassified Information (N)
Confidential (C) 2
Secret(S) 3
Top Secret (TS)/Current Background 4
Investigation (BI)

Top Secret (TS)/Current Special 5
Background Investigation (SBI)

One Category (1C) 6
Multiple Categories (MC) 7

Table A.1: Minimum User Clearance and the corresponding rating for each security level
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| src\dest ||

U

U 0
N 1
2

3

)

C
S
TS

N
0
0
1
2
4

Table A.2: Assurance matrix

U = Uncleared or Unclassified

N = Not Cleared but Authorized Access to Substantive Unclassified information
C = Confidential

S = Secret

TS = Top Secret

TS (BI) = Top Secret (Background Investigation)

TS (SBI) = Top Secret (Special Background Investigation)

1C = One Category

MC = Multiple Categories
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Appendix B

Prolog Source Code

Link Checker

:— dynamic link.

link(al, a3, t, ¢, 32).
link(a2, a4, c, t, 43).
link(a3, a2, t, s, 32).
link(al, a4, s, ¢, 13).
)

(

(

(

link(al, a6, s, s, 13).
link(ab, a6, c, ¢, 13).
link(al,a3,t,s,69).

% Each security level has been assigned a numeric value

% for categorizing computers according to the security protection

% they provide. These values are obtained from the

% Trusted Computer System Evaluation Criteria (TCSEC)

%

% Since a clearance implicitly encompasses lower clearance levels

% (e.g., a Secret cleared user has an implicit Confidential clearance),
% the phrase “‘minimum clearance of system users’ is more accurately
% stated as “‘maximum clearance of the least cleared system user.”

% The levels of sensitiviness are:

% u — unclassified
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% n — non classified
% ¢ — classfied

% s — secret

% t — top secret

%

% There are different flows that are possible within a system and/or links.

% permitted_flow :— Represents the information flows that are permitted
% by the policy in each node, e.g., may flow from level
% T in sys.A to level T in sys.B.
is_permitted(Src, Dest):—
Dest = Src.

is_permitted(Src, Dest):—

Dest > Sre.

% risk_flow :— Represents the information flows that are not
% permitted by the policy, but for which there

% is a risk of flow if the system became

% compromised. e.g., the risk from the level T

% to level S in a system S is B2 (assurance level 2),

88




% corresponding to the level of assurance at which
% Sys.E has been evaluated.
is_risky(Src, Dest):—

Src — Dest =< 2.

% The rest of the flows are considered to be invalid flows.

% invalid_flow :— Represents all the remaining flows that are not
% wvalid (that is, are impossible for the given system).

% For example, a flow from T to C is not possible on

% a system that has not been configured to store

% information labelled as classified.

is_invalid(Src,Dest): —

not( is_permitted(Src,Dest)),

not( is_risky(Src,Dest)).

% flow checker ‘checks’ if the links are permitted, risky, or invalid.
% This procedure invokes the corresponding predicates to determine the type of
% flow the link has.
flow_checker :—
link(Src, Dest, L1, L2, W),
rating(L1, V1),
rating(L2, V2),
is_permitted(V1, V2),
write('link(’),write(Src), write(’,."), write(Dest),
write(’,.["), write(L1), write(’,"), write(L2),
write(’])..is_permitted’),nl,

retract(link(Src, Dest, L1, L2, W)),
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flow_checker :—

flow_checker :—

flow_checker.

flow_checker.

link(Src, Dest, L1, L2, W),

rating(L1, V1),

rating(L2, V2),

is_risky(V1, V2),

write('link(’),write(Src), write(’,.’), write(Dest),
write(’,.["), write(L1), write(’,”), write(L2),
write(’])..is_risky’),nl,

retract(link(Src, Dest, L1, L2, W)),

flow_checker.

link(Src, Dest, L1, L2, W),

rating(L1, V1),

rating(L2, V2),

is_invalid(V1, V2),

write('link(’),write(Src), write(’,."), write(Dest),
write(’,.["), write(L1), write(’,"), write(L2),
write(’]). is_invalid’),nl,

retract(link(Src, Dest, L1, L2, W)),

flow_checker.
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write_answer(File, P) :—
open(File, append, Stream),
write(Stream, P),
nl(Stream),

close(Stream).
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CVP Path Finder

% Description of the Program:

% INPUT: a network composed of computers and links.
% OUTPUT: a CVP—free network

% The network (set of links between computers, L),

% are given to is_cop_free(L).

%

% ::c: Description of the Network :::::

% A network is composed of computers and the connections
% (links) between computers.

% Computer

% A computer is composed of a name and a list containting
% the security levels in this computer.

% computer( <name> , [list of security levels])

% consult(’computers’).

computer(a,[t,s]).

computer
computer(c,[c]).
computer(cpl,|t
computer(cp2,|t

computer(cp3,|t

computer(cpb, |t

computer(cp?,|s

(b,

(
(cpl
(cp2
(cp3

computer(cp4,

computer(cph
(cp6
(cp7
(cp8

computer(cpg,|c|).
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computer(cp9,[c|).

computer(cpl0,[c]).
ul).
).
)

computer(cpl3,|u]).

(

(
computer(cpll
computer(cpl2,[u

(

[
il
ol
[
% Link

% A computer connections (link), between two computers, is

% composed of the following elements

% link(<src> , <dest> , [src_sec_level, dest_sec_level], weight)

% <src> :— the computer source where the connection

% was established

% <dest> :— the computer destination, where the

% connection was targeted

% <src_sec_level> :— the security level from the source computer
% that this connection was established.

% <dest_sec_level>:— the security level from the destination

% computer that this connection was targeted

% to be connected.

% <weight> :— a numeric value representing the weight of

% this link between computer <src> to

% computer <dest>.

% e.q.,

% A link from a top secret level from Computer A to the secret
% level in computer B has a weight 24.

%

% link(A, B, [t;s], 24 ).

%

% consult(’links’).
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link(cp10,cpl3,c,ul, 13).

% Mazimum data sensitivity and minimum data sensitivity

%

% Each security level has been assigned a numeric value

% for categorizing computers according to the security protection

% they provide. These values are obtained from the

% Trusted Computer System Evaluation Criteria (TCSEC)

%

% Since a clearance implicitly encompasses lower clearance levels

% (e.g., a Secret cleared user has an implicit Confidential clearance),

% the phrase ‘“‘minimum clearance of system users’ is more accurately
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% stated as “maximum clearance of the least cleared system user.”’
% The levels of sensitiviness are:
% u — unclassified

% n — non classified

% ¢ — classfied

% s — secret

% t — top secret

%

max_data_sensitivity(u,0)
max_data_sensitivity(n,1).
max_data_sensitivity(c,2).
max_data_sensitivity(s,3).
max_data_sensitivity(t,5)
min_data_sensitivity(u,0).
min_data_sensitivity(n,1)

(

(

min_data_sensitivity(c,

min_data_sensitivity(s,
(

min_data_sensitivity(t,

% assurance function.

% calculates the assurance value N from a given computer X
% this method invokes the information from matriz.

%

% X = a computer which assurance value is to be calculated

% N = the assurance value for computer X

%
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assurance(X,N):—
computer(X,L),
matrix(L,N).

% matriz function
% Given a list of security levels, calculate the difference
% of sensitivity levels.
% [H|T] = List of sensitivity levels
% N = the total assurance value for the composition of the
%  sensitivity levels from the list.
matrix([.], N) :— N is 0.
matrix([H|T], N) :—
last(Tail,T),
max_data_sensitivity(H,Z),
min_data_sensitivity(Tail,Y),
NisZ - Y.

% find_path

% Find the path between a source “X’” and a destination ”Y”
% In case there exista link between computer "X” and

% computer <Y’ return this link. If not, find a computer

% ‘7’ that is connected to ‘X’ that might be connected to

% computer 7Y”. Return a path ‘P’ that contains all the links
% from computer “X’’ to computer Y’

%

% E.q., Find the path from computer X to computer Y,
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% return the path containing the links that connect X to Y
% also return the total cost of the path V, which is the

% sum of all the links’ weight W,

% X = source computer

% Y = destination computer

% Z = a computer that is in the path

% W = the corresponding weight from link X Y

% V = total cost of the path (addition of all weights W)

find_path(X,Y,[[X,Y,W]], V) :—
link(X,Y,_, W),
Vis W.

find_path(X,Y,[[X,Z,W][P], V) :—
link(X,Z,_,W),
find_path(Z,Y,P, V2),
Vis V2 + W.

% get paths

% This method invokes “find_path’, and writes the output

% into a file called ’plg_out.txt’. This method also invokes

% write_path, that is in charge of the writing file routine.

% X = source computer

% Y = destination computer

% P = set of paths that connects computer X with computer Y
% V = the corresponding value for path P

%
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get_paths(X,Y,P,V):—
find_path(X,Y,P,V),
write_path(’plg_out.txt’, P, V).

% extract_subpaths

% This method identifies the sub paths that are generating

% the CVP. Given a path 'P’ from a source computer to a destination
% computer, will return a set of subpaths that violate the

% constraint i.e., Risk > Effort.

% The Effort is calculated as fallowing:

% For each link (composed of two computers), we calculate

% the Effort from this connection, e.g., see ’calculate_effort’.

% and it is compared with the Risk obtained from this link, e.g.,

% see ‘matriz’.

% Example:

% Given a path P = [[epl, ep2, 10], [cp2, cp7, 10], [cpT, cp8, 20]]
% extract Effort from cpl and cp2 (using assurance)

% check Risk from [cpl, c¢p2, 10] (using matriz)

% compare

% IF Risk < Effort THEN keep the Effort and Risk values and compare
% the next link, i.e., [cp2, cp7, 10]

% ELSE

% extract the path so far that violates the constraint, i.e.,

% from the last source computer until this point.

% call again this method but now the source computer will be the
% last link processed.

% [ [X, Y, W1]| P] : list of links in the form [X1, Y1, W1], ...,
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% [Xi, Yj, Wjl, where X is src computer, Y is dest

% computer, and W is the weight

% Efforts : the mazimum accumulative effort from link to link
% Risk : the accumulative risk from link to link

%, Partial :—the partial set of links, which holds the links

% that violated the constraint risk > effort.

%

extract_subpaths( [[X, Y, W1],[Y,Z,W2],|P], Partial ):—
calculate_effort(X,Y,Effort),
write('MAX:."),write(Effort),nl,
link(X,Y,Levels,_),
matrix(Levels, Risk),
Risk > Effort,
Tmp = [Partial|[X, Y, W1]],
extract_subpaths([Y,P], ,Tmp).

% calculate_effort

% This method calculates the effort of two given computers

% (computer X and computer Y). This method maps the corresponding
% effort of X and Y and finds the mazximum value of these two and

% returns 'Effort” as the maximum value of these two computers.

% This method uses the helper method 'maz’

% X = a computer which effort is desired to be calculated

% Y = a computer which effort is desired to be calculated

% Effort = the mazimum effort between X’s effort and Y’s effort

%
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calculate_effort(X,Y,Effort

=
(X,Effort1),
assurance(Y,Effort2),

Effort is max(Effort1,Effort2).

assurance

get 1 —
find_path(’cpl’,’cp8’,P,.),
write('PATH:."),write(P),nl,
extract_subpaths(P,0,0,[]).

% Helpers

% The following methods are helpers for other methods:

% — mazx : returns the mazimum from two numbers X and Y

% — mazlist : returns the mazimum value from a list [X]

% — write_path: performs the writing routine. Writes the paths P’
% into a file 'File’.

% — last : returns the last element X from a list [X].

%

%

max(X,Y,X) :— X>=Y.
max(X,Y,Y) :— X<Y.
maxlist ([X],X).
maxlist([X,Y|Rest],Max) :—
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maxlist([Y|Rest],MaxRest),
max(X,MaxRest,Max).

write_path(File, P,V) :—

last(X,[X]).

open(File, append, Stream),
write(Stream, P),
write(Stream, V),
nl(Stream),

close(Stream).

% Helper

last(X,[ | Xs]):—last(X,Xs).
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Appendix C

Java Source Code

Algorithms

import java.util.x;
import javax.swing.SwingUtilities;
import java.lang.Exception;

import java.lang.reflect.InvocationTarget Exception;

Vet
* <center>

x The University of Texas at El Paso<br>
x  UTEP<br>

*

Computer Science Department<br>

*

< /center>

*

This class contains different algorithms used in the

CVPTool class.

*

@author Christian Servin

*

x <b>Thesis Name< /b>: An Optimization Approach to Solve the

x Cascade Vulnerability Problem using Soft Constraints.
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*
x Advisor:

x Dr. Martine Ceberio, Dr. Eric Freudenthal
*

x Date:

x Wed Jul 11 17:16:02 MDT 2007

x Note:

x @modified today

*/

public class Test{
static int CONTADOR = 0;
Rk
x <b>findHighest< /b><br>
x Method that extract the position from an array of integers,
x which position has the highest value.
x @param values array of integers containing the respective counters
x for the elements in the correponding position, e.g.,<br>
« L<sub>1</sub> = values[ 0 |[<br>
x L<sub>2</sub> = values[ 1 [<br>
* L.<br>
* L<sub>n</sub> = values/ n—1 [<br>
x @return the position of the most common link (the link with the
x highest counter), in case of a tie a random one is selected.
ok /
protected static int findHighest(int[] values){

int tmp = values|0];
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int pos = 0;
LinkedList<Integer> duplicates = new LinkedList<Integer>();

duplicates.add( new Integer(pos) );

for (int i = 1; i < values.length; i++) {

if(values[i]|== tmp){

duplicates.add( new Integer(i));
}
if(values[i]>tmp){

duplicates.clear();

tmp = values[i];

pos = i;

duplicates.add( new Integer(pos) );

}
return pos = duplicates.size() == 1 7 pos : duplicates.get( ((int)

(Math.random()*duplicates.size())) ).intValue();

Vet

« <b>findChepestLinks< /b><br>

x Method that extract the position from an array of integers, which
x position has the least expensive element.

x @param values array of integers containing the respective counters
x for the elements in the correponding position, e.g.,<br>

* L<sub>1< /sub> = values[ 0 |[<br>

« L<sub>2< /sub> = values[ 1 |[<br>

* ...<br>
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* L<sub>n</sub> = values/ n—1 [<br>

x @param weights array of doubles containing the weights from the
x respective elements in the corresponding position, e.g., <br>

« L<sub>1</sub> = weignts/ 0 |[<br>

« L<sub>2</sub> = weignts[ 1 |[<br>

* L..<br>

« L<sub>n</sub> = weignts[ n—1 [<br>

x @return the position of the least expensive link in case of a

* tie a random one is selected.

sk /

protected static int findChepestLinks(int[] values, double[] weights){
int tmp = values[0];
int pos = 0;
LinkedList<Integer> duplicates = new LinkedList<Integer>();
duplicates.add( new Integer(pos) );
for (int i = 1; i < values.length; i++) {
if(values|i|== tmp)
duplicates.add( new Integer(i));
if(valuesli|>tmp){
duplicates.clear();
tmp = values[i];
pos = i;

duplicates.add( new Integer(pos) );

}

// find the least expensive among the duplicates available

double minimum = weights| duplicates.get(0) |;
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LinkedList<Integer> cheapest_links = new LinkedList<Integer>();
cheapest_links.add( duplicates.get(0) );

for (int i = 1; i < duplicates.size(); i++) {
if(weights|duplicates.get(i)] == minimum)
cheapest_links.add( duplicates.get(i));
if(weights|duplicates.get(i)] < minimum){
cheapest_links.clear();
minimum = weights| duplicates.get(i) |;

cheapest_links.add( duplicates.get(i) );

}

return pos = cheapest_links.size() == 1 ? pos :

cheapest_links.get( ((int)(Math.random()*cheapest_links.size())) ).intValue();

}
VET:

* <b>updatecounter</b><br>

*

Method that decrements the contents in <i>counters</i> at position

*

<i>pos</i> by <b>1</b>.

*

@param counters array of integers containing the respective counters

*

@param pos position in <i>counters</i> that will be used to update

*

the contents in <i>counters</i>

*

@return the array <i>counters</i> with the updated position stated

*

by <i>pos</i>

sk /
protected static int[] updatecounters(int|] counters, int pos){
counters[pos| = (counters|pos|)—1;

return counters;

106




protected static void updateTheCounter(LinkedList<Set> S){
CONTADOR = 0;
for(Set s : S){
CONTADOR+= s.size();

Vet

x <b>apply MWHS< /b><br>

apply- MWHS (Minimal Weighted Hitting Set) algorithm.
x solves the MWHS problem<br>

* <b>INSTANCE:</b><br>

x Finite set U, with |U| = m;

*

x C' = {S<sub>1</sub>, Ehellip; ,S<sub>n</sub>} s.t. S<sub>i</sub>

x Esube; U Eforall; i = {1, Ehellip; ,<i>n</i>}

x A weight function <i>w</i>: U Erarr; Ereal;+.<p>

* <b>SOLUTION:</b><br>

x A hitting set for <tt>C</tt>, thatis to say H Esube; U s.t.
« H<sup>S</sup><sub>i< /sub> ne;,

x Eforall; <i>i</i> = 1, Ehellip; ,n.<p>

x @param links: containing all the links in the network

x @param S a set of subsets {s<sub>1</sub>, ..., s<sub>k</sub>}

x such that Union of s<sub>i</sub> &isin; S.
x @param weights the correspoinding costs for links, i.e.,
sk w<sub>i< /sub> Erarr; [<sub>i</sub>.

x @param counters the corresponding times that that links
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*

<i>l<sub>i< /sub></i> is in the subsets s<sub>i</sub>.

*

@return a minimal weighted hitting set for set <i>S</i>

*

@see MySet.java
@since V 1.0 March / 25 / 2009

*

* @Qauthor Christian Servin

*

sk /

public static String appy MWHS(String|[] links, LinkedList<Set> S,
double]| weights, int[] counters, int posT){
System.out.println(” Paths:.” +S);
String tmp_links = 7 {”;
Set<String> minimal = new LinkedHashSet<String>();
boolean flag; // this flag is needed to notify that links
// were removed from S

updateTheCounter(S);

for (int i = 0; CONTADOR > 0 ; i++) {
int pos = posT == —1 7 pos = findChepestLinks(counters, weights)
flag = false;
for (int j = 0; j < S.size() ; j++) {
if(S.get(j).contains(links[ pos ])){

flag = true;

minimal.add(links| pos ]);

S.remove(j);

counters = updatecounters( counters , pos );

-
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}

counters = updatecounters( counters , pos );
String paths = 77;
for(Set s : S)
paths+=s;
// make sure the element was removed from the set
if(flag == true){
)/ ——————————— cosmetics ———————————
tmp_links+= tmp_links.length() == 17 links|pos| : 7,.” +links[pos;
ffmmmm
}
System.out.println((i4+1)+"\t."+tmp_links+" }”+"\t\t” +paths+
"\t\t”+minimal);
updateTheCounter(S);
posT = —1; //in case we initiate with posT, we reset “‘pos’
// for next iteration
}
return tmp_links+"}”;
}
Vet

* <b>trace</b><br>

*

@param links: containing all the links in the network

*

@param S a set of subsets {s<sub>1</sub>, ..., s<sub>k< /sub>}

*

such that Union of s<sub>i</sub> &isin; S.

x @param counters the corresponding times that that links

*

<i>I<sub>1< /sub>< /i> is in the subsets s<sub>i</sub>.

*

@param posT: optional parameter, sets the position as the link

x with the highest counter
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* @return void
x @see MySet.java
* @since V 1.0
* @author Christian Servin
ok /
public static void trace(String[] links, LinkedList<Set> S,
int[] counters, int posT){
String tmp_links = 7 {”;
Set<String> minimal = new LinkedHashSet<String>();

boolean flag;

System.out.println(” Paths:.” +S);
System.out.println(”step\t_links\t\t_Paths_remaining_\t\t_partial_min”);
System.out.println(” ”);

updateTheCounter(S);
Stack stack = new Stack();

for (int i = 0; CONTADOR > 0 ; i++) {
int pos = posT == —1 7 pos = findHighest( counters ) : posT;
flag = false;
for (int j = 0; j < S.size() ; j++) {
if(S.get(j).contains(links[ pos ])){

flag = true;

minimal.add(links| pos |);

S.remove(j);

counters = updatecounters( counters , pos );
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}

counters = updatecounters( counters , pos );

29,

String paths = "7;
for(Set s : S)
paths+=s;

// make sure the element was removed from the set
if(flag == true){
)/ ——————= cosmetics ———————
tmp_links+= tmp_links.length() == 17 links[pos]
Rl
}

System.out.println((i+1)+"\t.” +tmp_links+" }” +

"\t\t” +paths+"\t\t” +minimal);
updateTheCounter(S);
posT = —1; //in case we initiate with posT, we reset ¢

// ‘pos’’ for next iteration

Rk
* <b>appy-MHS< /b><br>
*
x <b>Instance: </b>A set system <i>(U,S)</i> with Ecup;

* <sub>s Eisin; S</sub>S = U weights c: s Erarr; R.<br>
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x <b>Task: </b> Find a minimum weight set cover for ...

x @param links: containing all the links in the network

x @param S a set of subsets {s<sub>1</sub>, ..., s<sub>k</sub>}
« such that Union of s<sub>i</sub> &isin; S.

x @param counters the corresponding times that that links

* <i>[<sub>i< /sub>< /i>

% is in the subsets s<sub>i</sub>.

x @param posT: optional parameter. posT represents the position
x desired to begin the MHS algorithm.

x @see MySet.java

x @since V 1.0 March / 25 / 2009

* @Qauthor Christian Servin

sk /

public static String appy MHS(String|] links, LinkedList<Set> S,
int[] counters, int posT){
System.out.println(” Paths:.” +S);
String tmp_links = 7 {";
Set<String> minimal = new LinkedHashSet<String>();
boolean flag; // this flag is needed to notify that links
// were removed from S

updateTheCounter(S);

for (int i = 0; CONTADOR > 0 ; i++) {
int pos = posT==—1 ? pos = findHighest(counters ) : posT;
flag = false;
for (int j = 0; j < S.size() ; j++) {
if(S.get(j).contains(links[ pos |)){
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flag = true;
minimal.add(links[ pos ]);

S.remove(j);

counters = updatecounters( counters , pos );

J—;

}

counters = updatecounters( counters , pos );
String paths = "7;
for(Set s : S)
paths+=s;
// make sure the element was removed from the set
if(flag == true){
) ——————— cosmetics ———————————
tmp_links+= tmp_links.length() == 17 links|pos]
[/ m e
}
System.out.println((i4+1)+"\t."+tmp_links+" }”+7\t\t” +
paths+"\t\t” +minimal);
updateTheCounter(S);
posT = —1; //in case we initiate with posT,
// we reset “‘pos’’ for next iteration

}

return tmp_links+"}”;

public static void main (String [] args){
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String[] links = new String[]{”L1”,"L2”,”L3",”L4” ”L5" };
Set<String> total links = new LinkedHashSet<String>();
MySet.addElements(total links, links);

Set s1 = new LinkedHashSet();

Set s2 = new LinkedHashSet();

Set s3 = new LinkedHashSet();

Set s4 = new LinkedHashSet()

int[] counters = new int[|{1,2,2,2,1};
double[] weights = new double[]{1,5,5,5,1};

System.out.println(”step\t_links\t\t_Paths_.remaining_\t\t_partial_min” );
System.out.println(” ”);

Set<String> total min_set = new LinkedHashSet<String>();
for(int i = 0 ;i < ITERATIONS ; i++){

MySet.addElements(s1, new String[]{"L1”,”L2"});

{("L2713"});
("L3" 147}
{"L47 157}
LinkedList<Set> total = new LinkedList<Set>(

MySet.addElements(s2, new String

)
)
);
)
)
(

[
[
MySet.addElements(s3, new String|
MySet.addElements(s4, new String|

Y

Y

total.add(s1);total.add(s2);total.add(s3);total.add(s4);
counters = new int[|]{1,2,2,2/1};
weights = new double[|{1,5,1,5,1};

// total_min_set.add(appy-MWHS(links, total,weights, counters, —1));
total_min_set.add(appy_MHS(links, total, counters, —1));

System.out.println(” "),

System.out.println(" —-————————————————— ”);
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}
System.out.println (" ============================2");
System.out.println(” Minimal_Weighted_Set_Cover”);
for(String s : total_min_set){

System.out.println(s);
}
System.out.println("=============================");
System.out.println(” Total _Cost:.”);
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Parser and other utilities

import java.util.x;
import java.io.x;

import java.util.regex.Pattern;

public final class Parser {

/x%
x <b>readLinks parser</b><br>
« Parser reads <tt>output</tt> file (where Prolog’s results are stored)
x and transforms the result into the user’s format.
*
x<blockquote><pre>
« <tt>[[epl, cp2, 24), [cp2, cpb, 24], [cp6, cp8, 24], [cp8, cp9, 24]] ;< /tt>
* to

x P1 = {L<sub>cplcp2</sub>, ..., L<sub>cp8cp9</sub>}

« Pk={..}
x< /pre>< /blockquote>
5’ < P>

x @param void

x @return a LinkedList of Paths, containing the corresponding C'VP paths
x @see Path.java, Link.java

x @throws I0FEzception in case the file <tt>out.txt</tt> is not found

ok /

public static LinkedList<Path> readLinks(){
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String file = "out.txt”;

LinkedList<Path> paths = new LinkedList<Path>();
Path path;

Link link = null;

String src,dest,src_level,dest_level, weight, pathname;

try{
BufferedReader inFile = new BufferedReader( new FileReader(file));

String line = inFile.readLine();

int pathnumber = 1;

StringTokenizer st;
while (line != null){
pathname = "P”+pathnumber+” _=_";
path = new Path(pathname);
st = new StringTokenizer(line,”[,];” false);
while(st.hasMoreTokens()){
src = st.nextToken();
dest = st.nextToken();
weight = st.nextToken();

279,

src_level =77
dest_level = "77;
link = new Link(src,dest,src_level dest_level weight);
path.add(link);
}
line = inFile.readLine();

pathnumber+-+;
paths.add(path);
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}

inFile.close();
paths.removeLast(); // I dont know why i still add the last part!!

}

catch(Exception e){ e.printStackTrace(); }

return paths;

Vet
* UNLon
x A unnion of two sets, takes two linkedlist containing Strings
x and returns an ordered list containing the union of L1 and L2
x @param L1 a LinkedList containing elements in one set
x @param L2 a LinkedList containing elements in one set
x @return L3 a LinkedList set containing the union of L1 and L2
sk /
public static LinkedList<String> union(LinkedList<String> L1,
LinkedList<String> L2){
int ind1 = 0;
int ind2 = 0;
int cont = 0;
LinkedList<String> result = new LinkedList<String>();
while ((ind1 < Ll.size()) || (ind2 < L2.size())){
cont ++;
if (ind1 == L1.size()){
result.add (L2.get(ind2));
ind2++;
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}
else if (ind2 == L2.size()){

result.add (L1.get(ind1));
indl ++;
}
else if (L1.get(ind1).compareTo(L2.get(ind2)) < 0 ){
result.add(L1.get(ind1));
ind14-+;
}
else if (L1.get(ind1).compareTo(L2.get(ind2))== 0){
result.add(L1.get(ind1));
indl ++;
ind2 ++;

else{
result.add(L2.get(ind2));
ind2 ++;

¥
return result;
}
/x%
* intersection
x The intesection of two sets, takes two linkedlist containing Strings
x and returns an ordered list containing the intersection of L1 and L2

x @param L1 a LinkedList containing elements in one set

*

@param L2 a LinkedList containing elements in one set

x @return L3 a LinkedList set containing the intersection of L1 and L2
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ok /

public static LinkedList<String> intersection(LinkedList<String> L1,
LinkedList<String> L2){
int ind1 = 0;
int ind2 = 0;
LinkedList<String> result = new LinkedList<String>();

while ((ind1 < L1.size()) || (ind2 < L2.size())){
if (ind1 == L1.size() || ind2 == L2.size()){
return result;
}
else if (L1.get(ind1).compareTo(L.2.get(ind2)) == 0 ){
result.add(L1.get(ind1));
ind1l ++;
ind2 ++;
}
else if ( L1.get(ind1).compareTo(L2.get(ind2)) < 0)
ind1 ++;
else
ind2 ++;
}
return result;
}
Jxx
x difference
x The difference of two sets, takes two linkedlist containing Strings

x and returns an ordered list containing the difference of L1 and L2
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x @param L1 a LinkedList containing elements in one set
x @param L2 a LinkedList containing elements in one set

x @return L3 a LinkedList set containing the difference of L1 and L2

sk /

public static LinkedList<String> difference(LinkedList<String> L1, LinkedList<String
int ind1 = 0;
int ind2 = 0;
LinkedList<String> result = new LinkedList<String>();
while ((ind1 < Ll.size()) || (ind2 < L2.size())){
if (ind1 == L1.size()) {
return result;
}
else if (ind2 == L2.size()){
result.add (L1.get(ind1));

indl ++;

}

else if (L1.get(ind1).compareTo(L2.get(ind2)) == 0){
ind1l ++;
ind2 ++;

}

else if (L1.get(ind1).compareTo(L2.get(ind2)) < 0){
result.add(L1.get(ind1));
indl ++;

else

ind2 ++;
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return result;

/H%
* Class Link

x This class stores Link objects.

ok /

class Link{

String src, dest, src_level, dest_level, name;

double weight;

public Link(String src, String dest, String src_level, String dest_level, double weight){
this.name = src+dest+src_level;
this.src = src;
this.dest = dest;
this.src_level = src_level,
this.dest_level = dest_level;
this.weight = weight;
}
public Link(String src, String dest, String src_level, String dest_level, String weight){
this.name = src+dest+src_level;
this.src = src;
this.dest = dest;
this.src_level = src_level,

this.dest_level = dest_level;
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this.weight = Double.parseDouble(weight);

public String toString(){

return name;

/*
x Class Path
x The class path holds a collection of links

x@Qsee Link
*/
class Path{
LinkedList<Link> links;

String name;

public Path(String name){
links = new LinkedList<Link>();

this.name = name;

public boolean add(Link 1){
return links.add(l);

public String toString(){
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String ans = name+"{";
for(Link s : links){
ans+=s+",";
}
ans = ans.substring(0,ans.length()—2);

return ans+"}”;
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Appendix D

CVP User’s Manual
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1 Distribution

CVP Tool 0.1
BSD License

Copyright (c) 2006-2008, University of Texas at El Paso (UTEP), USA
Copyright (c) 2006, The Constraint Research and Reading Group (CR%G)

All rights reserved.

The following terms apply to all files associated with this software that are mentionned in the
file manifest.txt.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

e Neither the name of the UTEP nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBU-
TORS ”AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.






2 Installation

Software and Hardware Requirements

CVP Tool was developed and tested with the following system specifications:

e UNIX (Mac OS X) as Operating System,
e Java (TM) 2 Runtime Environment, Standard Edition (build 1.5.0.07-164)

e SWI-Prolog version 5.6.22 for i386-darwin8.8.1

Download the latest version of J2SFE from java.sun.com site,
http://java.sun.com/j2se/1.4.2 /download.html, and install it.

Download and install Prolog. It works with all prologs but authors use SWI-Prolog!. For UNIX
users install e.g., /opt/local/bin/swipl

Installation

Since CVP Tool is a Java/Prolog-based application, it is necessary to install Java and Prolog in
the computer. To install the CVP follow these steps:

1. Create a directory in your system.

2. Unpack the CVPTool.zip in the directory

3. Run CVPTool.jar

Use of CVP Tool

The CVP Tool has a graphical user interface (GUI) that allows the user interact with the tool.
The tool has commands (e.g., save/load network) that allow the user to use the tool depending
on the action allowed by the working tab.

'SWI-Prolog: http://www.swi-prolog.org/






3 Overview

Overview

The objective of this tool is to detect the existence of a cascade vulnerability problem in a
network, identify the element(s) that are generating this problem, and properly eliminate the
minimum elements(s) that provoke this problem in the network. The intention of building the
CVP Tool, is to assess the work presented in Detecting and eliminating the cascade vulnerability
problem from multi-level security networks using soft constraints [?], A Soft Constraint-Based
Approach to the Cascade Vulnerability Problem [?], and An Optimization Approach using Soft
Constraints for the Cascade Vulnerability Problem [?].

Features/Functionalities

This version of CVP Tool includes the following features and functionalities:

e Detect the existence of a CVP in a network.
e Extract the cascading path generators from the network in case there is a CVP.
e Provide the element(s) that are the least expensive to eliminate in a network.

e Represent graphically the network and its computers.



Definitions and Abbreviations

e Assurance Ratings:
e Effort: the level of work done by a intruder to consume a systemOs resources
e CVP: Cascade Vulnerability Problem

e Information Levels: The type of information in a system, e.g., Top Secret (T), Secret(S),
Classified (C).

e MLS: Multi level system

e MWHS: Minimum Weighted Hitting Set

e Risk: Notion taken from [1] and [2], where the risk represents .....
e TCSEC: Trusted Computer System Evaluation Criteria

e TNI: Trusted Network interpretation



Introduction

A Cascade Vulnerability Problem (CVP) arises in approved-trusted networks. An approved
network is a network such that every computer that belongs to it agrees to own a security
assurance level. A CVP arises when an intruder takes advantage of the network connectivity
to compromise information across a range of sensitivity levels, and the span of accessed levels
exceeds the accreditation range of any computer. Let us illustrate a potential CVP in a MLS
network in Figure 1.

Payroll Financial Students Public
Y Services Services
(website)

r-> S |« » TS

1

1

1 s S |« s

1

1

! < C l—> ©

1

1

1

1

Figure 1: A potential CVP. Information in higher clearance level (top secret) leaks to a lower
clearance level (classified) through this MLS network.

The CVP detector Tool is a Java based application used to detect the CVPs in a network and
to provide options to eliminate this problem. On the one hand, the tool takes advantage of
Java’s operating system portability, object oriented manipulation, and graphical libraries; and
on the other hand, the tool has the ability to solve constraints in the network using the power
of Prolog.

The CVP detector tool is composed of several panels that allows the user to interact with the
tool. These panels are described in detail in the following sections.

The graphical user interface allows the user to interact with the tool such as configuring the
computers in a network, as well to establish valuable connections between other computers
systems.

The constraint solver is a prolog program that processes the constraints stated from the graphical
user interface and returns a set of all possible solutions that satisfies the constraints.

A general design of this architecture is depicted in Figure 3.

translator
g 1
Solver
Figure 2: A CVP Tool Abstract level Design.

CVP Tool
GUI Java based
Application




A Network and its representation.

A network is a set of computers. A computer owns at least one information level that can
interact with others computers. For example: Let us consider a network of two computers: C'1
and C2. The computer C'1 owns information at level Top Secret and Secret and computer C?2
only owns information at level Secret. Computer C'1 and C2 share information at level Secret
like is shown in Figure 3.

C1 C2
Top
Secret
Secret |« »( Secret

Figure 3: A Network composed of two computers. Both share information at level ’Secret’



4 Components

Tool Overview

This tool is composed of four main panels: 1. customize network, 2. configure network, 3.
simulate network, and 4. the graphical representation of the network.

Customize Network

The Customize Network screen allows the user to add computers into a network. A computer
may own several information levels. The user categorizes the information according to its sensi-
bility, for instance, a computer may contain social security numbers (Top Secret) and the annual
wages (Secret). The user must provide a distinguishable name for each computer added in the
network. This is to identify the computer from others. In the same way, the user must specify
the information levels that the computer can hold.

Each computer is accredited according to levels of assurance from the Trusted Computer System
Evaluation Criteria [?]. Once the user specifies the information level, an assurance level will be
assigned to the computer according to the sensitiveness of this information. These values encode
the assurance matrix from [7].

In addition, there is a system’s rank and a system’s description that the user can optionally
provide.

System’s Name: An alpha numeric name that represents the computer system.

Level Classification: An information level (e.g., Top Secret, Secret, Classified)

System’s Rank: This is an optional value assigner to the computer system that can be used
in case there is no Level Classification. For instance, in case a user assigns a monetary
value to this computer to identify it as a more valuable computer than others.

System’s Description: A textual description for this system.

Example: Let us add a computer from the network shown in Figure 4. Computer 1, named as
cl, owns Top Secret and Secret information, using the CVP Tool Customize Network Screen we
can see:

Configure Network

Once the computers are added in a network using the Customize Network panel, the Configu-
ration panel enables the establish a valued (weighted) connection between systems. A weighted
connection is a value that the user gives to a connection between two computers. For example,
consider the network shown in Figure 4.



r6 S)S) CVP Detector Tool
Network Configuration Simulation Help

—[ Customize Network | Configure Network ~ Simulate Network H» }—

System's Name cl

i Top Secret ™ Secret

Sys Information Level ] Confidential [ Private
] Public ] Restricted |
Assurance Level B3
System's Rank: 0 § ————— I
w g 0 10
Financial Aid

System's Description

Add To Network

Load Systems from File:

Figure 4: Customize Network Screen: Adding the Financial Department to the network called
‘C1’ that holds information at level Top Secret and Secret. The corresponding assurance values
according to the TNI matrix is ‘B3’.
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Figure 5: A weighted network composed of 4 computers
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Using the Configuration panel, the user selects the computer where the information will start
to flow from the Source List, and selects the destination from the Destination List as shown in
the Figure 4. This panel extracts the computer information that is added from the customize
panel and the connections established in the configuration panel, and generates a SWI-Prolog file
with the information extracted from these panels. More information about adding and loading
network see Section 6: from this manual.

..6 06 CVP Detector Tool
Network Configuration Simulation Help

! Customize Network Configure Network | Simulate Network Ho»}

Source Destination Description
Connect to: | €15 ~ | |Financial Aid
cl:s — | 2T

2T 21 25

25 Value c2:C

c2:C h 35

35 : 3. .

c3:C b 45 v

MLS Metwork's Connectivity

linkic1:5S, c2:5, 42). Gﬂ Load Configur...
linkic1:S, c4:S, 24).

link(c2:S, €35, 13).

link(c3:S, c4:§, 21).

Clusters Generated OUTPUT

Verify Connectivity Generate Clusters

N
Sl Nl
N
Sl Nl

Remaove System Remaove Connection

Figure 6: The Configuration Panel enables the creations of connections between systems and
assign a value (weight) to that connection.

Constraint translator

This Configuration component, invokes a procedure that is in charge of extracting the facts
and constraints from a given network. Consider the network from Figure 4. The network is
composed of 5 computer with different sensitiveness compartments:

C1, owns a top-secret compartment;

C2, owns a top-secret, secret, and classified compartments;
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C3, owns a secret and classified compartments;

C4, owns a classified compartment;

C5, owns a secret component.

these facts are translated and represented in Prolog facts called computer as follows:

computer(cl, [t ] ).
computer(c2, [ t, s, c 1 ).
computer(c3, [ t, s 1 ).
computer(c4, [ c ] ).

In the same manner, the facts that represent the links between computers:

C1 is connected to C2 through the top-secret compartment, and this connection has a value of
42 Gb/s,

C2 is connected to C3 through the secret compartment, and this connection has a value of 13
Gb/s, and to C5 with a 2 Gb/s value,

C3 is connected to C4 through the classified compartment, and this connection has a value of
24 Gb/s,

are also represented as follows:

link(cl , [ [c2, t, 42] 1).
link(c2 , [ [c3, s, 131, [c5, s, 21 1).
link(c3 , [ [c4, c, 24] 1).

In Prolog words: the rule link takes two objects, a computer source, i.e. ¢2, and an list composed
of lists (an adjacent list) that represents all connections to computer source, i.e.,
[[€3,s,13],[cb, s, 2]]

These facts are written in a Prolog file and then passed to the Prolog solver to solve the con-
straints.

CVP Checker

Basically, once the constraints are extracted from the Constraint Translator procedure men-
tioned above, the procedure generates a network.pl file, that will be used as an input for the
CVPChecker that will return a ‘yes’ or a ‘no’ depending if there is a vulnerability problem in
the network.

Clusters Generator

This solver is a Prolog file executed by SWI-Prolog that takes as an input the file generated in
the previous section and returns a set of paths n that are the least expensive links in the network
to eliminate in order to avoid a CVP. This process is called by the PrologSolver.pl?.

2NOTE: This is a work in progress, see Section 7. for more details
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The entire procedure of the Prolog solver is demonstrated in the Simulation Panel. In this panel
step is shown step by step how the algorithm is working, and the resulting set is displayed in
the Result text area.

Algorithm Simulator

The main purpose of this panel is to simulate step-by-step the algorithm that is been executing.
There are two algorithms implemented in this version: The Minimal Hitting Set Cover (MHSC)
[?], and the Minimal Weighted Hitting Set (MWHS) [?].

In the Simulator panel, there are several fields displayed as shown in Figure 4.
e List of clusters: This list corresponds to the set of the minimal elements generated by
the procedure mentioned in 4.
e Element list: lists the total connections (links) involved in the network.

e Min Sets list: lists all the sets of the minimal elements involved in current selected
algorithm.

e Links: lists all the links that belong to the Min Sets list that is currently selected
e Weight: lists the corresponding weight from the link selected in Links’ list.

e List of Solutions: component that keeps track of all the solutions generated by the
algorithm,

e Optimal Solutions: component lists the best solution so far generated by the algorithm
e run simulation button: runs the algorithm selected with the list of connected systems as

the input.

e detect button: initializes all the fields mentioned above.
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006 CVP Detector Tool
Network Configuration Simulation Help

! Customize Network | Configure Network - Simulate Network }-| » |
~—
List of Connected Sys

S1={cl,c2}

S2={c2,c3}

S3={c2,c3,c4}

S4={c4,c5}

Detect
run simulation y ] 6%

Elements Min Sets Links Weight
11 sl 5

12 s2 3
13 s3 2
14 s4

List of Solutions

The max value for 12(53,3) is: 3 and i
s located in [14, 13, 12] pos: 2

Optimal Solutions

Figure 7: Simulate panel: simulates the specified algorithm to eliminate the CVP
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5 Design and Components

CVPTool.java JFrame is the main class that invokes all the texttt.class files. This is the
main runner.

Customize.java: JPanel that enables a user to add a computer into the network and specify
the type of sensitivity information it owns, e.g., Top-Secret, Secret, Classified.

Configuration.java: JPanel that enables the creations of connections between systems and
assign a value (weight) to that connection.

Simulatior.java: JPanel that shows the tracing of the algorithm in the network, and pro-
vides the possible solutions. The algorithm is selectable by the user (only two algorithms
have been implemented in this first version).

PrologFile Writer.java: Java class that extracts the computer information that is added
from the customize panel and the connections established in the configuration panel, and
generates a SWI-Prolog file with the information extracted from these panels.

JavaPrologDispatcher.java: invokes SWI-Prolog and consults the file generated by the
constraint translation component. This solver then processes the constraints to detect a
CVP in the network. In the case that the detection constraints are satisfied (that indeed
there exists a CVP in the network), the solver finds all the paths that are causing this
cascading problem.

SolutionHandler.java: opens a listener stream to the SWI-Prolog solver, and it stores all
the output from the SWI-Prolog solver until it finishes to process all the constraints, then
gives the results to the simulation panel.

Algorithms.java: This component enables users to select the algorithm that will be applied
in the elimination process of elements that generate the CVP. The chosen algorithm is used
in the simulator and the results are displayed in the simulator panel. The algorithms in
this first version of the application are implemented in Java, and their APIs are provided
in case the user would like to incorporate another algorithm into the tool.

Architecture Design

The tool is an example of a model-view-controller (MVC) architectural pattern. The model is the
representation of the algorithms used, e.g., algorithms that detect and eliminate the CVP. The
viewer component are multiple GUIs that interact with the user, and the controller component
handles the interaction between GUI and model. The MVC pattern is shown in Figure 8.

Figure 9 shows how the system components interact with each other.



Controller

GUI
Output

GUI
Simulator

View Model

Figure 8: The model-view-controller pattern for the CVP simulator tool

Load/Save
computers/

configurations
IgLﬂt Translator SWI-Prolog
Scrpeen to Constraints Translate Solver
constraints
1 \\ P
rocess
‘ > N Solutions
| ~N
U eur N )
1 [}
! Return I GUl L Ret
R eturn
) Output ¢ Results ! Simulator solutions
1
i

Figure 9: The CVP simulator tool architecture design
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6 How to:

e Choose a Different Algorithms The tool allows the user to choose different algorithms.
to simulate. To select an algorithm: Main Menu > Simulation > Algorithms. For more
information about the specification on the algorithms please see Algorithms. java.

e Load a network: This tool facilitates the network input and provides a feature to
load an entire network’s configuration from a file. The file extension .dat, contains the
information needed to add the entire network (e.g., computers and its properties s.a.
name, description, etc). An Add to network button can be found in the Customize Panel.
Alternatively, in: Main Menu > Network > Load Entire Network.

e Load an existing network connectivity: Loads an existing network’s connectivity.
This is the same as loading a network, with the addition of loading the connection between
computers. The file extension .config. The Load Configuration button can be found in
the Configure Panel. Alternatively, in: Main Menu > Configuration > Load Connectivity.

¢ Remove System: Removes a computer system from the network. A Remove System
button can be found in the Configure Panel.

e Remove Connection: Removes an existing connectivity (a link) between computers.
A Remove Connection button can be found in the Configure Panel. (Note: some bugs
were found in this first version, avoid to use this).

e Save a network: The computers added in a network are saved in a .dat file. This file
contains all the elements added from the Customize Panel. To save a current network:
Main Menu > Network > Save Network As. The file will be called: name.dat

e Save a network connectivity: Saving a network connectivity works the same way
as Saving the Network. If the users want to save the connectivity between computers,
then shall use this mechanism. To save a current network’s connectivity: Main Menu >
Configure Network > Save Connectivity.

e Save: For any changed done in the network or connectivity, the Save, will automatically
save recent changes. To save: Main Menu > Network > Save.



Error Messages

In this section we display the possible errors that can appear in the CVP Tool and a possible
explanation how to resolve them.

e Loading Error: Appears when the user tries to load an existing network file with different
extension. Please select a file with an extension .dat or .config.

800 Loading Error

o Incorrect File name, Please select a valid file

o)

Figure 10: Loading Error: Appears when attempting to load an incorrect file

18



7 Current State of the Tool

We are working in the algorithm to extract the cascading paths from the network. Here we will
use the approach mentioned in [?]. There is a Cluster Helper that “simulates” the output from
the “Extract cascading Paths” procedure.

Here is the diagram that depicts the current state of the tool.

work in progress

i Algorithms
ou

Extract | OUTPUT TfFI'U: least

xtrac set of links i
set of paths expensive

cascading Pats| MWHS ———— links to

|
|
I
|
|
: |
|
YES Paths | break
INPUT There is ! }
Network aCVP? . H
NO

Cluster(Helper
P1={l1, 12}
P2 ={ls, 14} Retrieve
result
Pn={l1, 12}

‘ Tool GUI

Figure 11: The current state of the CVP Tool

Work in Progress and Future work

Currently we are developing the algorithms to extract the minimal paths from a CVP network.
For the next version of the CVP Tool, we anticipate to find, extract and eliminate the minimal
and least expensive links in the network.

There is also a graphical representation of the network that we are planning to incorporate to
the tool. We use an open source graph visualization library written in Java called JGraph?.
This graphical representation shall allow to visualize the network and its current connections,
in this way the user can appreciate the affected connectivity in the network.

Currently the tool’s configuration allows to add a simple criterion to consider in this optimization
problem. We also plan to implement a Multi-Criteria Decision Maker (MCDM) feature in the
tool, to consider different weights in the problem.

3Java Graph Visualization and Layout: http://www.jgraph.com/
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